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1 First start of the software
The software is web based. Once it is install, you only need a web browser. A shortcut is available
through the icon in the fask bar (bottom right).

A left click on the shortcut opens the menus. Select launch interface.

Lancer interface

Serveur web »
Serveur de communication #
Gestionnaire USB s
Base de données (MySql}

PO L QI D

Cutil de recherche L
Paramétrage

Cutils L4
Fermer

Quitter

The other solution is fo create a link to the following web page :
https: //127.0.0.1:8443//ipassan/?Login
Note, Ipassan is compatible with Microsoft Internet explorer and Edge, Mozilla or Chrome.

In the login window, enter the e mail + password then click on Server connection.
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Do you already have an account =

Your email

richard@yopmail.com|

Your password

L1 11
Remember me i
| have lost my password

Language

" Server connection

T — r
2 Site wizard

Click on Create a site push button from the main window. A site wizard guides you step by step.
Important : all the feature of the system are note included in the site wizard. It has been designed to be

English

easy and doesn’t manage all the features.
It could be necessary after creating the site through the wizard to manage advanced features in Settings

and parameters (see chapter )

E Generdal menu

Ay 220

Create a new Access
site software

2.1 Site property

The first step consists of the site definition.
= Name, manager details, etc
= Time zone
= Transfer mode
o Optimised
o Reconstruction
= Transfer option
= Type of used technology

Disclaimer: Whilst every effort has been made to ensure accuracy in the representation of this product, neither FDI nor its employees, shall be
liable under any circumstances to any party in respect of decisions or actions they may make as a result of using this information. In accordance

with the FDI policy of enhanced development, design and specifications are subject to change without notice.

7

OPMENT FRIENDLY DEVELOPMENT FRIENDLY DEVELOPMENT FRIENDLY DEVELOPMENT INNOVATION INNOVATION INNOVATION INNOVATION INNOVATION INNOVATION INN(




— Friendly
Development

URMET|GROUP Innovation

ipassan Manager &) oIl e~ [
A
A Address
Ay
Country v
22
ﬁ Manager Manager First name
Phone anager pnone numbe
%
~+® Transfer mode
Q @ Optimised : Cnly relevant data up to 100000 keys will be to while will save all data. Note, full data recovery from controllers to PC is not available.
Reconstruction : Full data including names will be stored in the confrollers in order to rebuilt the site. Warning full dota recovery will be imited to 50000 keys and fransfer will take longer.
=N w Transfer option
=
Check the transfer date : Doesn't erase controller database by older computer database.
d?l Transfer data through UTF-8 encoding - UTF3 allows fo fransfer any characters of any language. On the other hand, i nesds more space in the controlier memory. Some fislds may be froncated in case of rel

Without this option, encoding is IS0-6859-1

AP Time zone

Time zone [UTC +01:00) Europe/Paris

Daylight saving fime

+® Enable / disable the credential types (prox, fingerprint, sic)

O QMffare+ O Q Mifare+ remote control

Q) Proximity foken 135¢ @, Remote control 1356 - 4 buttans
[ 5, Prosimity foken 125k [ &, Remete conirol 125K - 2¢4 buttons
01 @ Remote control 1356 - 2 buttons [ éme Plate number

Transfer mode

Note, in the optimized mode, only the relevant data are transferred to the controllers. For example, the
names of the door, access profiles, users don’t need to be sent to the controllers to manage the access.
The controllers must know the key serial number, door and floor access profiles.

In this mode, the transfer delays are shorter but in case the computer is stollen or damage without
backup, it will be possible to rebuild the site on a new computer with the minimum data (keys doors,
access profiles etc without name)

In the reconstruction mode, all data are sent to the controllers even if the name of the key, for example,
isn't required to provide access tfo the key.

But in this mode, it will be possible to rebuild the full data from the controllers to the server in case this
is necessary.

The transfer delays are longer, especially when the communication between controllers is rs485.

In Ipassan.com, the default choice is Optimised as the backup is managed by FDI Matelec (every night,
Europe time)

In local installation of Ipassan manager, the default choice is Optimised in case the operator doesn’t
manage regular back up of a memory stick for example.

Transfer option

Check the transfer date : the controllers save the time and date of the latest server modification. The
server also manages this information.

Disclaimer: Whilst every effort has been made to ensure accuracy in the representation of this product, neither FDI nor its employees, shall be
liable under any circumstances to any party in respect of decisions or actions they may make as a result of using this information. In accordance
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When the box is ticked, the server always compares both time and date and if they don’t match, it offers
the possibility to force an update of the selected controller or to rebuild the site.

This depends of which side (computer or controller) owns the latest data.

UTF 8 protocol : This option is only relevant when using 2Smart panels. This authorizes fo send to the
controller and the 2Smart panel special characters as £, @, &, e, @ for example.

Without this option, those special characters aren’t managed.

Enable / disable type of credential

Ipassan manages many types of credential. It could be different generations of FDI keys 125Khz,
13.56Mhz Mifare or Mifare+. Ipassan manages also access codes, car plate number or BLE access for
example. When wiegand readers are used, those credential types could be only decimal or
hexadecimal.
Plate number : With integrated camera or OCR (optical character recognition), Ipassan manages the
access of the cars and users through the plate number.
In this case, it isn't a wiegand conversion. The plate number is read and sent to the controller with full
letters and digits. If the car isn't authorized, the events report “AG891CX" / access denied / out of
validity for example.
In March 2020, two integrations are managed
- ITC237 Dahua camera for Australian market (European firmware of the camera not compatible)
- Innova OCR software (installed on a computer or built in in an Axis camera)

BLE : since the 1.07 ipassan manager release (and fv1071 firmware for the controller), Ipassan manage
BLE access through 10S or android mobile.

The mobiles are used as prox or remote keys depend of number of credits.

This management requires an account on the partner.fdimatelec.com portal where the credits for those
virtual credentials are delivered.

In the second step, features needed for this site have to be ticked. The software is designed to be easy
to use but offers advanced features.

When the manager doesn’t need counting zone, lift management or just door contacts, the software will
not display those settings.

if later, door contacts are used, it's possible fo tick the box and discover the tab in the door menu.

Each question mark .. shows up a message to give an extended description of associated
words .

Disclaimer: Whilst every effort has been made to ensure accuracy in the representation of this product, neither FDI nor its employees, shall be
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lpussan Manager m e AL site [

A R Esie B2 Sreatves

o

ﬁﬁli O B e st architecture © |

i O 171 tao zones @ O & tse nteoroted doorstafions 2
u 5 Use reflexes & u @uﬁ management 2

= O P4 e mut.comparies © O R Remole contrels advanced mancgement 2

Ab Ll ﬁ Managements of fhe emergency cenfacts & H 4l Sie code s Faciity code ©
u ﬁme booking management 2 U8 ey o

% O 3 pesident porial © B s A p—

Ok personnal extra access management 2 u Ej BLE access O

A
Detail

= Use site architecture (see chapter Notion of architecture :)

= Use door switches
The door contacts (or door switches) are built in the controller. A door contact is used to detect a
door left open, a forced door, etc

= Use zones
The zones allow the counting and / or the anti pass back features. On Ipassan system, it is possible
to count globally, by access profile, by user, by company.

= Use integrate door phone system
Ipassan manages two types of integration.

Integration of 2Smart door station (2Voice panels by FDI Matelec)
integration of 2Voice bus through a 2Voice interface. In this second option, the call modules are

from Urmet Italy

= Use reflexes
A reflex is a link between a condition and a process. For instance, a relay is activated when a door
is forced until a valid key is present to a specific reader.

= Use lift
This option authorises the lift management (up to 110 floors per lift car).
Note, when the lift feature is ticked, the architecture feature is automatically ticked because the
lift management requires it. (see chapter Notion of architecture :)

= Companies management
The software is designed to manage operators which cannot see the doors, access profiles, keys
or events of other operators.
Different companies use the same building for example, the administrator of Ipassan site see and
manage all settings and all keys, access profiles, etc but the operator of the company A see only
what he is authorized to. Operator of the company B, see his door, keys, events.
When this building owns a common door or lift, each operator see this door.
The multi companies feature is useful for business and commercial buildings but could be used
also for residential jobs where there are, for example, a property manager for some floors + social
housing for some other floors. It could be a car park used by different manager, etc

= Advanced management of the remote
The system manages 4 push button remotes. In standard mode, we choose for each door one or
several push button. With the advanced mode, this choice is made for each user.
For example, all users will open an entrance barrier with the first push button and an exit barrier
with the second push button.

Disclaimer: Whilst every effort has been made to ensure accuracy in the representation of this product, neither FDI nor its employees, shall be
liable under any circumstances to any party in respect of decisions or actions they may make as a result of using this information. In accordance

with the FDI policy of enhanced development, design and specifications are subject to change without notice.
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In the advanced mode, a user 1 uses push button 1 and 2, but user 2 uses push buttons 1 and 4
for the same doors.

= Emergency mode
This feature is used with fire alarm system. All time an input is activated, all time the selected
door(s) are forced open.

= Site code / facility codes
This option is usefull when a site requires a particular code per block for example

= Facility, booking management
Ipassan manager offers the possibility to manage assets or facilities in the site. Those assets are
created in the software so the operators are able to book those assets for themselves, residents
or visitors.
An example of asset is a tennis court, a meeting room or a car park for visitors.

= CCTV
Ipassan manager is compatible with the Rtsp (real time streaming protocol). Some cameras are
linked in the software to doors, inputs, outputs, etc so the streaming is displayed in live when an
event occurs on the linked door, input, etc,
The main benefit is the playback as the software is able to display the video just by clicking on the
event when a door has been forced for example.
This is possible because the time & date of both controllers and NVR are synchronised by the
same ntp (network time protocol) server. So when the door is forced at 5h01:02, the computer is
asking to right NVR, right camera the streaming beginning at 5h00:32 to 5h01:32 (This is settable)

= Resident portal
this option is linked to the facilities booking as it is an extra option. Through a light Ipassan portal,
the residents have access to the booking of the tennis court for example. They could book a car
spot for their visitors.
This resident portal (http://residents-portal.ipassan.com/?login) is designed to be used ona 7”
screen, it could be their door phone monitors.

= People group management
The software manages three different views.
Classic => Users and keys are sorted by access profiles
Architecture => Users and keys are sorted by blocks, floors and appartments
Group of keys => keys are sorted by groups. A group could be a department of a company.
Note, all three options could be used in the same time.

= Personal extra access management
With this box ticked, the operator directly adds door(s) to a user. It isn’t compulsory to create
specific access profiles.

= BLE
This option gives the possibility to link the Ipassan site to the partner account so to provide to
users virtual credentials.
The users download K-app from Apple or Android store then receive their authorisations through
a notifications.
The building manager manages the mobile access through their phone numbers.

The software is multi network. Those networks could be TCP/Ip, RS485 or mixt of both.

Disclaimer: Whilst every effort has been made to ensure accuracy in the representation of this product, neither FDI nor its employees, shall be
liable under any circumstances to any party in respect of decisions or actions they may make as a result of using this information. In accordance

with the FDI policy of enhanced development, design and specifications are subject to change without notice.
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What is an Ip network ?

A tcp/ip network contains up to 64 controllers which are communicating together.

When a site requires more than 64 controllers, a second network has to be created.

from a software point of view, several network could be managed.

What is a Rs485 network ?

A RS485 network authorizes 32 controllers on 1km. The first controller of the network communicates with
the server through Ip or Usb.

What is a mixt network ?

It is a network which contain Ip and rs485 network.

Important, starting from the server, the network could only be Tcp/ip then Rs485. After a rs485 bus, it's
not possible to becomes again a tcp/ip network.

An example of a mixt network is a tcp/ip network between buildings and some rs485 network from the
basement of each building to the tops for the lift controllers.

Name Server connection Type & Number of confrollers Actions

Network 0001 P E‘ RS485 E‘ A - azxlcsB@

Enter the number of network and the number of controllers per network then click on Next or click on
magnifying glass if the server is already connected to the controllers.

In this case, the server searches on the network (or usb plug) the controller.

This option is helpful because it discovers the controllers, the option cards and the expanders.

EArchitecture of the site

Number of entrance o -

Number of block 1 -

B Block 0001 Nb. of enfrance: o A Nb. of floors N K]

| Floor 0001 Nb. of apartments or offices N

5 Floor 0002 No. of apartments or offices -

Notion of architecture :

The software is able to manage buildings, floors, apartments or offices. This notion of architecture is
useful, later in the management, to sort devices or users per building, floor, etc

This architecture is optional when the system manages only door access control but is required when lifts
access control is used.

This explain why, when you ticked lift management in features, Use architecture is also ticked.

One benefit of this system is the user friendly side. The operator easily finds the users, keys, etc in the
software rather than searching in a long list of keys.

The second benefit is the keys are authorized to floors. If a building has 4 lifts, when the operator
authorizes the user to a floors, it does in the same time for the 4 lifts.

Disclaimer: Whilst every effort has been made to ensure accuracy in the representation of this product, neither FDI nor its employees, shall be
liable under any circumstances to any party in respect of decisions or actions they may make as a result of using this information. In accordance

with the FDI policy of enhanced development, design and specifications are subject to change without notice.
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Use :

The first view bellow shows a sort by access profile.

The second one shows a sort by architecture.

Both views are available at any time. An icon on top of the treeview (left frame) is designed to switch
from one view to the second one.

Example, a site contains three buildings. The B one has 7 floors and this 7nd floor has 4 apartments 71

to 74.
Apart 71 Apart 72 Detail of
floor 7
Apart 74 Apart 73

Floor 7 >

Floor6 ——»

Floor 5 R

Floor 4 _—

Floor 3

Floor 2

Floor 1

Block A Block B Block C

Classic view (by access profile)
The users and keys are sort by door and floor access profiles.

Disclaimer: Whilst every effort has been made to ensure accuracy in the representation of this product, neither FDI nor its employees, shall be
liable under any circumstances to any party in respect of decisions or actions they may make as a result of using this information. In accordance

with the FDI policy of enhanced development, design and specifications are subject to change without notice.
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EI mlﬁcce&s profiles
Bﬁccess profiles 0001
EI Jﬁ{hﬁ access profiles
E1- g Block 0001 - Fioor 0001
B § Block B Apart 0101
........ T h Proximity token 1354

........ T h Proximity token 1354

........ T h Proximity token 1354

i § Block B Apart 0102
i § Block B Apart 0103
i § Block B Apart 0104

ﬁ{mock 0001 - Floor 0002
ﬁ{mock 0001 - Floor 0002

. i Block 0001 - Floor 0004
View by architecture

In this view, users and their keys are sort by building, floor, apartment.

Disclaimer: Whilst every effort has been made to ensure accuracy in the representation of this product, neither FDI nor its employees, shall be
liable under any circumstances to any party in respect of decisions or actions they may make as a result of using this information. In accordance

with the FDI policy of enhanced development, design and specifications are subject to change without notice.
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QA Access & Keys

& AL Site - Site 0004

- [ #lock 0001

Bl Floor 0001
Bl Floor 0002

B £ Floor 0003

2~ § Block B Apart 0301

........ ¥ \ Proxirnity token 1355
........ ¥ \ Proxirnity token 1355
........ ¥ \ Proxirnity token 1355

i1 § Block B Apart 0302
i1 § Block B Apart 0303
- § Block B Apart 0304

In the architecture tab, enter the number of main entrance. Those entrances are doors or barriers outside
of the buildings. Doors inside the buildings are settable in a newt step.
This option is not compulsory but is useful is later, you want to sort doors by building, parking, area, etc

Mumber of enfrance 0 -
The number of building is required as soon as lift management is used in the software. When operator
gives access fo a user for block B floor 5, the software translates to a list of relays even if several lifts are
available for this floor.

MNumber of block 1 -

Entre the number of floor.

The field office or apartment is not compulsory. It could help later to sort user and keys.

For example, in an office building, 5 companies uses the same floor, but all use the same door and lift
access profiles.

Without notion of office, all users are in the same access profiles. With offices, users are sorted by
offices (companies).

Disclaimer: Whilst every effort has been made to ensure accuracy in the representation of this product, neither FDI nor its employees, shall be
liable under any circumstances to any party in respect of decisions or actions they may make as a result of using this information. In accordance

with the FDI policy of enhanced development, design and specifications are subject to change without notice.
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" | Floor 0002 Nb. of apariments or offices —

EJ  apariment o001
] | aportment o002

B | aportment ooca

5 [Floor 0003 Nb. of apartments or offices q N
At this step, enter the number of controllers and the options / expanders they manage.
The number of door and/or lift per controller has also to be entered.
o g
[E2Controllers of the site G
s=Network 0001 (RS485) + Add a controler
Name Device number Meodel Opfion Doors Lifts. gn‘k Acfions
Controller 0001 | Controller seria mbel | 2 wire / IP controller IE‘ None |E‘ 1 : ke E
@ Name Device number Model Opfion Action
10 card 0001 10 relays SA El None El m
10 card 0002 10 relays 5A B None B
Controller 0002 Controller serial number 2 wire / IP confroller IE‘ 12 relay 5A IE‘ 3 :| 0 : | 1 : ’ﬂ
@ Name Device number Model Opfion Action
10 card 0001 10 relays 5A. El None El m

In the previous window, entre the fields as describe below :
Name of the controller : It is a text including the location for example.

m it is the number beginning by 24C1xxxx. It is printed on a sticker on the controller

Note, this number includes :

24CM common part

AF100D60  end of the mac address. (the 4 first digit are 00 OE). This one, for example has the
following mac address 00 OE AF 10 OD 60

C973 Checksum
: A controller is able to manage an expansion card (12 inputs / 12 outputs or exira
doors)

|RS485 expander% : Each controller manages a maximum of 10 expanders. Each RS485 expanders could

be a 10 inputs or 10 outputs and is able fo receive an extra expansion card (12 inputs or 12 outputs)

: Enter the number of doors each controller manages.
Note, a controller manage é doors or lifts at maximum.
: Enter the number of lift, each controller manages.

Note, a controller manage 6 doors or lifts at maximum.

In the following view, enter each door of the system.

Disclaimer: Whilst every effort has been made to ensure accuracy in the representation of this product, neither FDI nor its employees, shall be
liable under any circumstances to any party in respect of decisions or actions they may make as a result of using this information. In accordance

with the FDI policy of enhanced development, design and specifications are subject to change without notice.
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+ Groups of doors

=Doors of Controller 0001

Door name Position Loeation Door release fime Time profile Actions

Barier out g 7o 5 = None B/‘ + -8
Block A main enfrance 2 Pala] | 5 e None ~+ -8

Extra seftings :
- If architecture is used on this site, select the location through the pen.
Entre a different door delay if needed (5 secs by default)
Eventually, select a door time profile. A door time has three behavior
o Free access, the door is unlock
o Forbidden, no access even if a valid card is presented to the reader
o Normal, a valid card has to be present to open the door

Two integrations are available in Ipassan. The first one is by using interfaces on the 2Voice bus. The call
modules are the ones from Urmet ltaly and the FDI interface listens the message on the 2Voice bus.

The second integration is the use of FDI Matelec door stations. Those ones are connected to the 2Smart
bus of the Ipassan controller then are full controlled by Ipassan manager. The operator of the software
manages the names, call numbers or handset numbers in the same way he manages the keys.

2.7.1  2Voice integration through interface

2.7.1.1 Overview

One interface manages up to 4 call modules. One controller manages also up to 4 call modules but the
limit of call modules per controller is still 4.

This means if the four call modules are on the same installation, one interface is enough, but in case
there are four call modules on four different installation but managed by the same controller, it is
necessary to connect 4 interfaces (one per installation)

The interface manages a one way communication from 2Voice to Ipassan. The 2Voice interface
constantly listens to the 2Voice bus but doesnt send any data to the bus. It can be considered as a
sniffer.

Disclaimer: Whilst every effort has been made to ensure accuracy in the representation of this product, neither FDI nor its employees, shall be
liable under any circumstances to any party in respect of decisions or actions they may make as a result of using this information. In accordance

with the FDI policy of enhanced development, design and specifications are subject to change without notice.
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Interface —_

The benefits of this integration are multiple:

e Manage the doorphone system events such as who opened the door and when

e Improve the security by using the controller relay instead of the call module one to activate the
lock. As the relay is inside the building, it is more secure than the call module relay

e Create a high level interface between the doorphone system and the access control which can
already manage the lifts, in other words manage an easier integration between the doorphone
and the lift.
This integration avoids to use the 2Voice special decoders.
Note: this last feature requires an activation card (ref FD-050-096)

A) How it works ?

Call modules and apartments are created in the “Ipassan Manager” software. The configuration must
match the installation wiring layout.

When a visitor calls a resident from an Urmet call module, the 2Voice interface sends the number to the
controller as well as the type of call module and the handset number together with the type of event (call
in progress, Push button 1 pressed, door open, etc).

Ipassan displays in the event list the right apartment name as entered in the software.

Disclaimer: Whilst every effort has been made to ensure accuracy in the representation of this product, neither FDI nor its employees, shall be
liable under any circumstances to any party in respect of decisions or actions they may make as a result of using this information. In accordance

with the FDI policy of enhanced development, design and specifications are subject to change without notice.
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In second option, the lock push button of the handsets is set to open a door of the same controller, so

when the 2Voice interface sends the event “push button 0” to the controller, the right relay of Ipassan is

activated.

In this case, the door is wired on the controller, not on the call module.

In third option, lift and floor are set for each apartment so when the resident opens the door for the

visitor, Ipassan authorises also the right lift and right floor for the visitor. This lift management requires an
activation card (ref FD-050-094).
Without this last feature, 2Voice special decoders would be required (at least, one per floor).

2.7.2 2Voice integration through 2Smart panels
A) Overview

Synoptic

Cy B

e
o r Lﬂd n‘_ 1083/55

= }

By using the 2Smart panels, you will get the following benefits:

Manage door and lift access control plus intercom system from one software.

Manage events from the same software

Simplify the wiring as the controller relay is used for both access (reader and intercom calls)
Improvement of the security as the door relay is inside the building

Create a high level interface between the 2Voice system and the access control which can already
manage the lifts, in other words manage an easier integration between the door phone system
and the lift.

You don’t need to use the 2Voice special decoder when you install the 2Smart panel

In term of wiring, the installation of the 2Smart panels is similar to the others 2Voice system
They can be set as main, secondary (0) or secondary (1).
A 2Voice installation can be a mix of 2Smart panels and Urmet panels.

The power supply of the 2Smart panel is provided by the 2Voice bus, so the wiring is very easy. Only 4

wires:

Disclaimer: Whilst every effort has been made to ensure accuracy in the representation of this product, neither FDI nor its employees, shall be

liable under any circumstances to any party in respect of decisions or actions they may make as a result of using this information. In accordance

with the FDI policy of enhanced development, design and specifications are subject to change without notice.
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- 2 for 2Voice Bus
- 2 for 2Smart connection with the controller

The number of 2Smart panels in an installation is limited by the 2Voice system:

- Upto 16 main panels
- Upto 2 secondary panels per riser

The main advantages of those panels are:
- DDA compliance
o Braille keypad
o Voice message (not available in the fv1002 firmware)
o Llarge display
o BLE for hearing impaired loop

- Call number
o Upto 8 characters
o Could be:
= Digits
= Letters

= Special characters
o B2-12 for example

B) How it works ?

Call modules and apartments are created and managed in the software. The setting of the door stations in
the software must match the setting of the 1083/50.

When a visitor calls a resident from the 2Smart panel, it sends to the controller the handset number
together with the type of event (call in progress, Push button 1 pressed, door open, etc).

Ipassan displays, in the event window, the right apartment name as entered in the software.

Second advantage: the lock push button of the handsets is set to open a door of thecontroller, so when
the 2Smart panel sends the event “push button 0” to the controller, the right relay of Ipassan is activated.
There is no need to connect two dry contacts (door phone + access control) in parallel.

Third advantage: lift and floor are set for each apartment so when the resident opens the door to the
visitor, Ipassan authorises also the right lift and right floor for the visitor.

Up to four lifts could be linked to the same door phone installation as we don’t know which lift will be
sent to the ground floor when the building owns more than one.

2.7.3  Setting

The type of integration must had been set previously. See below.

The second option is the choice to manage the call and handset number per apartment or per user.
Both options are possible, the choice depends of the way the manager will assign handset and call
number to users.

The “apartment” choice has to be chosen when the manager wants to display “Apart 001", “Apart 002",
efc on the door stations. In this case, the manager could change the names of the keys without changing
the name of the apartment.

With the choice “par user”, when the manager changes the user from “Bond” to “Blair”, he updates the
key and the directory of all the door stations in the same time.

Disclaimer: Whilst every effort has been made to ensure accuracy in the representation of this product, neither FDI nor its employees, shall be
liable under any circumstances to any party in respect of decisions or actions they may make as a result of using this information. In accordance

with the FDI policy of enhanced development, design and specifications are subject to change without notice.
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With this second option, it is possible to display several names for the same handset. As an example,
“Concierge” and “Tigana” are the same handset, but “Concierge” is displayed only on day period.
« % General door phone setfing

Maodel 2Voice panel

Management of the handset number By apartment b

At the door integration step of the site wizard, enter the type of call module and location. The number is
automatically generated by the software.

Type of call module
- Main : the call module is able to call any risers
- Secondary (0) or (1) :the call module calls only the selected riser

Note, the type of call module must match the wiring of the 1083/50, 1083/75, 1083/76

Location: the architecture (blocks, floors, apartments) of the site have fo be set at the previous step of the
site wizard.

As an example, a site contains five blocks all independent for the door phone. Each block has one riser
and one door station.

In this case, there must exist 5 blocks in the software and 5 door stations (1 per block)

If those 5 blocks are linked through main door station(s) from which it is possible to call all blocks then it
will be one block and 5 risers in Ipassan manager.

Of course, each riser has a different riser number. This riser number in the software must match the
1083/50 setting.

The position (second column) is the slot where is connected the two wires of the 2smart panel. This
matches the position of the door set in the previous step of the site wizard.

ipassan Manager @ . AL - [
. =

=Doorphones of Controller 0001

Name of the panel Pasifion Model Trpe Number Risers Actions

Main door ! Veies pane Main v o = MBockoon + -0

2 ice pane P S
Block A door station Secondary(0) vl 0 * WBock 000 + /I'J

=Doorphones of Controller 0002

Name of the panel Pasifion Model Type Number Risers Acfions

Back door ! e Mair - x RBiocicoon + -0

Block & door stafion < Zies ponel Mair ol |4 + Beockoonl + -8

The lift management in Ipassan could be low level (dry contacts) or could be high level. Most ofen of the
time, a high level integration uses tcp/ip connection between Ipassan manager or controllers and the lift
server or controllers.

Only the conventional lifts could be set in the site wizard. For high level integration, the setting has to be
done in Settings and parameters / lift.

The following paragraphs are given as information.

Disclaimer: Whilst every effort has been made to ensure accuracy in the representation of this product, neither FDI nor its employees, shall be
liable under any circumstances to any party in respect of decisions or actions they may make as a result of using this information. In accordance

with the FDI policy of enhanced development, design and specifications are subject to change without notice.
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The readers are in the lift car. The user swipes their card to the reader then press an authorized floor.

2.8.1 Low level integration

lpassan provides to the lift one dry contact per floor. If a building contains 18 floors and two lifts,
lpassan provides 36 dry contacts through the 22 outputs expanders for example.

2.8.2 Kone COP (car operating panel)

For the users, the way it works is the same than the low level (see above). But when an 80 floors building
owns 10 lifts, this would need 800 relays from Ipassan expanders to connect to lift.

Ipassan integrates Kone KGC (Kone group controller) so both systems communicate through tcp/ip. The
expanders and dry contacts aren’t required.

This high level integration requires an activation card FD-xo-xxx

2.8.3 Kone DOP (destination operating panel)

On each floor of the building, there are Kone destination panels. The users swipe their cards on this
panel then press the selected floor. If they are authorized, the panel tells them which lift to use.
Basically, the lift management is more efficient as all users which are going to the same floor at the same
time will use the same lift car.

The integration is software to software. Ipassan manager reads from Kone access, the names of the floor
access profiles then the Ipassan manager operator assigns one or several floor access profiles to a
user/key.

The controllers are not involved in this development.

2.8.3.1 Doorphone integration

The lift management in Ipassan manager concerns the users who own a key but also the visitors who call
a resident through the door phone system.

As Ipassan also integrates lift management, the integration is full between the door phone, the access
control and the lift.

There are several options fo activate only the right floor to those visitors. The first one is a low level
infegration. Through Ipassan inputs, the door phone system provides one dry contact per floor.

in Ipassan, this input is linked to one block / one floor and up to 4 lifts.

When the resident authorises the visitor to enter, the door phone activates the right relay (right floor).
Ipassan activates the authorised floor for the lift(s) for the programmed time.

Note, Ipassan manages two floor release times. The first one (5 secs by default) is the one used when a
user swipe and is authorised to floors.

The second floor release time is the one for the visitor. By default, it is 180 secs so when the resident
authorises the visitor, he has 180 secs to open the door, comes in the lobby, call the lift to the ground
floor, enter in the lift and press the authorised push button.

Of course, both release times could be adjusted.

lpassan manages also a high level integration with 2Voice door phone system. So the dry contacts
between the intercoms and the Ipassan controllers aren’t required. The communication is done through
the 2Voice interface or 2smart panels.

As the Ipassan system knows where the handsets are (blocks and floors), Ipassan knows which lift and
floor have to be authorised to the visitor.

Disclaimer: Whilst every effort has been made to ensure accuracy in the representation of this product, neither FDI nor its employees, shall be
liable under any circumstances to any party in respect of decisions or actions they may make as a result of using this information. In accordance

with the FDI policy of enhanced development, design and specifications are subject to change without notice.
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When lift have been added at the previous step, the software had automatically done the following
operations :

- Link the lift to the buildings

- Choose an available reader for the lift cars

- Choose the relays of the expansion card / expanders for the floors

To modify those lifts, use the pen under Building to change the location or the pen under Actions to
display the setting of the lift (second screen capture)

=Lifts of Controller 0001

Name of the kit Position Location Actions

Lift 0001 5 LES LY i | P i |

Setting of a lift : |:| |:|

In the following view, it is possible to modify those settings :

- Add a second reader : when a lift car is equipped of two readers, they could be added by unticking
« By default » then ticking the readers.

- Activation time : the system offers two different activation times. When a valid key is present to
the reader, the relay is activating for some seconds but when the authorization for the floor
comes from the intercom system, this delay is in min.

- Eventually, affect a floor time profile to each floor. A floor time profile manages three behaviors.

o Free access : the push button of the floor is authorized. No need of a key
o Forbidden : even a valid key is not authorized to the floor
o Normal: avalid key is compulsory to go to the floor

@15t 0001
Name * Lift 0001
Position f Num 5 E‘ Controller Controller 0001 -

Location  WBlock 0001 # | A E
~ B Recder
By default 2

Position Reader 000 2 (Reader 0002 3 (Reader 0002 4 [Reader 0004 3 [Reader 0005 3

#5 Floors 8 Holidays/maintenance periods

Door release fime 5 sec
Intercom [ (specify an input on the same conroller
Add a floor
Name Relay Time profile Actions &
AFlooro0dl 10 card 0001 - Outpulool = None EI <+ 8 I %
AFoor0002 10 card 0001 - OuTpUtO02 + None E| <+ 8 I %

Door phone integration through dry contacts

The below example shows how a door phone is managed in Ipassan manager. One dry contact per floor
is linked to one floor.

The same dry contact could be linked in the software up to 4 lifts.

Disclaimer: Whilst every effort has been made to ensure accuracy in the representation of this product, neither FDI nor its employees, shall be
liable under any circumstances to any party in respect of decisions or actions they may make as a result of using this information. In accordance

with the FDI policy of enhanced development, design and specifications are subject to change without notice.
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~ % Door station

Door stations Dry contact N
Hoor release fime from handset 180 sec

Add a floor

Name Relay Time profiles Door stafion activation Actions| &
#Floor 01 Lift floor O1 v | Mone ~| # 4 | Doomhone floor01 v i m x
#2Floor 02 Lift floor 02 v| Mone ~| # 4 | Doomphone floor 02 o fi m *
4 Floor 03 Lift floor 02 | MNone ~|# + | Doomphone floor 03 v L m ®
= Floor 04 Lift floor 04 v| MNone ~| # 4| Doomphone floor 04 = a m *

High level door phone integration
As the apartment details (name, call number, handset number, block and floor) are already entered in
the system, it is only necessary to tick “smart link with the panel” The controllers know where is the called

handset and which lift(s) and floor have to be authorized for the visitor.

+ & Door station

Door stations Smart link with the panel e
Hoor release fime from handset 180 sec
Add a floor
Name Relay Time profiles Actions| &
=i Tl Lift floor 0 v| Nome “| s+ a [ =
A Floor 02 L flonr 02 | None Vi ] a &k
25 Foce 03 Lift floor 03 v| MNone v+ a [ =

Note, the high level integration between the 2Voice door phone system and the lift through Ipassan is
free when using 2Smart panels but requires an activation card when combined with the 2Voice interface.

The Ipassan system is able to manage counting and / or anti pass back zones. The following window is
available when « Use the zone » has been ticked in the site property.

Good to known,

A counting zone is useful to
- Know the number of car, of user in an area
- Limit the number of car, user, etc
- Know where is a user, car, etc

Some advanced features are available to make the counting reliable.
- Confirmation of passage : Ipassan allows to use the door contact as a confirmation of passage. Il
could be an infra-red barrier on a gate or a dry contact provided by a turnstile.

Disclaimer: Whilst every effort has been made to ensure accuracy in the representation of this product, neither FDI nor its employees, shall be
liable under any circumstances to any party in respect of decisions or actions they may make as a result of using this information. In accordance

with the FDI policy of enhanced development, design and specifications are subject to change without notice.
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- The anti pass back could be added to the counting so a user A can’t entre then present its card to
a user B.
note, it is possible to use apb without counting

In the following window, enter the number of zone(s) then for each one, select the readers (In and Out)
Tick, if necessary, the options anti pass back and counting.

i “iCreation of zones

Number of zones ]

Name Entrances Exits Anfi-pass Back Counfing

Zone 0001 Noomern Weorierout &] =l a

See more information in Equipment & Settings / Zones

2.10 Access profiles
The system works with access profiles. An access profile is a list of authorised doors or authorised
floors.
Note, a user has four different access profiles
- A permanent door access profile
- A permanent lift access profile
- Atemporary door access profile
- Atemporary lift access profile

A temporary access profile is a list of authorised doors or floors that a user could use from a beginning
date to an end date.

When a user must have access to the offices and the workshop, the operator has to create an extra
access profile including doors of both zones.

% Creation of access profiles

Number of accesses 2 -

Name Doors fist

only parkking Meamerin =) (MBamierout =

Parking + offices MeiockBleftdoor ) ( MBlock B backdoor
MBiocc B main entrance = | MBlock Abackdoor  x
Meiock Amain enfrance  x ) ( MBarierout

Meorierin x

2.11Keys

The wizard allows to automatically create users, keys, key code, etc

The tool manages different additions. For example, 20 users for a first access profile then 15 for a
second one, etc

Those additions are applied to site, building, floor, access profiles or group of people.

Click on Automatic creation on the following screen capture. The second screen capture shows the
details of the tool.

w Automatic creation =|mport credentials

=2 Automatic creation of users

=+ Automatic creation

Dm every effort has been made fo ensure accuracy in the representation of this product, neither FDI nor its employees, shall be

liable under any circumstances to any party in respect of decisions or actions they may make as a result of using this information. In accordance
with the FDI policy of enhanced development, design and specifications are subject to change without notice.
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In the following window, enter the number of user to create (access, Building, Floor, efc...)
Then select the access profile, building, floor, etc...
In the part « User Description » you can enter a name and refers to the creation file to manage the
aufomatic creation.
The following example shows how to create 10 users with 1 remote with the access profile « Only
parking » and named: “Parking 001", “Parking 002", efc

Automatic creation of users

wUser description

Creafion fifle

Name *  Parking %%% Parking 001
$: floor number
es [1 $3 : floor number with 2 characters
Start with n # - apartment number
#2 - apariment number with 2 characters
Floor acces None ’ ### - apartment number with 3 characters
% person/ifle number
%% : person/fitie number with 2 charact
Valdity Permanent
v Credential per user
o Q Proximity token 1356 ] Q Remote control 1356 - 4 buttons
o i) keycode

Generate Pincode @  Automatically

Start with n®

- TS

The second example below shows how to create 6 people (or apartment) per floor for the Block C with
the following characteristics:
- They all have the access profile « Block C »
- The 6 people of the 1* floor have the floor access « Floor 1 » which will be automatically created
- The 6 people of the 2" floor have the floor access « Floor 2 » which will be automatically created

Automatic creation of users

Add 6 s et Floor E‘ for Block C E‘

vUser description

Name *  Block C Name %% Block C Name 01 Creation fitle
Starwithn® = | 1 § - floor number
$8 - floor number with 2 characters
# : apariment number
Doorfzone access Biock C EI L4 ## : opartment number with 2 characters

### : apartment number with 3 characters
B R % :person/iifle number
s

Floor access Automatic creation %% : person/tile number with 2 charact.

Valiity Permanent

v Credential per user

B Q) Proximity token 135¢ 0 Q@ Remote conirol 135¢ - 4 buttons
o B Pin code

Generale Pincode (g Automaticaly

Start with n®

eme

At the final step, the smart wizard will propose you to read the serial number of the credential with the
table reader for the designated user which has been automatically created.

Disclaimer: Whilst every effort has been made to ensure accuracy in the representation of this product, neither FDI nor its employees, shall be
liable under any circumstances to any party in respect of decisions or actions they may make as a result of using this information. In accordance

with the FDI policy of enhanced development, design and specifications are subject to change without notice.
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@ Read / Encode / Enter credentials

] ctdatesnundiind A

& [ByBocke User § lock C Nome 01

& § Block CNeme 01

L Credenfial @ Froxmiy token 1356

@\ Proimily foken 1356

@ Proximity foken 1356 r Device number

@\ Proximity token 1356
@ § Bock C Nome 02
& 3 Block C Nome 03
o} xﬂlock C Name 04
- § Block C Nome 05
[c} xﬁieckc Name 06
& § Block C Nome 07

[} xareck C Nome 08
@- § Biock C Nome 09
& 3 Block C Name 10

@- § BlockC Neme 11
& § Block C Nome 12 Device number E X H
@ § BlockC Nome 13
& § BlockCNome 14
& § Block C Nome 15
- § Block C Nome 16
@ § BlockC Neme 17 h Y ) 1 )
& xﬂvock C Nome 18 Next credential Next user
@ § BlockCName 19
& § Biock C Nome 20
& § Block C Nome 21
@ § Block CNome 22
- § BlockC Nome 23
a e

On the right hand side of the screen, you will see the user for whom you are programming the

credential. The left part of the screen will give you the opportunity to pass directly to another profile,
group, user...

When a credential is programmed the software goes directly to the next user. No extra action is
necessary between each key programming.

3 Settings & parameters

You can modify all the parameters by clicking on the button representing on the screen shot below.

Disclaimer: Whilst every effort has been made to ensure accuracy in the representation of this product, neither FDI nor its employees, shall be
liable under any circumstances to any party in respect of decisions or actions they may make as a result of using this information. In accordance

with the FDI policy of enhanced development, design and specifications are subject to change without notice.
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ipassan Manager

ﬁ’ @, Equipment & Settings

5

& A Site : DEMO SITE
E @Compcnies
o2, Networks
=R =]
[E2Controllers
II Doors
E| 5 Readers

&

g CAR PARK ENTRY BLOCK 1

B CAR PARK ENTRY BLOCK 2

B |desco reader

B Laboratony

B LIFT BLOCK 1

B LIFT BLOCK 2

B LOBEY - MAIMN ENTRANCE BLOCK |
o JA LOBBY - MAIN ENTRANCE BLOCK 2

[.i.j]u&s

- [ERIC cards
"= Inputs
5" Outputs
HE L8 |

1 slones
bad

» @
m Reflexes
- @Time profiles

N IO Y < R

3.1 Companies

This feature is sometimes called “management unit” or “database partitioning”. Depending of his access
rights, the operator of the software is only able to see and manage its doors, readers, lifts, etc

Another operator manages its doors, lifts, access profiles, efc

Any door, lift, access profile, etc could be used by different companies. Only the operators with an
admin right sees everything on the site.

This feature is designed for a building where different companies use different floors for example. Some
doors, gates or lift are used by all the companies, but some other doors are privates.

It could be used also for a car park where different operators manage their own keys or in a residential
building where some floors are managed by a property manager but some other floors by a social
housing company.

3.1.1  Activation of the feature

By default, this feature isn’t available and needs to be ticked in the site settings / features

Disclaimer: Whilst every effort has been made to ensure accuracy in the representation of this product, neither FDI nor its employees, shall be
liable under any circumstances to any party in respect of decisions or actions they may make as a result of using this information. In accordance

with the FDI policy of enhanced development, design and specifications are subject to change without notice.
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-
O .ﬂr_i: Uze reflexes (D

O @ Use mulli-companies D

[ ﬂ Manogements of the emergency contac

3.1.2 Create companies
In settings & parameters, select the Companies choice then click on Add a company

8. Equipment & Setfings {29 Companies

& W S| +Add o comoany
& L Site : 2smart panel 3 mains_1 riser
&- fHCompanics
Gl g Networis
& [E3Contolen

[ [luoors

@ [ Readen

Name Address Actions &

g @ Doorstations
i e

Repeat the same process for all the companies.
Note, it could be different departments of a company or different operators profiles.

3.1.3 Assign companies to hardware
Each hardware of the site could be restricted to one or more companies. The company choice is
available for :

- Controller

- Door

- Reader

- Lift

- Expander, inputs, outputs

- Time profiles (relay, keys, etc)

- Reflexes

- Zones (apb or counting)

Example of a controller

B lerfloor CO1

Actvate third party module | Add... - +Add
Name * | lerfloor CO1
Device number Contraller seria e Q
Name of the network Company one (IP (Gateway)) v
Model 2 wire / IP confroller 4
Expansion card None ~
Companies @ = % Company One +

Example of a door
In the following example, the “car park entrance” door is seen by all 4 companies. This means the
operators of each company will be authorized to manage access profiles using this door.

Disclaimer: Whilst every effort has been made to ensure accuracy in the representation of this product, neither FDI nor its employees, shall be
liable under any circumstances to any party in respect of decisions or actions they may make as a result of using this information. In accordance

with the FDI policy of enhanced development, design and specifications are subject to change without notice.
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|l Car park enfrance
+Add isREE

Name * | Car park entrance

Position Num 2 £ Controller Ter floor CO1 -

Companies x {3 Company One | [ = 5 Company two | | * P Company three | ( = 5 Company four +

In this second example (see below), only the operator of the company three will be able to manage this
door.

|l 3rd floor Server room
+add [

Name * | 3rd floor Server room

Posifion Num 1 i Controller 3rd floor CO5 -
Companies = (% Company three +
Door release fime 5 ec

3.1.4  Assign companies to access profiles

After the companies have been assigned to hardware, create access profiles and for each one, select
one or more companies.

Example of a door access profile.

In the following example, the “Company two master access” profile will be available only by operators of
this company two.

Other operators which haven't this company or haven't administrator rights couldn’t see nor use this
access profile.

|l Company two Master access

Laddauser | Add. - dAdd
Name * | Company two Master access
Companies *ECTDG")‘MU ) +
M Doors 17ones 4 Holidays/maintenance periods “ Contractor & Users
Add reader/door
Name Time profiles L
1 Migin door s

Example of a user
In the next screen capture, only operators with “company three” rights could see this user and the keys.

Disclaimer: Whilst every effort has been made to ensure accuracy in the representation of this product, neither FDI nor its employees, shall be
liable under any circumstances to any party in respect of decisions or actions they may make as a result of using this information. In accordance

with the FDI policy of enhanced development, design and specifications are subject to change without notice.
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2 Lee Jimmy
@ =4 Add a credential | drimport credentials | BUser events | #+Add TiDelete

Lostname * Lee

First name Jimmy
Type Resident W
Door/zone access Company two Master access Ve
GBrowse [N
Floor access None e

location | B3
Companies x {3 Company three o
>% Exira options

> O KAdditional profiles

>&Additionnal information

2 Credentials

Type & Code Permanent Status Actions &

Q Proximity token 1356 63524163 = v A ,~

3.1.5 Operator group
In Software operators, Add an operator group, enter a name for this group and tick “Multi companies”.

See second screen capture.

jpassan manager &M 1, - T >

am Software operator a1 Operators and Operator groups
- 2 | 4Addcanoperotor group | FAdd an operator
1‘_‘{% - 221 Operators and Operator groups
N & T Mulfi i | Nb_ of
288 Administrator sk ype companies profil e
1£i 228 Installer Administrator Default - 2
222 Guardian CONCIERGE Custom = 2
n 288 Security agent
Guardion Default = 0
[ 228 CONCIERGE
A Bl 22 training Instalier Default 5 9
.. WResidant

In the list of available operations, tick the ones the operators will be authorized to use.

Note, the Setting and Parameter options are only available for operators which have higher rights
(configurator or administrator for example). When selecting the multicompanies option, the ability to
change the controller, door, lift setting is disable.

Click Save

Disclaimer: Whilst every effort has been made to ensure accuracy in the representation of this product, neither FDI nor its employees, shall be
liable under any circumstances to any party in respect of decisions or actions they may make as a result of using this information. In accordance

with the FDI policy of enhanced development, design and specifications are subject to change without notice.
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222 New

Name * | Managed ‘

Type &2 s Custom
Multi companies profil M

Rights of the group
View Delete

Function/Sub-function O

Dg
Ot

= General
Software access
< Equipment & Settings
Site
Network
Controller
Door stafion
Architecture
Zone
Reflex
Lift
Facility

s Access profiles

]
&

Time profiles

]
i}

Access profiles

K

User name

(SN RRENS|
[N
SNSRI S
]

3.1.6 Creation of operator(s)
Under this group of operators, click on Add an operator as describe here but add also onr or more
companies to this operator.

+Add an operator || JAdd [T

Name * | Manager
Type D m Custom

Mulhi companies profil

Companies f=2smart panel 3 mains_] riser - Company four ®

Add a company

3.1.7 Multi companies & Monitoring
As operators have rights for one or several companies and as doors, readers, users and keys belong to
one or several companies, the live or saved events doesn’t look like the same for operators.

Disclaimer: Whilst every effort has been made to ensure accuracy in the representation of this product, neither FDI nor its employees, shall be
liable under any circumstances to any party in respect of decisions or actions they may make as a result of using this information. In accordance

with the FDI policy of enhanced development, design and specifications are subject to change without notice.
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For the same event (two following screen capture), an operator with full rights on the door, access
profile and user see the bellow event.

Diestiz § Hemar Ewcat Berment kiloemalion Davicr rumbce P

PO 24T Access by ungle cresenhal

An operator with rights on the door and reader but not on the user see the below event. He knows
someone was authorized to open the door but doesn’t know who.

Date / Hour Event Bement InformaSion Device rumber Prio.

201901-20 092748 Access by single credential Les Landes 5C5 Porie vistewr * A 4517H0CE

eee

Without rights nor on the door nor the user, the operator doesn’t see anything.
The administrators have all rights so aren’t concerned by this filter.

3.2 Network

A network is composed of 64 controllers maximum which will communicate to each other. If you need
more than 64 controllers you should create another network.

When 1 site in the software is linked to several sites in different places, we create additional network. For
example, a company has several subsidiaries in France and England and a manufacture in a different

place, it means that you need to create 3 networks in the software.

ipassan Manager

4 Scaveret s Setings

B-m

. Sie: DEMO STE

etect 8o posmwers | +Ace | Y

F
E]

>Advanced setfing

& Controllers

Version o o Actions &

e}

ereade]  I70500162300  NIATIANN17 ¥ ¥ O /8

Name 7 Device number

Controller WEGAND  24C11DE132341DC6C

DEMO 24C0IDEI3IB173543

it Zones
Zone name 7 Anfir-pass Back Counfing b
TesT I0NE v v i |

We can define a network like this:

Connection: communication between the server and the first controller. The communication could be in
TCP/IP or USB. In case of using the USB communication, the communication between the others
controllers could be in TCP/IP between them.

Type: “Independent controller” means that each controller asks directly the server. It is the choice by
default for an installation on an internal network. “Master/Slave” means that the network is managed
through the Internet and one controller is used as a gateway to update the others controllers.

UDP Port: The communication between the controllers use UDP. This port can be modified when the
others devices of the network already use it.

You can face this situation when a same physical network has 2 different iPassan networks.

3.3 Controllers

All the controllers of the site appear by clicking on the controller’s icon. By selecting a controller in the
tree view on the left hand side, a complete detail of the configuration will appear.

Disclaimer: Whilst every effort has been made to ensure accuracy in the representation of this product, neither FDI nor its employees, shall be
liable under any circumstances to any party in respect of decisions or actions they may make as a result of using this information. In accordance
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3.3.1 Basic settings
We can define a controller like this:
- A name with 32 characters
- A material number started with 24C11xxxxxx written on the stickers on the controllers
- Atype (no modifications possible)
- A2 doors option 2 wires or a 4 doors option wiegand / 12 outputs option / 12 inputs option
- Deactivation of the LED
- Deactivation of the communication server / controller. This option is useful when a controller is
not in use. The server will not try to communicate with it.
- TCP/IP configuration
o DHCPorfix IP
o If fix IP: address, mask and gateway
o Manual or automatic DNS (domain name server). You should choose one or the other
when the controller is managed via ipassan.com for example.

- Advanced configuration: you can plan a daily automatic reboot. In that case you should choose
the time of it.

Ipusan Manager

~ QuEquipment & Settings
B-m E s +ss
N S s omvosTE
Name
e
Device number
& _—
2 ot 2 ]
2 tocain 2[00
= Ackvatonoitheteds
. Diable communication L
=
e Stahs X Diconnoct tos
J‘. - (DTime profies
> &Configuration IP
>eAdvanced sefting
@ Doors
Name 7' Posifion Location Ackions| &
BLOCK 1 CARPARK 2 /B
BLOCK T MAIN ENTRANCE i = /B

PARK 7 e /B

BLOCK 2 MAIN ENTRANCE 3 /8
= |0 cards

Name 7 Device number Model Option Nb. of inpul/outputs Actons| &

a2 1171622205857 10relons 1A 2relay A w0z /8

Please note that a tool has been created to modify the configuration of several controllers with only one
action.

By clicking on the icon “Controller” on the left hand side of the screen, the controllers appear divided
by network on the right. Click on the “Action” button (1) then select the controllers (2) where the TCP/IP
configuration must be changed and click on the icon (3).

Disclaimer: Whilst every effort has been made to ensure accuracy in the representation of this product, neither FDI nor its employees, shall be
liable under any circumstances to any party in respect of decisions or actions they may make as a result of using this information. In accordance
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& Controllers

1:1B

3

Name V Device number Model Option Last connexion Version

Block A 1st floor 2 wire / IP controller 2 doors (2 wire reader)
Block A lost floor 2 wire / IP controller 2 doors (2 wire reader)
Block 8 2 wire / IP controller None
Block C 2 wire / IP controller None

Concierge room Wiegand / Ip controlier None

The window below opens:

v&|P configuration
Mode © DHCP © static P

IP address 192.168.1.12
Mask 255.255.255.0
Gateway 192.168.1.1

[”] Automatic name server

primary DNS 8.8.8.8
Secondary DNS 8.8.8.8

Indicate the first IP address and then follow the indication of the last chapter to choose the others.
The software gives a different IP address to each controller but the same mask, gateway and DNS.

3.3.2 Activation card
lpassan manager is free software, nevertheless some extra features require an activation card to be
available in the software.

Example of activation cards :
- HLI (high level interface) of ANPR (automatic number plate recognition)
- HLI with lift
- Booking management
- Open reader.

With the last option, all readers of the controller become open. This means they aren’t checking the AES
encryption of the FDI keys and read any Mifare CSN (card serial number).
An activation card is linked to a controller. Click on the following button on top of the screen.

B lerfloor CO1
Vhctvate third party module | Add_. ~ | dAdd [ B

Name * | lerfloor CO1

3, Equipment & Settings

Bam 5

B- AL Site : Zsmart panel 3 mains_] riser

_ yqComparies
Note, there are two ways to activate a card : online and offline.

Online :

Using lpassan.com or a local server connected to internet, choose the first choice “Activate my module
card” in the following window.

Disclaimer: Whilst every effort has been made to ensure accuracy in the representation of this product, neither FDI nor its employees, shall be
liable under any circumstances to any party in respect of decisions or actions they may make as a result of using this information. In accordance
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Activate third party module

(O Activate my module card

(O This card hos olready been activated. Enter the activation number.

e [l

The following window appears.

Activate third party module

@ Acfivate my module cord

(O This card has clready been activated. Enter the octivation number.
Last name * | Sales Commerce
Phone Manager phone number
Email * | sales@fdimatelec.com

Confroller device * | 24CO1DEI31B1441FC
number

Card number * |

=
Enter the card number (printed on the label) then press validate. That's it.
Offline
The local server isn't connected to internet. From another computer which is connected to internet, open
Ipassan.com web page then on the following bouton

rmance -
s Download
in order to secure

Download standalone version

+ Activate my module card

The following window opens

Enter the details and include the controller id. Press Validate so the website provides you the activation
code.

In your local server, select the second choice “This card has already been activated . . .” in the following
window.

Activate third party module

(O Activate my module card

(O This card haos olready been activated. Enter the activation number.

=

Enter both card number and activation number (coming from Ipassan.com) then press Validate.

Disclaimer: Whilst every effort has been made to ensure accuracy in the representation of this product, neither FDI nor its employees, shall be
liable under any circumstances to any party in respect of decisions or actions they may make as a result of using this information. In accordance

with the FDI policy of enhanced development, design and specifications are subject to change without notice.
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Activate third party module

(O Activate my module card

@ This card hos olready been activated. Enter the actfivation number.

Card number —ard n

Activation number 2 Activation number

e N

3.3.3 How to check the availability of extra features in the controller?
In the controller window, the list of the extra features is displayed as shown below.

Modules AMPR Innowa
Identifiont : 2EC193%091705F445191

The controller is able to manage up to 10 activation cards.

From a hardware point of view, a door plug is composed of:
- Aninput for a reader
- Aninput for the REX button
- Aninput for the door contact
- Arelay to manage the electrical lock.

In the software, you can modify parameters below:

The name max 32 characters

The localization of the door on the controller and select on which controller. This option is very useful
when a door has been declared on a controller but will be managed by another one. In that case the
time schedule, door release time or any other information related to the door contact will be also
changed automatically without any other manipulation.

Disclaimer: Whilst every effort has been made to ensure accuracy in the representation of this product, neither FDI nor its employees, shall be
liable under any circumstances to any party in respect of decisions or actions they may make as a result of using this information. In accordance

with the FDI policy of enhanced development, design and specifications are subject to change without notice.
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* The type.

This optional field is added when “Wireless locking device” option is ticked in site’s features list
It offers to specify if this door used a “Wired” (standard) or “Wireless locking device” so the additional
field “Lock” to specified which “Wireless device” is attached
A time profile with free access, forbidden (even a valid credential cannot open the door) and normal
access (a valid credential to open the door).
See chapter xxx for the setting of the time profile.
Reverse mode. The relay operates in opposite mode if this box is ticked. So the NO (normally open)
contact operates as a NC (normally closed) and vice versa.
With this setting, the installer choose the status of the relay when the psu is off.
Reader: By default, the door 1 is linked to the reader 1 and so on...
You can link 2 reader or more (max 6) on a same door if you need a valid credential to go in and to go
out for instance.
Only 1 reader can also be linked to several doors. For example, by swiping a valid credential on a same
reader, a user A will open the pedestrian access and a user B the car access.
REX button: By default, the push button works 24/7 but it is possible to set a time profile to limit the
using of the push button after a designated time. This functionality can be set to avoid people to go out
by one designated door after the working hour, for instance.
See chapter x.x.y to create a time profile on the REX button.
In advanced mode you can modify the link between the exit push button and the exit of the door. By
default, the REX 1 is set to the Door 1, REX 2 => Door 2, efc... but it is possible to linked 2 exit push
button for a same door.
Door contact: The door contact input is directly on the controller with no extra devices required. The
door contact can be:

e 2 state input (on/off)

e EOL management input. In that case you should set the value of the end of line resistors

e Remote contact (attached to wireless locks) .

You can tick also « monitor the door event » if you want to get the events « Door forced » or « Door
open for too long ». Then you should set the time when you consider that the door is open for too long.

Disclaimer: Whilst every effort has been made to ensure accuracy in the representation of this product, neither FDI nor its employees, shall be
liable under any circumstances to any party in respect of decisions or actions they may make as a result of using this information. In accordance

with the FDI policy of enhanced development, design and specifications are subject to change without notice.
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‘ €, Equipment & Setiings [l Controller 0001 - Door 0001
L c | =3 +no. [0
Bl o 0 Site  Aperio system integration
Name * | Controller 0001 - Door 0001
n & fiqCompanes
2 5 2 Network
B gtk Position Num 1 v Controller | Confroller 0001 -
5 Y & [EContollers
§ Wireless locking devices Type *  Wireless locking device v
= EEN B3
i - g Door groups Lock Serrure 0001 - 16:94:F3 MEaL
ﬂ]}_‘ Controller 0001 - Door 0001
Controller 0001 - Door 0002 Door release fime ' 5 ses
2 ,
i i N, L+ B
& [EBEwpanders Time profiles 2 one v
) i
{8 — ~Inpuis
oo e tocation || BB}
- K refres
& GI""E profiles Status  Unknown state Lock  «Connected
— & Secured Door side:Outside
L Product class:Lock
n
fall |
ooa]
; 3E ¢
- z H [

3.5 Readers

The readers could be the 2Smart range, the FDI RS485 range or logical readers (LPR for example).
It could be wiegand readers with the correspondmg Ipassan controllers.

ipassan Manager ¢
A SEavement & Sofings

B ° 400 B
cﬁ; &1\ Site : Car park
Name *  Moain door
- Pigcompories
E o S
2 & Position Nom 3 v Controller | 24C11DEIBIEC22ES3
@ [E)Controers
e @ [J Doon linkedfo  24C11DEI31EC22ES3 - Porte 0003
1:& B a Reoder profies Reader time profile None v+ B
[§ 24C110E131EC22853 - Lecteur 0004
a [ 24C11DE131EC22553 - Lecteur 0005 Type By default v
[ 24C11DEIR1EC22£53 - Locteur 0006
Q {8 24C11DE131EC22£53 - Main door Reader profile |/
24C11DE131EC22E53 - Mulion carbone
frolle
) 2crioezieczess- pao
@ [EBExpanden
= RIS - 720
- FiRefiexes
A - (Tme profies 2 Siiaiaes piaiased peasaiad poassssal o
= | —l_|_|{
"“ i clﬁ’l('l
4 iiiiiei]
> g Allow secure mode
>Wiegand configuration.
>Advanced configuration

3.5.1 Standard seftings:

Name: 32 characters maximum

Localisation on the controller and on which controller. This option is used when a reader has been
declared on one controller but has to be managed on a different one. In that case, the time profile, the
wiegand configuration or any other information regarding the secured mode will be the same.

Reader time profile: The reader manages different behaviors depending of the period of the day or
week. See below the different mode.

Secured mode: By default, you just need a valid credential (key, code, finger print...) to open a door.
iPassan gives you the opportunity to add a condition depending on the time profile:

Disclaimer: Whilst every effort has been made to ensure accuracy in the representation of this product, neither FDI nor its employees, shall be
liable under any circumstances to any party in respect of decisions or actions they may make as a result of using this information. In accordance

with the FDI policy of enhanced development, design and specifications are subject to change without notice.
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- Double authentication depending on the time profile. A valid card opens the door during the
working hour, but you need to swipe your card and type a code after. You can program the time
between the presentation of the card and the code (by default 10 seconds).

- Dry contact: for example, to enter in a car park you need a valid credential and the loop has to
detect that a car is in front of the barrier to avoid the pedestrian.

- Door contact: to open the door B the door A has to be closed.

- Presence on site of one designated person: for example, in a production site the manager has to
be on site if any other person wants to open the door.

Type of reader: the default type is the 2Smart protocol of the FDI Matelec 2Smart range of readers. It is
possible here to select a RS485 reader, a LPR camera or Wireless reader. This is explained in the next
chapters.

Reader profile: In operating mode, only the blue led of the readers are on. The green led turns on when
the key is valid and it is the red led which turns on for a denied access. The setting of custom behavior
is explained below.

Wiegand configuration: By default, the controller manages the wiegand protocol received. iPassan
accepts the basics wiegand 26, 30, 32 et 34 bits hexadecimal.

You can choose the 34 bits decimal for the brail keypad, for instance.

3.5.2 RS485 reader

Any Rs485 reader in the software uses a slot as if it was a 2Smart one.

A RS485 reader takes of a 2Smart reader. So the limit of the controller stays 6 readers at all
Change the type of reader from “By default” to “RS485" then enter the Id (sticker) of the reader in
“device number” or click on the magnifying glass to search the reader on the aux Rs485 bus (if

connected).
NTUUCE 1HHC arwaecs —
Type RS485 &
Device number Q
Click Save.

All the other settings are the same than a 2Smart reader.

3.5.3 ANPR reader type
According fo technology integration, 2 different types of ANPR reader can be selected :
- Automatic : as soon as a Car plate number is read, camera send it fo the controller
- With Trigger : when a sensor connected to an input detect a car, controller send a request to the

ANPR (camera) to receive the current car plate number read used as credential

To add plate number to the users in the software, the “plate number” type of credential has to be ticked
in “Site property / Type of credential”.

Disclaimer: Whilst every effort has been made to ensure accuracy in the representation of this product, neither FDI nor its employees, shall be
liable under any circumstances to any party in respect of decisions or actions they may make as a result of using this information. In accordance

with the FDI policy of enhanced development, design and specifications are subject to change without notice.
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ANPR type reader feature requires fo “actuate a third party module” in controller configuration screen.
Up to 4 ANPR camera can be manage /controller

3.5.3.1 Automatic ANPR
This feature is available for Dahua (ITC type) or CCTV camera with Innova OCR software.
Other camera or ANPR integration, please consult us.

Ipassan Server

‘ Dahua ITC237

| 1881 TCP

1881 TCP
1880 TCP

1881 TCP
1880 TCP

LesoTer 1992 TCP

! H: ! Dahua ITC237

UDP 224.0.5.128 :236 1993 TCP v

UDP 224.0.5.128 :2363

Note: this integration is based on a tcp/ip connection. The controller opens a server connection so the
cameras, up fo 4 per controller, connect to the controller and provide the plate numbers.

Only after the activation card has been entered in the controller configuration screen, it becomes
possible to setup the camera in the Ipassan software: site/reader’s menu.

Disclaimer: Whilst every effort has been made to ensure accuracy in the representation of this product, neither FDI nor its employees, shall be
liable under any circumstances to any party in respect of decisions or actions they may make as a result of using this information. In accordance

with the FDI policy of enhanced development, design and specifications are subject to change without notice.
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G, Car park main entrance

m L D TiDelete
Name *  Car park main enfrance
Posifion Num 1 ~ Controller Block A - Car park v
Linked to Block A - Car park - Porte 0001
Reader time profile 8] MNone v £+ B
Type Anpr v
G2 Anpr sefting
Type automatic ANPR ~
Made Socket communication v
Ip address of the camera * 172101310 Port * 1992

Start characters * ! End characters * 5

Select “ANPR” for the type of reader then enter the Ip address and port of the selected camera.
Note : Start and end characters are the default ones for the Dahua camera and must not be changed.

To define the IP communication between camera and controller a “mode selection box” propose to
select available processes :
w2 Anpr sefting

Type * automafic ANPR v

Mode * Communication by http/json (dahua) v

Socket communication
Ip address of the camera *

Communication by http/json (dahua)

Socket communication : Available for Dahua Australian firmware camera (ITC237) and
OCR Innova scenario n°4
Communication by http/json : Available for current ANPR Dahua camera

(ITC 437, ITC 415; ITC 237; ITC 215)

When the setting is done, it is possible to create plate number credential. The max number of characters
is 8 (numeric or alpha numeric)

The events show the plate numbers as they are read. In case the car isn't correctly read or is denied, the
event shows “Access denied — unknow credential” or “access denied — out of validity” for example.
The ANPR camera needs to be set. See the application note for integrated ANPR.

Disclaimer: Whilst every effort has been made to ensure accuracy in the representation of this product, neither FDI nor its employees, shall be

liable under any circumstances to any party in respect of decisions or actions they may make as a result of using this information. In accordance

with the FDI policy of enhanced development, design and specifications are subject to change without notice.
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3.5.3.2 ANPR External trigger

This feature is available in any countries where Innova OCR (optical character recognition) is able to read

the plate numbers. See the flowing web site www.innovagroupbcn.com

The integration is based on a fcp ip connection between the computer where is installed the Innova OCR
and the Ipassan controller. See synoptic below.

Each controller is able o manage up to 4 cameras (four OCR softwares).

To add plate number to the users in the software, the “plate number” type of credential has to be ticked
in Site property / Type of credential.

SOFTWARE IPASSAN MANAGER+ OCR INNOVA

Feedback of
Input activation Barrier [EC————T—— the number
through loop l

openin = ——— plate f y
= =g
TCP/IP ]ﬁ —

Connection

Input activation
through loop. TCP/IP
Connection

Barrier .

Barrier, I
m Loop ONVIF

Camera

After the activation card has been entered in the software for the controller, it becomes possible to setup
the camera in the Ipassan software.

Select “ANPR” for the type of reader then enter the Ip address and port of the selected Innova OCR and
select the input which is designed to trigger the car plate reading. This input could be connected to a
loop on the floor or an infra-red sensor.

When this Ipassan input is triggered, Ipassan controller asks to the right OCR the plate number. If the car
is authorised, the relay of the controller operates.

Disclaimer: Whilst every effort has been made to ensure accuracy in the representation of this product, neither FDI nor its employees, shall be
liable under any circumstances to any party in respect of decisions or actions they may make as a result of using this information. In accordance

with the FDI policy of enhanced development, design and specifications are subject to change without notice.
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Gak, Car park main entrance
S v [0

Mame *  Car park 1
Position MNum 1 v Coniroller Block A - Car park v

Linked to Block A - Car park - Porte 0001

Reader fime profile ) None v £+
Type Anpr -

G2 Anpr setting

Type * ANPR External trigger v
Ip address of the camera * 1921681032 Port * 22601

row number 2 * 1

Selected input o = Block A - Car park - Entrée ... v

Timeout (2 * 5000 ms

In the previous window, type in :
e The ip address of the computer and the port of the Siram software.
e Line number (row)
e The input where is connected the floor loop (or motion detector)

e Communication Time out adjustment

Note, if there are 4 cameras on site and 4 Siram software, each one uses a different port.
The input has to be set as 2 states (active / not active). The dry contact could be normally closed or

normally open.
By default, the line 1 use the port 22601, line 2 => 22602, line 3 => 22603 and line 4 => 22604

Camera fo be used must be configured and adjusted following its builder instruction to
optimized ANPR

3.5.4 Wireless reader : Aperio

From release 1.17.5, new site feature “Wireless locking device” offer to use integrated wireless reader’s
technology.

The integration is based on an iPassan controller's RS485 auxilary bus connection of an Aperio’s Hub
remotely connected to Aperio readers and lockers : See synoptic below.

Each controller can manage up to 6 lockers through up to 6 hubs (usual management capacity whatever
the reader or door technology)

Disclaimer: Whilst every effort has been made to ensure accuracy in the representation of this product, neither FDI nor its employees, shall be
liable under any circumstances to any party in respect of decisions or actions they may make as a result of using this information. In accordance

with the FDI policy of enhanced development, design and specifications are subject to change without notice.
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APERIO solution uses a
dedicated RS485 protocol

= S &7

T

Possibility to combinate standard (wired) and wireless readers on a single controller in same limit.
A- To add Wireless locking device menu in your site, this feature must be ticked in
Site property/Features
B- in the controller menu:
a. Select “Aperio rs485 bus type” only compatible with Aperio items
b. Activate a“third party module” referenced FD-050-106. (1 per controller using wireless
technology)

Type RS485 (0 Aperio v

Status % Disconnected

Modules Wireless locking device — connected mode
Login : 2EC1D7D1DOC?54DFACDO

C- Use Aperio configuration software to pair hub(s) and lock(s)
D- Use new iPassan “wireless locking devices” menu to manage Aperio items

£, Equipment & Seffings B Wireless locking devices
= B || #Aadd hub #Add a lock | deCreation by defection
n
Ul © I Site : Aperio system integration .
a Brcompar ) Hubs
@ ompanies
oy o i
B gy Networks Name A Controller Identifier Number No. Locks Actions &
ﬂ Hub 0001 Controller 0001 00124800248F27F1 2 1 ’
& [ Wircloss locking devices . @]
- () Hubs
& t Locks i LOCkS
B Laz Name A Identifier  Hub Number  Related items. Actions | &5
B 5 Readers
Serrure 0001 1694F3 Hub 0001 2 Controller 0001 - Door 0001(Switch), Controller 0001 - Door 0001, Reader 0001 ra E
[ [EB Expanders

@

—inputs
;;.’4 Reflexes
7

@T\me profiles

@

Automatic (D-1) OR manual (D-2) configuration of “Aperio” items in iPassan
D-1 Select “Creation by detection” configuration menu if ltems are connected on iPassan
controller's Aux RS485 bus

Every connected Aperio items will be displayed in a detected chart.

Disclaimer: Whilst every effort has been made to ensure accuracy in the representation of this product, neither FDI nor its employees, shall be
liable under any circumstances to any party in respect of decisions or actions they may make as a result of using this information. In accordance

with the FDI policy of enhanced development, design and specifications are subject to change without notice.

45

OPMENT FRIENDLY DEVELOPMENT FRIEN DEVELOPMENT FRIENDLY DEVELOPMENT ) INNOVATION INNOVATION INNOVATION INNOVATION INNOVATION INNOVATION INN(




]
[~DI
URMETIGROUP

Detect

) Hub 0001

m #idd a lock | deiew GRS

Friendly
Development
& Innovation

Model Identifier Type Id Expansion card
i- ) 1694F3 - RS485_cylinder-2.0
@ e 00124B00248F27F1 - RS485_gateway-20

Tick the “select box” of each line to automatically register needed Identifier and type information

D-2 Click on “Add Hub"” or “Add
a lock” and type in manually the
requested fields

Mame * | Hub 0001
MAC address * | 00124B00248F27F1 Q

Information available on packaging
Location |+ | Z[E]

waMperio seftings RS485

o - [ Comater o0 _ and switches position

Number & * | 7 e
Status (if connected)

Status VConnected
Version 1.0
Product ID:0

Now configuration and connection

are done, those reader/lock will be used as usual reader/door in iPassan configuration to define access

2022-07-28 11:51:57

profiles and check events

202207-28 11:52:26

Access by single credential Controller 0001 - Door 0001 2 Resid 01 -~ 7B57485A 3
Reader 0001
Access profiles 0001 u

Communication Ok Hub Hub 0001

202207-28 11:51:55

New events attached will be intfroduced to diagnose to Aperio’s Hub & locks state and behaviour

202207-28 11:51:42

Communication Ok Lock Serrure 0001

Communication KB Hub Hub 0001 - 6

See list in Monitoring/Events/Settings/Electronic locks

E-

Manual commands and time profile accesses with Aperio’s : idem other door type

3.5.5 Reader custom behavior

The readers have a default behavior that could be customized by the operators.
The default choices are :

Disclaimer: Whilst every effort has been made to ensure accuracy in the representation of this product, neither FDI nor its employees, shall be
liable under any circumstances to any party in respect of decisions or actions they may make as a result of using this information. In accordance

with the FDI policy of enhanced development, design and specifications are subject to change without notice.
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o ~

Normal behavior Blue V) Fix v [k

Access granted Green v Fix v Event v Long bip v <

3 ~

Access denied Red v Quick v Secondes v 3 short bips v ~
3 s.

Wait for double identification Orange ~ Fix v Even v Off v %

Door open for too long Orange v Slow v Event v Confinus bip vl 2

2 5 ~

Forced door Orange v Slow M Event v Continus bip v 7

Forced door / free access Gragn - Eix v Event v Off v 5

Reader tamper Red v Slow v Event v Continus bip N <

When those settings don’t match the customer needs, it is possible to create different custom behaviors
and apply one profile to readers, another behavior profile to other readers, etc
In Settings and Parameters, select readers and readers profiles then click on Add a profile.

- m
A&) & AL Site - Site test SebP
MCompcnies

AE"‘ I:';EI;':I MNetworks
EjCon‘frollers
g 11 [l Doors

E| B Readers

E Reader profiles

d ] E 2ACO1DE131B10F77E - Lecteur 0001
5 Wl
In the following window, select for each action or event the way the leds and buzzer must operate.
The readers manages a blue led + a red / green led and a buzzer.
The behavior for the led could be On / off / flashing 3 times per sec (Quick) / once per sec (Slow)
The buzzer could be On / off / one long bip / three short beeps.
Note, the choice “event” for the duration means the behavior stays active until the action that triggered is
finish. As example,
For an access granted, the green led will stay on for the door release time.
For a door left open, the red led or buzzer stay on until the door is closed.
For a tampering of the reader or a forced door, both red led and buzzer stay active until a valid key is

Disclaimer: Whilst every effort has been made to ensure accuracy in the representation of this product, neither FDI nor its employees, shall be
liable under any circumstances to any party in respect of decisions or actions they may make as a result of using this information. In accordance

with the FDI policy of enhanced development, design and specifications are subject to change without notice.
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presented to the reader.

& List of behaviours +Add a custom behavier
Name LED Blinking Duration Buzzer
Normal behavior Blue - Eix - o

Access granted Green - Fix - Event ~ Long bip v =
Access denied Red “ Gk v Secondes ~ 3 short bips . (]
3 5
Wait for double identification Orange o Fix ~ Event - Off ~ ~
Door open for too long Crange ~ Slow ~ Event ~ Continus bip ~ (]
Forced door Crange “ Slow “ Event “ Confinus bip v 2
Forced door f free occess Green " Fix i Event w Of w =
Reader tamper Red v Slow ~ Event ~ Centinus bip v =
+This profile is linked to
Blement
Select

In the lower part of this window, select the controllers which will use this new reader profile.

Custom behavior

It is possible to add to this reader profile up to 4 custom behaviors. Those reader custom behaviors will
operate on the selected readers through reflexes. For example, the customer wants to turn on the red led
of the readers when an alarm is activated.

The alarm provides a dry contfact fo an input of Ipassan. Through a reflex, the reader behavior is
triggered for the selected readers when the alarm is On (input activated). See example below

Disclaimer: Whilst every effort has been made to ensure accuracy in the representation of this product, neither FDI nor its employees, shall be
liable under any circumstances to any party in respect of decisions or actions they may make as a result of using this information. In accordance

with the FDI policy of enhanced development, design and specifications are subject to change without notice.
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[R— T T ——
v Y7 Condition

Rules between conditions And 7

+ Add an element

Type Element Status/Value Actions

Input v Alarm v Active v ﬂ B

vt Process

Time profiles None VAL 3F |

Type Reader behavior v

v Definition of a reader behavior process

Action Forced active ]
Reader | BBack door ® %
8 Main door ® %

Add a reader

Reader behavior Custom behavior 1 5

Ipassan manages lift integration through different ways
- Conventional. Ipassan provides dry contacts to third party
- Kone COP. Ipassan communicates with KGC (Kone group controller)
- Kone DOP. Ipassan manager talks to Kone access. It is a software to software integration

3.6.3 Basic settings

A name: 32 characters

Description & position on the controller and the name of the controller

Localization: o use the lift management in iPassan Manager, it is necessary to create at least the building
and the floors in the step Architecture describes above.

Reader: by default, we consider 1 reader by lift car, but you can add a second one by unticking the box
“by default” and choose them.

Release time: we consider 2 kind of release time:

e One for the card holder in second: they swipe their card in front of the reader inside the lift car
and then push the button to go on the designated floor.

e Another one for the visitor in minute: a visitor calls from the door entry panel the
reception/apartment then the door is opened by the intercom. With an added button the
reception/apartment activates a dry contact of an input of iPassan and gives the access to the
designated floor.

Disclaimer: Whilst every effort has been made to ensure accuracy in the representation of this product, neither FDI nor its employees, shall be
liable under any circumstances to any party in respect of decisions or actions they may make as a result of using this information. In accordance
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It necessary to tick the box « intercom », indicate the release time in minutes and the input used for each
floor.
Floor / output: Because you choose the building above, the software shows you the right floor list.
Select the relay linked to each floor.
Time profile: a time profile has the time profile when the floor is:

e Free access: you can choose any floors without swiping your credential

e Forbidden: even a valid credential cannot go to one designated floor

e Normal: you need a valid credential to go to one floor

Infercom: when you should give an access to a lift fo a visitor via an infercom system, we use in iPassan
inputs related to the dry contact of the intercom.
Select the input corresponding at each floor.

ipassan manager £ - - e
ﬁ Q.Equipment & Settings () UFT BLOCK 1

& (2 +200 [N

g L, Site : DEMO SITE

Mcampames

- i, Networks
[E3Controlers

. [anm n BBlock000l ;:JE

Readers
r - s  BReader

Fioors groups

Name *  LFTBLOCK |

Posifion / Num 5 E‘ Controller DEMO M

e e By defauit
TR UFT BLOCK T
LIH BLOCK 2 Posifion 1 (LOBBY - MAIN EN

310 cords 4[CAR PARK ENTR

3 (LOBBY - MAIN ENTRANCE BLOCK 2}

~~Inputs
& Ovtputs #Fioors | B Holidays/maintenance periods
[“Hzones
3 Refores Doorrelease fime |5 sec
(@©Time profies

Infercom [ (Specify an input on the same coniroller]

Add afloor

Name Relay Time profile None ~ Actions &

Aroorool (T2 Owipol 1) Hore -+ o EN*
A Floor 0002 UFT 1 &2- Outputt2 - None B s+ 8 m *
A Floor 0003 LUFT 1 &2- Outputd02 - None B s+ 8 m *
A Floor 0004 UFT 1 £2- Outpul0l4 ~ Nore B/ + o[l =

v Some adifiennal data are hidden. Click here to scroll down this form. v

3.6.4 Kone Cop lift

With contionnal lift infegration, the max number of floors a controller manage is 220. It is equal to 10
expanders + 10 expansion cards so 10 times 22 outputs per controller.

With Kone Cop integration, this number is 232 floors for the sum of the 6 lifts of the controller.

The limit per lift stays 110 floors.

3.6.4.2 Synoptic

Readers are mounted in the lift cars and are connected to the Ipassan controllers. When a user swipes his
key, the Ipassan controller sends to the KGC the serial number of the key plus the floor authorisations.
Note, Ipassan / Kone Cop manages front and back doors in the lifts.

When several controllers are connected to the same KGC (Kone controller group), one controller has to be
setup as “master” in the Ipassan software.

The KGC is the server, the controller connects to the KGC.

Disclaimer: Whilst every effort has been made to ensure accuracy in the representation of this product, neither FDI nor its employees, shall be
liable under any circumstances to any party in respect of decisions or actions they may make as a result of using this information. In accordance
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Ipassan Server
1881 TCP
1880 TCP

Kone KGC
1881 TCP
1880 TCP
1881 TCP

1880 TCP
= =
UDP 224.0.5.128 :236

2005 TCP

X

UDP 224.0.5.128 :2363

3.6.4.3 Settings

1) On both sides, access control and lift, the group id, elevator Id and floor id must match so when
the access control authorise a user to elevator 3, floor 15, it gives access to the user to the right
lift and floor.

2) The Kone high level interface needs to be activated for the controller (s) then it is possible to
setup the lifts in the Ipassan manager software. There are three part numbers for Kone COP
integration :

a. FD-020-091 50 floors
b. FD-020-092 100 floors
c. FD-020-093 200 floors

3) One activation card is for one controller. An activation of 100 floors authorizes the controller to
manage 100 floors in total. This could be one lift of 100 floors or 6 lifts for a total of 100 floors.

4) When several controllers manage lifts, several activation cards are required.

To activate the feature on the controller see here.
Add the lift from the then select the right controller and position (reader)

Disclaimer: Whilst every effort has been made to ensure accuracy in the representation of this product, neither FDI nor its employees, shall be
liable under any circumstances to any party in respect of decisions or actions they may make as a result of using this information. In accordance
with the FDI policy of enhanced development, design and specifications are subject to change without notice.
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FDi

URMET|GROUP

ipassan Manager m )

I[E Site S Cop

E| 5%5113: Kone Cop
&E‘ﬂCompcnies
- ﬁEﬁNehvorks
s @Con‘hollers
- II Doors
E Readsrs
Q} Door stations
E| [ﬁluﬂs
J_.-l','; Floor groups
[ #4 JLift 0001
L|'H 0002

[E2 Expanders

L&

+Add a lift

Mame &
Lift 0001

Lift 0002

Lecation
A Block 0001

R Block 0001

Tf; lift has to be set as “High level interface Kone COP” instead of “Dry contacts (relays)” (See *1) in the

following screen capture.

Then enter the Ip address + port of the KGC (s) (see *2)
It could exist a backup KGC, enter this second setting if required.

Enter the group + elevator Id
Name *
Position / Mum

Locafion

(See *3)

Lift 3

¢ ]

A Buiding 1| # Eﬂﬂ

Controller

B& -

1 Type

High Level Interface KOMNE - COP

v IR Kone seftings

KoneGroup Controller 1 *

2

KoneGroup Coniroller 2

192.168.1.121

192.168.1.22

2005

2005

3

Bevator group Id *

1

Hevatorld * |E |

In the second part of the window, assign a floor number to each floor of the building. From Kone point of

view, the first available number is 1 so it could exist a mismatch between floors of the building and floor
number in the software (see example below).

Disclaimer: Whilst every effort has been made to ensure accuracy in the representation of this product, neither FDI nor its employees, shall be
liable under any circumstances to any party in respect of decisions or actions they may make as a result of using this information. In accordance
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Add a floor
Name HAoor number Numbering Secure mode 2 Hoor secure mode £ Time profile Actions &
B4 1 v ] None Fak 2 a m »

Ana v ]

PFSI) - - |

None

AB2 v B

PFSIE) - : L

None

[}

4 Floor 1 x ]

AL :

None

# Floor 2 4 ® B Mone

H
B
[
A8l . v B None [+ a [E =
H
[

PO - : [
#4 Floor 3 7 x E Mone |Z| s a m ®

In normal operation mode, users and keys are managed as if the lift was conventional.

3.6.5 Kone DORP lifts

The Kone DOP (destination operating panel) is a software fo software integration. Ipassan manager reads
from Kone access, the names of the floor access profiles then the Ipassan manager operator assigns one
or several floor access profiles to a user/key.

This means Kone access software is compulsory on site. The access right have to be set first in this
software to be used later in Ipassan manager.

Practically speaking, the user enters his destination floor on the Kone panel then present his key to the
reader. If he is authorised to this floor, the display tells him which lift he must use.

This involves there are as many DOP as they are floors. The solution is different from the COP where
there is only one reader in the lift car. The user then calls the lift, enters in the lift car, swipe and press
the destination floor.

With the DOP, the floor authorisation is done before the lift is called. Basically, the lift management is
more efficient as all users which are going to the same floor at the same time will use the same lift car.

Disclaimer: Whilst every effort has been made to ensure accuracy in the representation of this product, neither FDI nor its employees, shall be
liable under any circumstances to any party in respect of decisions or actions they may make as a result of using this information. In accordance
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3.6.5.2 Synoptic
DOP
Kone Access

Ipassan manager

) — U
Kone lift

~antrallar
1881 TCP
1880 TCP
1881 TCP
1880 TCP

X

UDP 224.0.5.128 :2363

1881 TCP
1880 TCP

3.6.5.3 Settings
Kone access have to be installed on the same network than Ipassan server but it is two different
computers.

This feature requires an activation card which has to be entered on a controller. See here.

In Equipment & Settings, lift node, select “Kone Dop” then enter the url of the Kone API.

Enter the login and password which has been defined in Kone side.

10 sa [
ipassan Monoger@ R e

@ ~"~Inputs
e
- H Reflexes

@ (O Time profiles

“ Q.Equipment & Seitings & Kone - DOP
nzé 23] < Limport date | @View date
x:{% = A Site : Site kone DOP
Server URL *  hitp://flocalhost/ipUnitsoft/index.php?koneDOFTes! 412
P @Compcm’es
ﬂi [ g, Networks login & | tdi
- [BDControllers
22 ® [lggm Password *  esss
i3} BRcodcrs
= :
] B [‘ﬁ‘]uﬂs
8- 7 Floor groups
c{& 2 Kone —DOP
! [ﬁjmaamlazé'em
E - [EDExponden
- & Outputs
aags
]

3.6.5.4 Import the data from Kone Access
The groups of lifts, floors, time profiles, floor access profiles and call types have to be previously
created in Kone software.

Disclaimer: Whilst every effort has been made to ensure accuracy in the representation of this product, neither FDI nor its employees, shall be
liable under any circumstances to any party in respect of decisions or actions they may make as a result of using this information. In accordance
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In Ipassan manager, from the Kone DOP node, click on Import Data to update the database. The
following window appears:

View data

AccessRights T

Nome Identifiant Kone

] A4EDB1)6-2F24-4BR3-58DB-0PAEFS081D3C

Ful Access SEA03573-1723-4814-8414-74DFSESIBSCB

Day_Shift 02580281-02DD-418€-8342-9D77E39D3512

Studic 412 41203573-1723-481 4861 6-74DFEES1B412

CadllTypes

Nome Identifion! Kone

Empiy cor 3

Hondicop 1

Normal 0

Space cllocation 4

Pricrity 2

HomeFloors

Nome Identifiant Kone

-2FrontKGC_Group! 1

2R:RearkGC_Groupl )

16;FrontXGC_Group] 2

16RRearkGC_Group! 20 Al
*

3.6.5.5 Credential type setting
In the following window, select for each ipassan type of credential the relevant one from Kone side.

Xlmport datas  @Monitor datas

server IP address *  192.89.159.6

Login * | fdiurmet

Password * eesessscccee

Credentials
Q Proximity token 1356 Medium UID v
‘ Remote control 1356 - 4 buttons Medium Wiegand v
Access code

3.6.5.6 Display / manage the floor access profiles
In the following view, the access profiles with the “Kone Dop” type include at least one DOP access
profile. The other floor access profiles are only Cop (low level or Kone hli).

Disclaimer: Whilst every effort has been made to ensure accuracy in the representation of this product, neither FDI nor its employees, shall be
liable under any circumstances to any party in respect of decisions or actions they may make as a result of using this information. In accordance
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ipassan Monoger@ D ISR si'c one D

ﬁ QUsers & Access Profiles x Floor access profiles

o :; < #Add an occass profile | SAdd o user | JrAdd o coniractor | ®impori data | Automatic creation
x:{% = [‘Door Access profiles
S 34 Foor access profikes 10 enfries found
A b s
* L s Access profile name & Type Nb. of floors Nb. of users Actons &
5§ AccesascBat A
22 §- 58 Bot A- Etage AQ! : fone=ter 2 i a3
i 2ot A- Elage A-02 BalB 5 0
- W Kﬁo age ] A 7 n
& Bat A - Et
= - & Bot A- Erage A03 Studio 412 Kone-DOP 0 s a0
@ 5% 8ot A- Etage A-O4
E & S50t Doy_Shitt Kone - DOP 0 7 a0
@- 5§, Doy_Shitt Ful_Accas Kone - DOP 0 s a3
Qﬂ 1 KFutk_Acce:s
g Acces ase Bot A ¢ 0 a0
B _# Studio 412
E 5 3 Users without access profie BatA-Floge A0) ! 9 a8
& 9§ Coniractors Bat A - Etage A-02 1 0 I WVa ﬂ
= Time profiles
! (C] 2at A- Etoge A-03 1 0 A s
e Bal A- Elage A02 1 0 N7 n
=

This means it is possible on a site o mixt Kone Dop lift and another technology (low level or high level
Cop)

In the following screen capture, “Kone Access” tab displays the Kone Access lift floor profile.

The Floors tab displays the classic floor access profiles.

S Kene Group 1 floors 2 4 and 9R
Aadda user | Add... - | +add [AEE

Name * Kone Group 1 floors 2 4 and 9R
= KOMNE access # Floors ) Holidoys/maintenance periods * Contractor & Users

Add an access profile

Name Time profiles Actions | &
KCEGC_Group! - ® 2 [AccessGrid) x
KCEGC_Group] - & 4 [AccessGrid) x
KCEGC_Group] - & 9R [AccessGid) x

Note, with low level or HLI COP integration, an access profile contains a list of floors / time profiles.
With Kone Dop, an Ipassan floor access profile is a list of Kone floor access profiles. In the previous
screen capture, “KGEGC_Group1 2(access grid)” could be many floors and / or many lifts.

3.6.5.7 Edit a user

In the following example, the user has access to the floor access profile “Day_Shift” with the time profile
“Mo FR 0:00 23:59"

Both Kone floor access profiles and time profiles cannot be edited in Ipassan manager. It has to be done
in Kone Access software.

Disclaimer: Whilst every effort has been made to ensure accuracy in the representation of this product, neither FDI nor its employees, shall be
liable under any circumstances to any party in respect of decisions or actions they may make as a result of using this information. In accordance
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ipassan Monoger@rv.ﬁ,..,‘ o 1 il

‘ @ Users & Access Profiles 4 Nom A-01

v = 27 +Add ¢ credential import credenfiol | AdS [ B
© S
.& F) Al Site : Site kone DOP
Llasiname *  Nom A-O)
= H Bat A
Q?j' = [lferree ooor First name
= aEtage AD]
220
& [Eleeraoron Type Resident E]
— 8- L NomAOI A .
— Q\ Proximity token 1356 fens one Ghrowse
& i lNom A2 Floor access Day_Shift v/
5- pt A-01-02
. REaf A- AEtage A-01 -£iApt AD1-01
a,o & ot A01-03 Location age Ap e D
) pt A-01.04
KONE call lype Handicop v
Q ) _r,f;Eﬂege AL2
B- < :
& galoge AT KONE fime: zone MO - FR 0:00-23:59 F
3 j‘;ﬂcgc A-04
® [ ectes > Exira options
s M Out of 1
@ A Out of erchifecture
= s > £l KAdditional profiles

3.6.5.8 Monitoring

The Kone live events are displayed in Ipassan manager in the same way the Ipassan controller events are
displayed.

Manual commands are not available through Ipassan manager. This has to be done in Kone access.

3.7 1/0 expander

Each controller manages up to 10 Input / Output expanders. Each expander has a unique number which
has to be indicated in the software during the commissioning.

Definition of an expander:

A name: 32 characters

A unique device number like: 517xxxx

An additional option: 12 inputs or 12 outputs.

The software indicates on which controller the expander is linked and also all the details of the 1I/0O

manage by this expander.

ipassan Manager

& Eupment & Satiings

& W s | 29 +add
t‘ﬂ% & A Site : DEMO STE =
@ fComparies w2
" @ B Networks Device number  117162222587¢A7
G- [E2Controllers
‘—'ﬁm&‘ & [l Doors Model 10 relays 5A
G- ([ Recder
E o [jfluits Option 12 relay 5A E
Py === e B :
B ~~lnputs
& g Outputs tocation /| 2|E0)
= & E;EZona Sk e
= & B Reflexes
& & (O Trra orodes Status  Runknown
fat! |
& Outputs
Name ¥ Used by Door release fime (s) Output inverled Location Actions
LFT 1 &2- Output00! UFT BLOCK 1-Floor 0001 5 ’
UFT 1 &2- Outputo02 UFT BLOCK 1-Filoor 0002 5 7
UFT 1 &2 Outputood UFT BLOCK 1-Floor 0003 s ’
LFT 1 &2~ Outpulons UFT BLOCK 1-Floor 0004 5 z
UFT 1 &2- Output00s LIFT BLOCK 1-Fioor 0005 s 7
UFT 1 82 Output0ns UFT BLOCK 1-Floor 000 5 2
UFT 1 &2- Outputoo? UFT BLOCK 1-Floor 0007 s P2
UFT | &2 Outputoos UFT BLOCK 1-Floor 0008 s ’
UFT 1 &2- Outputo0? UFT BLOCK 1-Floor 0009 5 #
UFT 1 & 2- Output0l0 LUFT BLOCK 1-Floor 0010 5 7

Disclaimer: Whilst every effort has been made to ensure accuracy in the representation of this product, neither FDI nor its employees, shall be
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3.8 Input

From a hardware point of view, inputs can be an option card of 12 inputs plugged on the
controller/expander or an expander of 10 inputs which communicates with the controller via the auxiliary
RS485 bus.
Definition of an input:
A name: 32 characters
A type of inputs:
e 2 state input (on / off). You can set if the input is normally open or normally close
e EOL management input. There is a difference between an open electrical circuit (cut wires...), a
short-circuit, an inactive input and an active input.
You have to choose the value of the resistor 1(series) & 2 (parallel).
Please note that an EOL management input is always NC.
e Decimal. Not in use

Example of a 2 state input (on / off)

& M c

B [ Site : Site 0003 =
@Ccmpﬂn\'as
- 6§’E‘Neh~avb
[E3Controllers

II Bezz Use this input as 2 state input fon / off]
B Readers

[ﬁ]Uﬂs Inputstatus & Normally open

[E210 cords © Normally clossd
e |

2 Input groups Locaion < | A[E

~+Fire alarm

Name input 01

Device Carte ES 0003 Num 1

> Options
~~Input 01

e~ InpUt 02

Example of an EOL management input. The resistors value has to be indicated.

Q.Equipment & Seftings <~ Input 01
& m E
&- A, Site : Site 0003 7
Name Input 01
& @c:.mnmes
B B Networks
&3 Device  Carte E5 0003 Nom 1
- [ED Controllers
& |I Do Use this input as EOL management input F}
@ [§ Readen e
@ [ L1 R iy, Default (1.2k0) -]
&- [B3I0 cords b
&- ~-inputs End of ne resistor2 D Default (27 k0) [+
& ';_/, Input groups
 Fee olamn Input status Normally open
~Input 01 5 Normally closed
~~Input 02 p e
i /|G
oot tocoton 221
~Input 04 o > Options
AT

3.8.3 Input option adjustment
Customizable adjustments offer to balance “electronic behavior” or introduce a timer to adjust the delay
before input (or status) turn ON or OFF

Disclaimer: Whilst every effort has been made to ensure accuracy in the representation of this product, neither FDI nor its employees, shall be
liable under any circumstances to any party in respect of decisions or actions they may make as a result of using this information. In accordance
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v Options Anti-bounce back value to filter
Artcbomca backvele | 20 ™ Input signal and prevent parasite
Hours Minutes  Seconds .
“Short circuit” time 0 slo slo - d IS’rurbanCGS .
@ . . . L .
Hows _ Minues _Secands Differential validating threshold is the
“Ne detection”™ time i) : 0 : 0 : L. .
[ minimum value require before
Hours Minutes  Seconds
“Detection”time |0 |0 “|o - switching from a status to another (Full
O .
Hours Minutes  Seconds range IS from O 10 4095)
“Unplugged” time 0 : o : 0] :
[

Differential validating the threshold move o
Short circuit, No detection, Detection and Unplugged are 4 different status calculated
according fo R1 & R2 resistors selection for the EOL selection OR Activation,
Deactivation for 2 states ON/OFF selection.
Those status information transfer to controller can be delayed in the input card

infroducing a “continuous activation time” before transfer per status to adjust your equipment behavior :
“Introduce a 30seconds timer to the position sensor to ensure that the movement is stopped” for

example

From a hardware point of view, outputs can be an option card of 12 outputs plugged on the
controller/expander or an expander of 10 outputs which communicates with the controller via the
auxiliary RS485 bus.
Definition of an output:
A name: 32 characters
A time profile: you have the possibility to set a time profile on an output. A time profile has time profile
when the output can be:
e Forced closed: the output remains activated whatever the action programed (process, relation,
lift management)
e Forced inactive: the output remains inactive whatever the action programmed
e Normal: an action is required (process or a card swiped at the reader of the lift for instance) to
activate the output

Monostable or Maintained: Monostable means that the output is activated during the time set. Maintained
means that the output is activated until the next deactivation.

Activation release time: enter the time release in second of the activation of the output

Output inverted: you can choose if the relay is normally close or open in case of power failure. For
example, you want to have an output close in normal use but open in case of power failure.

You will then have to wire the NO contact, but indicate an inverted output.

Inverted mode: the NO contact works as a NC contact and vice versa. So the installer choose the status
of the relay in case of power failure.

Disclaimer: Whilst every effort has been made to ensure accuracy in the representation of this product, neither FDI nor its employees, shall be
liable under any circumstances to any party in respect of decisions or actions they may make as a result of using this information. In accordance
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OPMENT FRIENDLY DEVELOPMENT FRIEND

& Equipment & Settings & Block C Output 02

o

4 =a
B3V caras =
~~Inputs Name * | Block C Output 02

- g Outputs

B \@‘ Output groups

" Block C Output 01 .
F N
1" Block C Output 02 Time profie lone B, + &

jf Block C Output 03 ‘

Q

Device Carte ES 0002 Num 2

Operation  ® Monostable: pulse
& Block C Output 04 i

& Block C Output 05
& Block C Output 06
& Block C Output 07
& Block C Output 08 ‘ Outputinverted [
jf‘ Block C Output 09
& Block C Output 10 tocaton |/ |21
" Block C Output 11

% Maintained: activation, deactivation

Door release fime 5 %

.

3.10 Apb / counting zones

Ipassan system gives the possibility to manage the number of credentials in a zone. When the zone is
full, it isn't possible to enter another car or user until someone leaves.

An extra setting is useful to limit the number of car per company, per user or per apartment for
residential market.

For example, a residential building has 200 apartments and 300 car spots. Some apartments own 2 car
spots, some other only one even if they have 2 authorised credentials. This means the first credential has
to leave the car park if the second user of this apartment want fo enter his car.

3.10.3 Create a counting zone

lpassan manages zones which can have option as anti pass back, anti pass time or counting per
apartment, per user, per company.

The zone feature must have been ticked in the site setting then click on Add a zone from Equipment and

settings push button.

73 Car park (for residents)

)+ 00

Name * | Car park (for residents)

Enirances Macrrier In - ANPRin x Bxts MBarier out - ANPR out x
W Barier out - Prox reader out

MBarrier In - Prox reader In

Add reader/door Add reader/door

[[] Reset the zone every day at 00:00
[F] Authorise the entrance to the zone in case of communication lost.

v ¥ Anti-pass Back

[] Anti pass time {Canceliation time) 10

[7] All exits are free

Disclaimer: Whilst every effort has been made to ensure accuracy in the representation of this product, neither FDI nor its employees, shall be
liable under any circumstances to any party in respect of decisions or actions they may make as a result of using this information. In accordance
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w [B Access profiles

Authorised access files
oo B Block A with car park

BBlock B with carpark

RBlock © with carpark

L INE JHE JNE

B Carpark only

Select an access

A zone is defined as below:

Reader(s) in

Reader(s) out

List of the access profiles managed by this zone. For example, the master access as the door
keeper or the concierge must have unlimited access to the carpark. Only the residents have
restricted access to this zone

Thresholds

o Warning and intervention threshold are just events which can be used for the relation
(send an e mail, turn on a flash, etc)

o Alarm threshold is the threshold where no more credential is authorized. In other words,
the carpark is full and a valid key is not authorized until someone leaves this zone

Advanced settings

o Reset the zone daily. It is possible through this setting to empty the zone every night for
example.

o Authorise the entrance to the zone in case of communication lost. When readers in and
readers out are connected to different controllers. The controller where the user swipes
must know if the credential is already in the zone or not
To do this, the controller mays ask to other controllers. If the network is not working
when requested, it is possible in the software to authorise the credential anyway.

Note, the counting feature authorises a user to go in twice and to be counted as once. For a reliable

counting, the anti pass back has to be set.
li is possible via le software to make the anti bass back more flexible by adding a delay (anti pass time)

so the user cannot enter twice in a short time frame but could after a delay.

It is also possible to use anti pass back only for entrance, but not for exit. In this case, the exit is always

free.

The anti pass back is managed on the credential. So in case there are two different technologies to enter
or leave in a zone (prox + rf or prox + anpr), the user has fo use the same credential for both entrance
and exit (until 1.05.xx software release / fv10.5x firmware)

3.10.3.2Counting per apartment, user, etc

1)

Create the architecture

The architecture feature must have been ticked in the site sefting.

Disclaimer: Whilst every effort has been made to ensure accuracy in the representation of this product, neither FDI nor its employees, shall be

liable under any circumstances to any party in respect of decisions or actions they may make as a result of using this information. In accordance
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B siockoom
2 | FloorQ

] [voron
] [uorce
EEJ [voros
E=] [uores
E=] [uorcs

5 | Floor 02

B [vozo
E=] [uozoz

Nb. of entrances -

2) Create the apartments, users and credentials in the software.

o =
&- [J Door Access profiles
- [y Block Awith car park

@ g uoiol

- g vo2or

a xuomx
G/ lumber plofe
G/ lumber plote
@\ Proximity token 1356
@\ Proximity token 1356
@\ Proximity token 1356
‘ Remote control 1356 - 4 butfons
Q) Remote conirol 1356 - 4 buttons

- g uosor
G- g uosol
- g uosor
& Qg vorol
G/ lumber plote
G lumber plote
@\ Provimity token 1356
(@ Proximity token 1356
@ Provimity token 1356
Q) Remote conrol 1356 - 4 butions
Q Remote control 1356 - 4 butions
- g uosol
=} x‘mn
G/ lumber plate

O Niimmbar ninta

0

+Add o credentiol import credentiols | +Adc [

Name *  U0%01

Type Resident

Door/zone access  Block A with cor park
Location  BBiock A~ AHoor 09 -Eu0501 /n
>@. Exira options

> ] gAdditional access

> &Additionnal information

% Credentials

Type &

& Number plate

G Number plote

Q) Provimity token 1356

Q Proximity foken 1356

“ Proximity token 1356

Q Remote confrol 1356 - 4 buttons

Q. Remote control 1356 - 4 buttons

3) Setup the counting per apartment

il

Nb. of floors -
20

Nb. of apariments or offices

<

Nb. of apartments or offices

LY i |

Actions
v P i |
o 1P i |
v a0
v 1P i |
v P4 i |
v a8
v P i |

A counting zone must have been declared first; then tick counting per apartment in the combo box.

v ¥ Counting

Type of counting

Intervention threshold

véwCounting per user, group, companies setup

Counting mode

(|

Per user, group, company, etc

N

Alarm 300

280

Waming 260

per apartment

Add a threshold

By default, the number or car spot(s) is the same for all apartments but could be customized by unticking

the box “Setup the same threshold for all elements”

In this case, a new window is displayed where you can enter the number of car spot per apartment.

Disclaimer: Whilst every effort has been made to ensure accuracy in the representation of this product, neither FDI nor its employees, shall be
liable under any circumstances to any party in respect of decisions or actions they may make as a result of using this information. In accordance

with the FDI policy of enhanced development, design and specifications are subject to change without notice.
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Add a threshold

Name Num Threshold

R Block 0001 - 4Floor 01 - EU010 [ 1
R Block 0001 - AFicor 01 - EiU0102 1 3
A Block 0001 - #Floor 01 - EU0103 2 2
A Block 0001 - #Floor 01 - EU0104 3 1
A Block 0001 - ##Floor 01 - EU0105 4 1
A Block 0001 - #Floor 01 - EU0104 5 1
A Block 0001 - #AFloor 02 - EU020 é 3
A Block 0001 - ##Floor 02 - EU0202 7 2
A Block 0001 - #AFloor 02 - EU0203 1 1
A Block 0001 - ##Floor 02 - EU0204 ¢ 3
A Block 0001 - #Floor 02 - EU0205 10 1

A Block 0001 - #Floor 02 - EU0204 n

™~

3.10.4 Apb
The anti pass back feature is an extra security fo prevent entering twice in a zone. A tenant who rent a
car spot for example, can’t get in with a second car as long as he doesn't leave the carpark with the first
one.
lpassan manages different level of anti pass back.
- Full managed. Users have to leave first before getting in and had to get in before they can leave.
- Free exit. In this case, the anti pass back feature only operates on entrance. It isn’t possible to
enter twice, but the exit is always possible.
This option prevents to block people inside the carpark when there isn’t door keeper nor door
station to call.
In case, the entrance barrier was already opened, the user didn’t use his credential so the system
considers him outside. With the free exist option, the user can leave the carpark.
- Anti pass time. The anti pass back option is removed after a delay. So you can enter a second time
after, for example, 45 minutes.
- Soft Apb. This option authorises to leave the zone even if the validity period is finished. This
option could be useful for visitors.

v M Anti-pass Back

[] Anti pass time (Cancellction time) 10 min

Apb on entry only

Soft Apb

iPassan offers the possibility to have different time profiles:

e Credential time profile. A credential only works during the time profile set.

e Door/Output/Floor time profile. The door or floor is free access, forbidden or normal access (need
a valid credential)

e Reader time profile. According to the moment of the day, a valid credential is enough or another
condition has to be activated (enter a valid pin code, an alarm is disarmed...).

e Process time profile. The process used in the relation works according to the time profile set.

e Door phone time profile. The names on the 2Smart panel is displayed on day period but not on
night period for example

Disclaimer: Whilst every effort has been made to ensure accuracy in the representation of this product, neither FDI nor its employees, shall be
liable under any circumstances to any party in respect of decisions or actions they may make as a result of using this information. In accordance

with the FDI policy of enhanced development, design and specifications are subject to change without notice.
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The time profile has 7 days a week plus 1 bank holiday and 1 maintenance day. A user can have different
access depending on the time profile in action.
In the example below (screen shot chapter 2.3.9.1), considering that the user has the time profile
“bureau” and wants fo use a door on a Thursday, the access is:

e Granted from 8 am till 5:30 pm during the normal period

e Granted from 8 am till 12:30 during bank holidays

o Refused during the maintenance periods

The holiday and maintenance period have to be programed at the chapter x.x.x.x. They are then applied
on the door, output, floor and process time profiles.

iPassan can have up to 200 time profiles (all included)

3.11.3 Time profile

The time profiles are used for any type of door, reader, access profile, process , etc

In the screen shot below the access is granted for the valid credentials during the green periods.

By clicking on the + or — button you can increase or decrease the size of the zone.

B, Equipment & Settings (@® Office hour
A W = e

B ML Site : Site 0003
i Name  Office hour

.@Compumes

- g Networks

Defautt Nermal aceess B
[EDControllers

[Jooo Colorcode: @ WFescccess ) MForbidden

Readers

[%uﬁs Oh Th 2h 3h #h 5h 6h 7h Bh
Mond:

B30 cords a1

- =" =Inputs Tuesdoy

17h 18h 19h 20h 21h 22h 23h

. & Outputs Wednesday
[“Tzones ruiciol
I Refiexes
(O Time profiles
& (DDoor fime profiles
(D Offfice hout Sunday

[AHolidays/maintenance periods Holiday

Friday

Saturdey

(D Key fime profiles Maintenancs;
o] G)Prcces time profile

& (©Recder/Door time profiles Q Q

Note, for all the following time profiles, it is possible o manually add a frame by selecting the days then
entering the time. Click save.

g 00 e

vAdd manually

x  Monday

x Thursday 08:00 | 12:00 Precision : 30 min |V || <=
x Saturday

time profile is used by

3.11.4 Time profile for relays (door, output, floor)
The « relays’ time profile » have 3 statuses:
e Forced active: the door, output, floor is activated even if a card is swiping or any others relations

Disclaimer: Whilst every effort has been made to ensure accuracy in the representation of this product, neither FDI nor its employees, shall be
liable under any circumstances to any party in respect of decisions or actions they may make as a result of using this information. In accordance

with the FDI policy of enhanced development, design and specifications are subject to change without notice.
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e Forced inactive: even a valid credential cannot open the door or output
e Normal: the relays are activated according to the process set

In the example below, the selected doors and floors are:
e Forbidden from 8:30 pm till 6:30 am
e Free access from 8 am till 8:30 and from 6 pm till 6:30
e Secured (orange color) but you can have an access by presenting a valid credential

(® Moming and evening

+Add QeSS

Name Morning and evening
Default MNeormal access E|
Color code: (@] @ WFree occess (@) MForbidden

Oh Th 2h 3h 4h 5h 6h 7h 8h %h 10h 11h 12h 13h 14h 15h 16h 17h 18h 19h 20h 21h 22h 23h

Monday II

Tuesday
Wednesday
Thursday

Friday II

Soturday

Sunday
Holiday

Maintenance

wThis time profile is used by

Element MBlock A front door ®

MBlock A back door »®

3.11.5 Time profile for readers
A single door can have several readers. An office door can have a reader to go in and a reader o go
out for instance. In that case, these 2 readers can have a different configuration (pin & prox to go in but
just prox o go out).
In the example below, the reader at the entrance is working as shown:
o No access from 9 pm till 7:30 am from Monday till Saturday included.
e Secured access (swipe a valid credential then enter a valid pin code):
o From 7:30 till 9 and from 6 pm till 9 pm, from Monday till Friday
o On Sunday from 7:30 am till 9 pm
o On Sunday, the all day
e Access by valid credential from Monday till Friday, from 9 am till 6 pm

Disclaimer: Whilst every effort has been made to ensure accuracy in the representation of this product, neither FDI nor its employees, shall be
liable under any circumstances to any party in respect of decisions or actions they may make as a result of using this information. In accordance

with the FDI policy of enhanced development, design and specifications are subject to change without notice.
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(D Office hours
+ 100 228

Name Office hours

Default MNormel access E|

Color code: @ Miecured mode @) WForbidden

Oh Th 2h 3h 4h 5h éh 7h 8h 9h 10h 11h 12h 13h 14h 15h 16h 17h 18h 19h 20h 21h 22h 23h

R || ||| ][]

Tuesday
Wednesday
Thursday
Friday
Saturday
Sunday

Holiday

Maintencnce:

wThis time profile is used by

Element B Block A front door - Block A motorcycle o

3.11.6 Key time profile

A user may have access 24/7 to door, but only office hours on other doors.

In the following example, the users and keys which will use this key time profile will have access to the
selected doors only in the green period.

(D Office hour
+import a planning | 4+Add [

Name Office hour
Companies 4
Defauit Mot authorised i
Colour code: @ WAuthorized (O ENot quthorised
0Oh T1h Zh 3h 4h Sh éh 7h 8h %h 10h 11h 12h 13h 14h 15h 16h 17h 18h 19h 20h 21h 22h 23h
Gl | | [ [ []] NN
Sl | || [ [[[[][]] ISR L]
m— 1]
Thursday . ..
e | ]
Saturday . ..
. T
Holiday ..
Maint r:mce.. ..

3.11.7 Door phone time profile

When 2Smart panel are used with Ipassan controller. The names of the directory could be displayed or
not depending of the time of the day / week.

In the example below, the names on the selected door stations will be displayed only in the green
periods (night and week end)

Disclaimer: Whilst every effort has been made to ensure accuracy in the representation of this product, neither FDI nor its employees, shall be
liable under any circumstances to any party in respect of decisions or actions they may make as a result of using this information. In accordance

with the FDI policy of enhanced development, design and specifications are subject to change without notice.
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Night door keeper
el P
Xsave - =+import a planning | 4Add

Name Night door keeper
Companies +
Default Disployed E|

Colour code: () MDiployed (@ MHidden

Oh
Monday .
Tuesday .
Wednesday .
Thursday .
Friday .
Saturday .

a
a

Sunday

el | |
versercn- [

3.11.8 Process time profile

It is possible with Ipassan to manage reflexes. A reflex combines one or more condition which
automatically operate some processes.

An example of a reflex could be : if a door is left open for too long time then activate a relay and send
an e mail. With the process time profile, it is possible o activate this relay only when this happens on
night period. So the e mail is sent any time, but the relay operates on night period only.

The time profile is set for the process not for the reflex.

In the example below, the process (activate a relay for example) will operate only between 8pm and 7am
+ week end.

(© Night and week end

+import a planning | drAdd TR

Name MNight and week end
Companies +
Default Authorized E‘

Colour code: O WAuthorzed @ MINot authorised
Oh 1h 2h 3h 4h 5h é6h  Th Bh $h  10h 11Th  12h 13h 14h 15h 16h 17h 18h 19%h 20h 21h 22h  23h
v AR AN e

Tuesday

ad | | N L T LT ] [ ——
S SR | | [ LT
S SR L L] [
el | | N HNENEEEEEN | R RRe e EE e

swier [}

e A
e L
3.11.9 Time profile importation

The software manages many types of time profiles. Sometimes, a time profile could be use for different
applications. For example, “Office hours” is needed for doors, readers and users.

On top of the time profile window, press the push button Import a planning then select one to be
copied. Press Ok.

Disclaimer: Whilst every effort has been made to ensure accuracy in the representation of this product, neither FDI nor its employees, shall be
liable under any circumstances to any party in respect of decisions or actions they may make as a result of using this information. In accordance

with the FDI policy of enhanced development, design and specifications are subject to change without notice.
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Import an existing planning

Waming, thiz import will replace the cumrent fime profiles

Time profile to import Select another fime profile ~ |

The following window opens.

Choose for each behavior of the origin time profile, the selected behavior for the new one.

Il is easy, for example, to reverse a time profile or fo use a door time profile to create a key one, etc
See example below, the left screen shot is the existing one, the right screen shot is the copy but with
opposite behaviors.

Import an existing planning

Waming, this import will replace the curent fime profiles

Time profile to import Office hours -

Time ranges imported Related fime ranges in the new fime
profile

Displayed Not authorised ¥

Hidden
(Defautt)

Authorized 57

3.11.10 Holiday period / maintenance period

The holiday/maintenance periods give you the possibility fo automatically modify the behavior of the
doors, floors, time profiles... according to the time profile set.

You can have more security or less. For example, a floor can have a free access every Thursday morning
but the access is secured when the Thursday is a bank holiday; or the access is free every bank holidays.
The example below shows you a holiday period starting on the 22" of December at 5 pm and finishing
on the 2" of January at 7 am.

Note that a box « Repeat every year » make the programing easier for the fix dates.

IMPORTANT: the priority is given to the maintenance period in case a maintenance period and a holiday
period is set at the same time.

Disclaimer: Whilst every effort has been made to ensure accuracy in the representation of this product, neither FDI nor its employees, shall be
liable under any circumstances to any party in respect of decisions or actions they may make as a result of using this information. In accordance

with the FDI policy of enhanced development, design and specifications are subject to change without notice.
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k Christmas
@ +Add [iEEEs

Name *  Christmas

Type Holiday El
Begin 2017-12-22 17:00:00 =
End 2018-01-02 07:00:00 =
[F] Repeat every year
+This Period is used by
Element MBlock A front door x ‘
MBlock A back door x ‘
Add element

3.12 Video integration
lpassan manages CCTV. This integration is based on rtsp (Real time streaming Protocol).
Any NVR supporting this open protocol is compatible with Ipassan.

3.12.3 Overview

The goal is to associate video streaming to events. Example, a door has been forced in the previous night,
the operator sees the event in the Ipassan monitoring then click on the video icon.

A new window opens then shows the right pictures on the right time and date.

How it works?

A camera is linked to a door, reader, input, output... in the software so when an event is linked to this
door, input... the software operator could click on the video push button and see the video recording.
This could be done in live or replay.

This integration is available only with the local software.

3.12.4 Synoptic
The controllers aren’t involved in this feature. They backup the events and send those events to the
server which is connected to the NVR or cameras.

Disclaimer: Whilst every effort has been made to ensure accuracy in the representation of this product, neither FDI nor its employees, shall be
liable under any circumstances to any party in respect of decisions or actions they may make as a result of using this information. In accordance

with the FDI policy of enhanced development, design and specifications are subject to change without notice.
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Ipassan Server

— NVR

1881 TCP 1881 TCP
1880 TCP

1881 TCP
1880 TCP

UDP 224.0.5.128 :2363

UDP 224.0.5.128 12363

3.12.5 Settings

ipassan Manager @

&, Equipment & Settings 5 Video servers

& FEL
% E| Q'Esne : Car park
MCOmpun\'ss b

f:ﬁ“ E-;E"ENefworks

-- [EDControllers
1128 - [ Doors

-- B Readers
f:& -- & Door stations

: [E2Expanders

L&)

+Add a video server

1551 Reflexes
[H- G—)T\me profiles

E| E Video servers

b hEmergenc}t acfion

3.13 Emergency action
A feature has been developed to open the doors when an input has been activated. You can then
connect a fire alarm to an input fo open the doors when the input is activated and remain the doors
open until deactivation.

e This function manages a group of doors or all the doors of the network. So you have to create a

group of doors which will be opened in case of activation.
e Only the fail secure locks are compatible. The fail-safe locks are not continuously powered.
e The input used for this function could be set as NO or NC.

Important, this feature must be seen as an extra option but couldn’t be considered as the single option to
open the doors in case of fire for example. Green brake glass or any other options should be installed.
This feature may be used for example to open many doors from one confact. In a company, when the
first employee activate a contact, all doors of the warehouse, stock, etc are released.

The following example displays how one input is linked to the door group “All doors block C”.

Disclaimer: Whilst every effort has been made to ensure accuracy in the representation of this product, neither FDI nor its employees, shall be
liable under any circumstances to any party in respect of decisions or actions they may make as a result of using this information. In accordance

with the FDI policy of enhanced development, design and specifications are subject to change without notice.

70

OPMENT FRIENDLY DEVELOPMENT FRIEN EVELOPMENT FRIENDLY DEVELOPMENT 8 INNOVATION INN | INNOVATION INNOVATION INNOVATION INNOVATION INN(




o
— Friendly
Development

URMETIGROUP & Innovation

The door group has to be created first.
h Emergency action

+Add an action

Network Input Alldoors 0] Door groups Actions

Netwaork 0001 E| Fire alarm - @ All doors block C \ard E

4  Users & access profiles

4.5 Door access profile

The door access profile is a list of authorized doors. This profiles are applied for the users and
credentials.

The software manages up to 2 door access profiles per user and up to 2 floor access profile per user. It
is always a permanent time profile and a temporary one (starting & finishing date and hour).

You will find the following parts in the window “access profile”:
- Door: list of the authorized doors
- Zones: list of the entrance doors of the zone and the exit doors of the zone
- Holiday/maintenance period: list holiday and maintenance period for this access profile
- Common credential: credentials which have not been related to a user (pin code use by several
users or credential for visitors.
- Users: list of the people using this access profile

In the screen shot below, you can see the button “Doors” and the 4 authorized doors for this profile
with, for each door, their time profile.

[B, Block A
HAdd o user [Read [ encode | Add.. +Add [ PESE

Name * Block A
W Doors I Zones B Holidays/mainienance periads % Common credentia 2 Users

Add reader/door

Mame Time profiles Actions| &

W Borrier Permanent v 4  + x

M Block A front door Permanent ~  # 4 x

M Elsctrical raom Permanent =  .# | < x

MW Block A back door Permanent + & < x
Zones

Counting zones and/or anti-pass back zone have been created during the programing. You can select
the access profile, so the users, where you have to apply these parameters.

For example, the group “Manager” is not counted even is the zone is full.

The screen shot below shows you what are the anti-pass back zone and counting zone.

Disclaimer: Whilst every effort has been made to ensure accuracy in the representation of this product, neither FDI nor its employees, shall be
liable under any circumstances to any party in respect of decisions or actions they may make as a result of using this information. In accordance

with the FDI policy of enhanced development, design and specifications are subject to change without notice.
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[B, Block A
!m | JAdd o user [Read [ encode  Add.. +Add [ PEEE

Name *  EBlock A

W Doors ilZones 4 Holidays/maintenance periods “» Common credential X Users
Lones Ione 000 %
Add azone

Holiday/Maintenance period
The holiday and/or maintenance periods are set for this access profile. Choose in the following window

the holiday and/or maintenance periods for this access profile.
[B, Block A

!m | 2LAdd o user | [(IRead [ encode | Add_ FAdd [l PEEE

Name * | Elock A

W Doors Ilones # Holidays/maintenance periods * Commaon credential L Users
Period Z Christmas Far;
Add a period
Users

You will see the users having this access profile.
Note that you can import users from others access profile by clicking on “Assign other users”. In that
case a window will appear. Push Ctrl and select the users you want fo import.

[B, Block A
= | $4dd auser HRead / encode || Add_. ~ || +Add [

Name *  Block A
W Dcors {1 Tones B Holidays/maintenance periods % Common credenfial L Users

=+ Assign other users

Name First name Type Nb._ of credenfials Locafion Actions &
4 Gaudin Sandrine Resident 1 = Fags] i
« Monpeint Marcel Resident 1 - rd #:l
Ed Bretaudeau Alicn Resident 1 = rd +:|
J Dupaont Agnes Resident 1 = rd »:l
' Beaufreton Alexandre Resident 1 - ra #j
v Bouteaux Jacky Resident 1 - rak:] i |

Disclaimer: Whilst every effort has been made to ensure accuracy in the representation of this product, neither FDI nor its employees, shall be
liable under any circumstances to any party in respect of decisions or actions they may make as a result of using this information. In accordance
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By clicking on the button “Actions” you can export users from this access profile to another one. Tick the

box which appeared to select the users you want to export (see below).
[B, Block A

2Add a user | BRead / encode || Add_.. ~ || +Add [N

Name * Elock A

W Doors {1 Iones 8 Holidays/maintenance periods % Common credenfial L Users

= Assign other users

[T 5 E

Name First name Type Nb. of credenfials Location Actions &
B v Gaudin Sandrine Resident 1 s #:I
4 Monpaint Marcel Resident 1 # il
v Bretaudeou Alian Resident 1 )
BA s Dupont Agnes Resident 1 ra +:|
=) v Beaufreton Alexandre Resident 1 £ 9
] v Bouteaux Jacky Resident 1 Pak:] i |

Several choices are proposed:
e Apply to the selected users a new permanent access profile (door and/or lift)
e Apply to the selected users a new temporary access profile (door and/or lift)
e Link this selection to a group of users
e Link this selection to an architecture created (building, floor, office...)

Move users
> ¥V 24/7 access
Door/zone access Block A e
Floor access Block C - Block C Floor 19 e
> [l 8 Temporary access

> [ 2 User group

> [C1E=] Architecture

- T
4.6 Lift access profile
The lift access profile is a list of buildings/floors where the access is granted according to the time
profile set. These profiles are applied for the users and their credentials.
Definition of the lift access profile:
- Floor: list of the authorized floors
- Holiday/Maintenance periods: list of the holiday/maintenance periods applied at the profile
- Common credentials: keys, cards, code... which are not designated to a user. It could be a pin

code used by several users or a visitor card
- Users: list of the user sharing this profile

In the screen shot below, you will see the st fab « Floors » and the 3 floors authorized for this profile
with, for each one, their own time profile.

Disclaimer: Whilst every effort has been made to ensure accuracy in the representation of this product, neither FDI nor its employees, shall be
liable under any circumstances to any party in respect of decisions or actions they may make as a result of using this information. In accordance

with the FDI policy of enhanced development, design and specifications are subject to change without notice.
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5§ Block C - Block C Floor 19

Lsave LAdd a user| BRsad / encode || Add... - || 4Add
Name * | Block C -Block C Floor 19
#4 Floors 3 Holidays/maintenance periods “» Common credential X Users
Add a floor
Name Time profiles Actions &
R Block C - #3Block C Floor 19 Permanent v  # |4 x

See the chapter 2.4 1o set the tabs « Holidays/Maintenance periods », « Common credential » and
« users ».

4.6.3 Kone Dop

When the Ipassan site manages also Kone Dop, a new tab appears in the lift access profiles.

Select from the Kone list the floor access profiles.

Note, Lift access profiles have to be created first in Kone Access software then they could be used by
lpassan manager.

One Ipassan manager lift access profile could be a sum of several Kone ones.

One Ipassan lift access profile could be a mixt of conventional lift + Kone Dop. Some lifts of the building
are low level integration for example, but some other lifts are high level integration through Kone DOP.

Q) Users & Access Profiles Sy
= = s Add a user || Add.. - || +Add

- [y Door Access profies

B Sy Floor access profiles Name 585R

5&5R
o R = KONE access AFioors 9 Holidoys/maintenance periods Confroctor & Users
SR5eErs
a5 Add an access profile
2P
S BsitR Name Time profiles Actions|

Ry Acces Kone fest

& o 2013475 KCEGC_Group] - % 5 [AccesGrid] AINAYSIMMER < x
& Maior master KCEGC_Group| - % 5R [AccessGric) AINAYSIMMER < x

R master

4.7 Copy an access profile

It is possible to copy and paste an access profile. For example, a first access profile contains 20 doors
and you need to create the same one by with 2 extra doors and without 3 other doors.
From the origin access profile (door or lift), select Copy the access profile.

Q\Users & Access Profiles [B, Mosteraccess

ELTE] o

- [y Door Access profies

LAdd a user || Add... ¥ || +Add [[REEEY

+Add a confractor
Name * M

& [ Moster access

E

sl

U
SFloor access profiles
L
R Contractors
(Oime profiles

ut cecess profile

+Add a sub-access profile
Companies « *Copy the access profile

+Autematic creation of users

=import credentials

Assign other users WDelete all users | credentials

46 entries found

BDoos fiZonss ok FrAdd contractors Hractor

& Users

OPMENT FRIENDLY DEVELOPMENT FRIEN DEVE

The software creates the new access profile and select the same doors / floors, zones, etc
Enter a name for this access profile, add or remove doors or floors then press Save.

4.8 Sub access profile

lpassan manages sub access profiles. Instead of using many access profiles, the operator creates one
access profile “Block A” for example + sub access profile “Block A + carpark”, etc

All the child access profiles inherit of the doors or floors of the parent access profile. So later, when the
operator will change a door or time profile for a top access profile, this will apply to all sub profiles.

Disclaimer: Whilst every effort has been made to ensure accuracy in the representation of this product, neither FDI nor its employees, shall be
liable under any circumstances to any party in respect of decisions or actions they may make as a result of using this information. In accordance

with the FDI policy of enhanced development, design and specifications are subject to change without notice.
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Example of a door access profile / sub access profile:
[l Block A + car park

Laddcuser| Add.. - || +aAdd [T

Mame *  Block A+ car park

Parent group Block A Up alevel
Companies .
W Doors [lZones B Holidays/maintenance periods “ Contractor A Users

Add reader/door

Parent access profile Name Time profiles Actions| &

Block A W Main door Permanent £+ »®

Block A W Back door Permanent rar 3 x
M Gateln k> *
N Gote Out P x®

4.9 Individual access

A site may require providing separate door access profile to users. Basically, this needs to create as
many access profiles as there are different cases.

lpassan manages this option as an exira feature. It has to be activated in the site property / features as

shown below.

v& Features

M ama Use site architecture @ [l Use door switch 2
{:E Use zones (2 Q& Use integrated docr stations O]
M :'T_E Use reflexes () @ Lift menagement 0]
M @ Use multi-companies () O Q Remote controls advanced management (9]
d A Managements of the emergency contacts 0] o Qﬂf‘:l Site code / Facility code ()
o @Fccilify booking management ) S cciv @
g @ Resident portal (0] O 1 People group management D

I_ M & B
g Ilpersonalex\‘ra access management 1) I @ BLE cccess ()

For each user, a new option is now available:

Disclaimer: Whilst every effort has been made to ensure accuracy in the representation of this product, neither FDI nor its employees, shall be
liable under any circumstances to any party in respect of decisions or actions they may make as a result of using this information. In accordance
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2 Lee Jimmy

+Add a credential | frimport credentfials | BUser events | 4rAdd [ B

Last name *
First name
Type
Door/zone access
Floor access
Location
Companies

> % Exira options

» O fAdditional profiles

» sz Addlitionnal infermation

I > L meadd personal extra access

Tick this box then select the extra doors which will be authorised for this user.

Lee
Jimmy
Resident

Block A

Mone
d i

= 4% Company three

GBrow:

Note, those doors are added to the doors already included in the door access profiles (see below in

grey).

« 4] B Add personal exira access
W Doors

Add reader/door

Parent access profile

Block A

Block A

Name

W Main door

W Back door

M3rd floor Server room

4 .10 Users & Credentials

An access control user may have several different credentials.

Permanent £+

[omemeri <] # +

Definition of « credential »: anything or any action which will be used to have an access granted (prox

cards, remote control, pin code, number plate, finger print...).

4.10.3 Users
Definition of a user:

o A permanent door time profile
o A permanent lift time profile

Surname, first name and others information such as email, address...

o 2 temporary door/floor access profile (time and date limitation with a time/date validity)

[ ]
e Authorization:
e |ts credentials:
[ ]

Its specific parameters:

o Except Anti-pass back. The APB function had to be set first in the site configuration to see

this box. No APB for this user.

o Extra door release time for each door. The door/floor release time will be longer.

Disclaimer: Whilst every effort has been made to ensure accuracy in the representation of this product, neither FDI nor its employees, shall be

liable under any circumstances to any party in respect of decisions or actions they may make as a result of using this information. In accordance
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& Bretaudeau Alian

+4dd o credential  dlmport credentials . DRead / encods | dkAdd m
Name *  Brefoudsau
First name Alian
Type Resident -
Door/zone access Block A v £ [T —
Floor access Block C - Block C Floor 19 v
Location s E
»& Extra setup
> O gTemporary access
> & Additionnal information
“ Credentials
Type A Code Permanent Status Actions|
ﬁ Remote confrol 1356 - 4 buttons 741215415 v v P
a Proximity token 1354 v v 7
Eiil Pincode 2485 v v 7

4.10.4 Credentials
Each user scan has an unlimited number of credentials. You can add options for any kind of credentials:
e Inuse or suspended. Useful option especially when the credential is lost but could be found later.
In that case, you will just have to tick « in use » to reactivate it.
e Permanent validity: you can enter a start and an end for the validity of the credential by unticking
the box « permanent ».
e Events: By default, you will see the activity of the credential in the events. Nevertheless, you can
ignore them if you untick this box.

~ Proximity token 1356
@ +Add a credential | [R5

Type Proximity token 1356 E|

Code 78AE9685
.y A

Status @ Inuse () Suspended

Validity 7] Permanent

Event @ Troce () Hide
4.11 Automatic creation of users & credentials
lpassan manager offers different ways to add users and credentials in the system. It could be manual

adding, importation from an Excel sheet or from events. It could be also an automatic creation.
In an access profile, click on Automatic creation push button then choose automatic creation of users.

2 L sie v
~—yv— o (T

[B, Door Access profiles
Automatic creation

ﬁ ﬁl_lser:-' & Access Profiles

EmE
B [EDonoespmma “~
B Bockdoor

B cofierrose

By maron 121314
B Moster access
By Mon profilon

+Add an access profile | &Add a user | #+Add a cantractor

24 entries found

Access profile name A Nb. of doors Nb. of users

Back door 1 Door [+]

Disclaimer: Whilst every effort has been made to ensure accuracy in the representation of this product, neither FDI nor its employees, shall be
liable under any circumstances to any party in respect of decisions or actions they may make as a result of using this information. In accordance
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The following window opens:
1) Select the number of users to create.
2) Selectin the list
a. Per door access profile
b. Per floor access profile
c. Block
d. Floor
e. Apartment
3) Depending of the previous choice, select
a. Onor more access profiles, floor, blocks
4) Enter a name
This name contains some digits or letters which will be always the same + contains some variable
digits. Those digits could be
a. Afloor number
b. Anapartment number
c. User number
5) Itis possible to start by any number (Start with n°)
6) Door access profile: Select the door access profile
7) Floor access: Select the floor access profile or choose automatic creation
With this last option, the software will automatically create the floor access profiles
8) Common floors : If the automatic creation of the lift access profiles is ticked, then select the
floors which will be authorized for all the floor access profiles. It could be the basement for
example.
9) Validity: it is possible to choose start and end of validity for all the users the software will create
10) Credentials: select the number and type of credential per user.
In case access code is ticked, the software could, automatically, generate access code

Automatic creation of users
Add 5 users per Floor = for « RBlock A-Afloor 0001) (= RBlock A- AFoor 00 +

x BBlock A-Aflocr 0003 (= A Block A - AFioor 0004

Advanced selecfion

“User description

Nome *  U$S%% o101

Creation fitle

Startwithn® * 1

$: floor number

3 floor number with 2 characters

# : apartment number

## s apariment number with 2 characters

Floor access Automatic creation s ###% - apariment number with 3 characters
% person/tifle number
%% : person/fitle number with 2 charact.

Door/zone access Block A residants v £

Common floors
Vaidity Permonent

v~ Credential per user

4 Q) Provimity foken 1356 o @ Remote conirol 1356 - 4 buttons
0 ] Aceess coce
Generate Pincode @ Automaficaly

QO Stortwithn®

v

[ vorcore | Goncel]
Click on Validate.
The following capture shows how the software create the floor access profiles, the users and credentials
and rename those access profiles and users.

Disclaimer: Whilst every effort has been made to ensure accuracy in the representation of this product, neither FDI nor its employees, shall be
liable under any circumstances to any party in respect of decisions or actions they may make as a result of using this information. In accordance
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ipussan Manager &2 .

ﬁ QUSGL’. & Access Profiles

O
ﬁ{% - BDncr Access profiles

8 ﬁ{Hom aceess profiles

ﬂi @ S Block A - Floor 0001

Q

il Sitc iest SebP

5§ Block A - Floor 0001

Aadd auser | Add..

+Add JIEEEE

Name *  Block A - Floor 0001

#= Floors B3 Holidoys/maintenance periods “w Contractor X Users
B el
2 g = :
=] lUOIOT +Assign other users Wlelete all users / credentials

Q) Proximity token 1356
Qprcx(mny token 1354

5 entries found

o E QPrcx\'mily token 1354 MName & Frst name Type Nb. of credentiaks
o :
w- § ooz uoiol v Resident 3
uoio3
¥ 5 § ug102 s Resident 3
=- Quoios
& @ uoios uo103 s Resident 3
= _ 5
. _ﬁ Block A - Floor 0002 ug1o4 v Resident 3
: Block A - Floor 0003
= R Block A-Floor o105 v Resdent 3

- 5 Block A~ Floor 0004

4.12 Excel Importation

ipassan Manager @

ﬁ @ Users & Access Profiles

FLYE

B leAccespmﬁles ~

In an access profile, click on Automatic creation push button then choose Import credentials.

B, Door Access profiles

+Add an cecess profile | bAdd o user | +Add a contractor

,{'E LS ore dop demo M

Automatic creation

24 ent f d
- [ Bock door enties foun

B, colierrose

&- B Maron 121314
#1- [B, Moster occess
e [E Mon profil 01

The following window opens:
Choose File(xls) then click on Get the file to be completed. An Excel sheet is downloaded.

Import credentials

Nb_ of doors Nb._of users

Access profile name A

Back door 1 Door [+]

Import by

Type O encoding 2 O events @ @ file (s} 2

Gitrowse L Get the file to be completed

Opfions for import
O Confraciers @ Users fautomatic creation)

Door/zone access @ Fromfile (O Select from the fist

Floor access

@ Fromiile () Select from the fist

Companies +

Biuetooth v Short stay, valicity meximum of 1 day (1 Creciits) v

Th
e

Excel sheet contains different columns as explained below:

Comment
Code: compulsory CSN or access code. Up to 14 digits
Credential Type: compulsory Select in the combo box the type :Prox, access code,
plate number, etc
Last name compulsory Up to 32 characters

Disclaimer: Whilst every effort has been made to ensure accuracy in the representation of this product, neither FDI nor its employees, shall be
liable under any circumstances to any party in respect of decisions or actions they may make as a result of using this information. In accordance
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First name Not compulsory Up to 32 characters
Number Not compulsory Registration number (used in a company for example)
Address Not compulsory Up to 32 characters
ZIP code Not compulsory Up to 10 digits
City Not compulsory Up to 32 characters
Phone number Not compulsory “+" + 14 digits
E mail Not compulsory
Others Not compulsory text field, up to 255 characters

Door access profile ~ Not compulsory
Lift access profiles Not compulsory
Note, for the two latest columns (door and lift access profiles), there are two ways to manage this.

1) When those fields are blanked, the users and credentials are added to the origin access profile. If
you launch the automatic creation from “Block A residents”, the users are created in this access
profile.

2) |If you enter in the excel sheet a door and/or lift access profile, the users are created in those
access profiles. In case, those access profiles don’t exist yet, they are automatically created in the
software without door nor floor.

This means the excel sheet could be created before commissioning the site. The second step is to
tick the doors or floors in the access profiles when they are added to the software

After the Excel sheet is filled, save it. Click on Browse in Ipassan Manager, select the file and click on
display. The first lines of the excel sheet are shown as example.

In the lower part of the window, extra options are available for the importation:

Contractors or Users: The key could be added in the software as user or as contractors.

Door access profile: The importation uses the door access profiles from the Excel file or uses the
selected one from the list.

Lift access profile: The importation uses the door access profiles from the Excel file or uses the selected
one from the list.

Companies: when the multi companies feature is used on the site, the users will be assigned to the
selected company.

Bluetooth: When the BLE feature is activated in the site and an credit account is also linked to the site, it
is possible to create mobile access from this import file.

Options for import

Create as (O Confractors @ Users (automatic creation]

Doorfzone aceess @ Fromfile () Select from the st
Fooraccess @ Fromfle () Select from the fist

Companies +

 Blustooth France v Permanent access manageable) short range (5 Credits) v

The encoder must be connected to the computer and detected by the software.

) Encoder- fV1362 15/10/2018 |

In an access profile, click on Automatic creation push button then choose Desktop reader.

Disclaimer: Whilst every effort has been made to ensure accuracy in the representation of this product, neither FDI nor its employees, shall be
liable under any circumstances to any party in respect of decisions or actions they may make as a result of using this information. In accordance
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Automatic creation

ipassan Manager @

& @\Users & Access Profiles
=]
B mDnmAcces profiles ~

. [E Back door

B, colierrose

B Maron 121214
B, Mosteraccess
& [ Mon profion Back door 1 Door o

The following window appears. Present the keys to the encoder, the CSN (card serial number) and type
are added fo the list.

Import credentials for Company two Master access

[By Door Access profiles

+Add an access profile | Add o user | frAdd a contractor

24 entries found

Access profile name A Nb_ of doors Nb. of users

Import by
Tyee @ encoding 2 O events 2 O fils (xs) 2
Device number Type Information
RB05742324E4704 Proximity foken 1356
1&05742824&3204 Proximity token 1356
1{50574282243?04 Proximity token 1356

Options for import

Createas () Confractors (@) Users [automatic creatfion)
Select if the keys must be added as “Contractors” or “Users” then press Save.
The software automatically names the users user 0001, user 0002, etc

4.14 Importation through the events
Present the keys to a reader of the site. Those keys appear as Unknown credential in the live events. See

2020-04-09 08:52:43 Access donied (unknown credential] Lecteur 0002 A B0574232534304
20200409 08:52:41 Access denied (unknown credential) Lecteur 0002 Q6057423216104
2020-04-09 08:52:40 Access denied (unknown credential) Lecteur 0002 D B0574232335504

an access profile, click on Automatic creation push button then choose Events.
ipassan Manager A e |

ﬁ @ Users & Access Profiles
Automatic creation

B, Door Access profiles

FLYE

5- [, Door Access profiles ~

[l Back door

[l colier rose

[l MArcn 1213 14
[l Master access
[l Mon profil 01

Filter by date and or reader then click Display. The unknown keys appear.

+Add an cecess profile | bAdd o user | +Add a contractor

24 entries found

Access profile name A Nb_ of doors Nb. of users

Back door 1 Door ¢}

Disclaimer: Whilst every effort has been made to ensure accuracy in the representation of this product, neither FDI nor its employees, shall be
liable under any circumstances to any party in respect of decisions or actions they may make as a result of using this information. In accordance
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Import credentials for Master access

Import by
Type O encoding @ @ events 2 O file (xis) 2
Fiter  [] Dates [] Elements
Device number Toe[Mioer ] Date Information
0574232335904 Mifars+ 20200409 08:52:40
3057423214104 Mifare+ 20200409 08:52:41
80574232534304 Mifare+ 20200409 08:52:43
Options for import
Createas () Contractors @ Users foutomatic creation)
Doorlzone access Master acoess -

[ voicore | coneal]
Select if the keys must be added as “Contractors” or “Users” then press Save.
The software automatically names the users user 0001, user 0002, etc
5  Supervision

By clicking on the screen icon on the left hand side you can have a view on the events and on the status
of the network (controllers, connected expanders with the version of the firmware).

= .
'mssan MG nager FDI Matelec
\ rea
" Sp e i | | 40 W B Message
I [E) Events
£ 13 @ Visualisafion @®Download & Global settings % Setfings
A >Filters
£l Event database Resitimitedio o
Date / Hour Event HBement Information Device number Prio.
\
2017-05-22 17:02:32 End of active condifion Cdt-5aisie code clavier P. perso - - 5
= 2017-05-22 17:02:32 Condition is acfive Cdt-Saisie code clavier P. perso - - 5
% 2017-05-22 17:02:32 Access by single credential Porte personnel atelier ® 2485 5
Codes claviers
13’![1' 2017-05-22 16:46:40 Access granted (push button) Porte visiteur - - 5

Several fools give you the opportunity to have a view of the sites:

e The events window gives you a view on the live events. All the new events will appear on the
screen

o The network status will show you if the controllers and expanders are connected and their
firmware version

e With the manual commands, you can activate the relays of the doors/floors/outputs from a
customizable table

e The reporting can be used to export in an Excel file the list of credentials, users, events...

o The zone tab shows you the list of users on a zone

e Message shows you only the events which you set a specific appearance. In general, the events
are alert such as “door forced” ...

m

Disclaimer: Whilst every effort has been made to ensure accuracy in the representation of this product, neither FDI nor its employees, shall be
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5.5.3 Events

Each controller can manage 20000 events which will be sent to the server in real time if you have a
communication between server < controllers.

5.5.3.2 Visualization

Each kind of events has priority number from 11to 9 in order to set what kind of events you want to see
or only the most important. The event “door forced” has the priority number 8 when the event “door
open” has the number 2.

With a level priority of 5 the event “door open” will not be displayed.

You can also add a filter on how to display: by kind of events, by element (door, floor...) or depending
of the event (only access refused for instance)

[E) Evenis
®Visualsafion | ®Download  %Global seffings  ®Seffings
Filiers
Filter by [Cpates [Cpriority [ Event family [ Event
[T1ype of elements [ Hements [ Seriainum [ user
Acfivate the ive events
Event database Resulthmitedfo 55 L

Date / Hour Event Element Information Device numi ber Prio.
2017-05-22 17:02:32 End of active condition Cdt-Saisic code clavier P. perso = = 5

2017-05-22 17:02:32 Condifion is active: Cdit-Saisie code clavier P. perso = = 5

5.5.3.3 Download

Each controller stores 20000 events off-line. When the network is connected to the server, only the last
events are transferred to the server.

By clicking on “download”, you can search in the controller the missing events.

You can also set the filter described above for the downloading.

5.5.3.4 Global settings

You can set which events, by priority, you want o store in the controller and which events will be
displayed on the screen.

@ Events
*Visuglisafion ®Download 2Clobal settings 5etfings
Priority level
Event sent automatically 5 Normal -
Event saved in controller 5 Normal -
Saving duration 90 Days

5.5.3.5 Settings
You can choose a priority and a specific color which will depend on the event.
Then, the events will be displayed with you the colors or priority you choose.

Disclaimer: Whilst every effort has been made to ensure accuracy in the representation of this product, neither FDI nor its employees, shall be
liable under any circumstances to any party in respect of decisions or actions they may make as a result of using this information. In accordance

with the FDI policy of enhanced development, design and specifications are subject to change without notice.

83

OPMENT FRIENDLY DEVELOPMENT FRIENDLY DEVELOPMENT 1  & INNOVATION INNOVATION INNOVATION INNOVATION INNOVATION INN(



o
— Friendly
Development

URMET/GROUP | & Innovation

5.5.4 Network status
A window will show you the network status (connected or disconnected), their firmware version and the
associated expanders of each controller.

@

5 Network status

Name Status Version Last connexion
-] &FDI #Connected

© ELeft controller «/Connected V1010 10/05/2017 2017-05-22 17:44:09

© TERight controller «/Connected V1010 10/05/2017 2017-05-22 17:44:09

5.5.5 Manual commands

With the manual commands you can lock/unlock a door, output, floor via the software. These commands
can be permanent or non-permanent. It is possible to open a door fo a visitor or unlock a floor until the
software automatically secure it.

You can personalize the view of the software to make the using easier:

@

& Manual commands

All peripherals | My doors n

BYEIL] = | ©Rofresh stofus QR @ Dokle

Door 0001 Door 0002 Door 0002 Door 0004

Status: ? Status: ? Status: 7 Status: 2

5.5.6 Report
The report function is used to create reports on events, users, doors, floors...
It creates et report on an Excel sheet which can be launched manually or via an automatic task or with a
specific event.
5 reports are directly set in the software:
o List of users: List of users and their credentials.
e Access permissions to doors: List of authorized doors per access (with time profiles).
e Access permission to floors: List of authorized floors per access (with time profiles).
o User form: User information, list of credentials and their access permissions
e Event export: List of the site events (see the 2" screen shot below)
e Zone (if you use programed zones in the site functionality): export the list of the users who are on

a zone
oo
FEH Reporting
M@ Report by default
Name Descaption Selection Actions

List of users. List of users and their credentials Access profiles, User group, Architesture:

Access permissions to doors List of authorised doors per access [with time profiles) Door occess

Access permission fo flocrs List of authorised floors per aceess [with fime profiles) Floor aceess

User form User fion, list of credentials and their access b fons. User

Event export List of the site events Event

® 2 B B # 8

Who isin the zone List of all people present in zone Tone

Example of the filters for an event report
Disclaimer: Whilst every effort has been made to ensure accuracy in the representation of this product, neither FDI nor its employees, shall be
liable under any circumstances to any party in respect of decisions or actions they may make as a result of using this information. In accordance
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Report 0002 - Filters

Fitter by Dates D ricrity [ Event family Devent
[Tl Type of elements [ Blements [T serialnum [T user
Dafes Yesterday

=

Personalize the report

The software gives you the opportunity to create a personalize report. For example, when you want fo
receive every morning the people on site. In that case, we create a report to see only the people on site
(who enter the site via the main entrance), then we create an automatic task which will send you the
report every morning.

Example of a list of users which enter the site via the « visitor entrance » the day of the report.

Report 0002 - General information
Report name * Lest day main door
Roporttype * | Event B

Descripfion Auihorissd elents of the main door for ihe praviews day

[ Goncel | v |
Select the filters. In the screen shot below: by date (today), by events types (access granted) and the
« visitor entrance » only.

Report 0002 - Filters

Filter by Dates [T Priosity Event family [ Event
[[1ype of elements Elements [T seriainum [[user
Dates Yesterday B
Event family EAccessgranted =
Hements Mooor 0001 >

E3 =
Select what you want to see in the Excel file in the last step.

Report 0002 - Columns to display

Columns  [pate x
Event x

Priority ®

m

Add one column v

Elernent
Info 1

[ o ] concel |

NOTE: the report is dated at today. You can change it for foday, yesterday, last week...
5.5.7 People on zone
When you have created a zone in your site, by clicking on the tab « zone » the users in the zone.
3 buttons on right hand side propose you to:

e Edit the zone (pencil)

e See the details of the zone (function only available if you use the counting by company,

profiles or users)

Disclaimer: Whilst every effort has been made to ensure accuracy in the representation of this product, neither FDI nor its employees, shall be
liable under any circumstances to any party in respect of decisions or actions they may make as a result of using this information. In accordance
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e People on site (tab representing an eye) with the possibility to export this list
e Reset manually the zone

i3 Ione

[V Refresh zones every 5 seconds Look fer people in the zones ﬂ

Zone name 7 APB Counfing Waming. Alarm Number of users
Zone 0001 v v 5 25 2+0 (BP) A=

6  Booking management (V3)

Software manages assets (or premises) to be booked too.

Asset could be a BBQ area, a meeting room, tennis court or a visitor car park for example.
Numerous advanced parameters are available to define each asset's uses and limits in accordance with
users’ needs and managers' requirements:

- List of people authorized to book each asset, possibility to add visitors ...

- Quantity of people agreed simultaneously

- time slot and maximum booking time

- limits of booking per designed period (time and /or quantity)

- Possible programming action attached to booking time (at arrival, end of time ...)

Automatic validation or manager agreement required, booking status evolution can be check through
user’s interface (resident portal) and by every selected "booking managers”

A- To manage the asset booking, software operator must be authorized.
Automatic for administrator, it must be ticked for the other types of software operators.
In “software operators” menu, add this right to concerned operators

Disclaimer: Whilst every effort has been made to ensure accuracy in the representation of this product, neither FDI nor its employees, shall be
liable under any circumstances to any party in respect of decisions or actions they may make as a result of using this information. In accordance

with the FDI policy of enhanced development, design and specifications are subject to change without notice.
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‘ 11 Software operator a3 Security agent
e o Em #Add an operator | eNew
n :
E=" 5. g4 Operators and Operafor groups
n - Rights of the group
= L a0 ttaler View Edit Add Delete
ﬂ I Function/Sub-function a a a m}
S~ 228 Security agent s General (m] [m] (m] O
E I $ BROWN Etion Passes [m] o o a
ﬂ"f?/‘ B @PLAVA RESIDENCE_Booking Software access o o o o
2 B roth _Book&Visit
@G © CompamyBoctE et % Equipment & Seltings a (m] a [m]
o [ s8¢ Company manager
& & f@Bocking premises access Sita a [m] [m] O
[ sy Special users Network a [m] (] [m]
N
& (DTime profiles Controller o o [m] o
Intercom (m) [m] [m] (m)
— Architecture
n Zone
o Reflex
Lift
I Facilifies /assets booking [m] (m) l
Custom Tields
Documents

B- “Facility booking management” needs to be ticked in the optional site features to add it in
“Equipment and settings” menu.

v& Features

00 BB vee site architecture @ [I Use door switch 2

g {:E Use zones D O Qk Use integrated door stations 0}

M Z_E Use reflexes (O] a [ﬁl Lift menagement O]

O @ Use multi-companies ) g Q Remote controls advanced management 1o}
o ts D D) B sie code / Facilty code ©

@Fcciliw booking management 2 Visitor management 2

t E ccv @ @Residenf portal o

M sae People group management O] M ll personal exira access management D

M Custom fileds @ Document management 2

o @ BLE occess 2

Even if you can create and define the assets, fo use booking function you need to activate the booking
module
C- activate a “booking module” ref : xx-050-097 in “Equipment and setting/controllers/Activate
third party module”
Module activation list in progress show up in controllers’ page:

Modules Booking management (0)
Login : 2ECT8EBABABBECF5388A

6.7 Create asset(s)

In “Equipment & settings” click on “Assets” menu, and “Add an asset” . The second screen capture
shows the settings and parameters list available to define your asset.

Disclaimer: Whilst every effort has been made to ensure accuracy in the representation of this product, neither FDI nor its employees, shall be
liable under any circumstances to any party in respect of decisions or actions they may make as a result of using this information. In accordance
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m

Sl D 0 Site - Demo 6 - Resa
m

ol

@Cam panies

& HEI-'H Networks

B Controllers

@ Expanders
vcf Outputs
—wInputs

197 Reflexes

M Badmington/Squash

- @D\'sﬂbled access car park
Qflns'\de car park

mParh/ hall-Meeting room
E] 5 @Time profiles

X save =hew

Name *
Type
Display D
Asset access behavior (2

Manage Persons visited

Door/zone access

Floor access

Pre authorisation 1o the doors 2
Time profiles
Location
>EAdvanced setting
> Users

>Mail sending

> snActions

>#' Instruction

E Assets
-
+Add an asset [EEBooking management

O

A Name

= Inside car park

L] Party hall-Meeting room
EN Badmington/Squash
Disabled access car park

a Badmington/Squash

Asset booking

Planning view

Free access after a planner comes in

Include persons

[ Include groups of persons

| squash .|

| None -
0 < min
10Am to BPM

Pl i |

Click on “Add an asset to
start a new asset definition

Every asset's parameter and
definition will be set or
adjusted in the following
“multi tabs form”

v £ B

Disclaimer: Whilst every effort has been made to ensure accuracy in the representation of this product, neither FDI nor its employees, shall be
liable under any circumstances to any party in respect of decisions or actions they may make as a result of using this information. In accordance
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6.7.3 General asset definition and settings
Name :

Name * a Badmington,/Squash E

You must give a significant name to your asset. To improve its symbolic view for users in planning you
can add an icon and select a specific font chart (background & character colour, bold and/or italic)
Type :

Type define "authorized public” in booking possibility : 1 of the 3 different types can be selected

Type Asset booking . o L .
- Only users registered in site user’s list can be authorized
o Asset booking - Asset designed to be booked for visitor(s) (visitor car park ...)
B Visitor car spot booking - Both types possible (users & visitors : Tennis court, ...)
o) Mixed booking

- Each questionmark (%) shows up a message to give an extended description of associated
words

Display :

Week view

Usual weekly display : single asset display with availability graduation from

s green (fully available), orange (partially available) to red (fully booked)

HRRTHTR s ee i
i H"H?l"llll"llll! NN

ttith niiintad et ] A

New Calendar display : able to display simultaneously several assets with

existing booking short description

st Asset access behavior :
Not available for “visitor car spot booking” this selection offer fo customize each asset access during

booking time if needed to prevent damages or for security (on your own needs)
Access with credential : Valid user’s key is needed to grant access

Free access : Designed door(s) will keep open during select time range
Free access after planner comes in :  Same way but in addition a selected “manager” must primary get

into the asset to authorized door to keep open
Access with credential after planner : Same way the first selection but in addition a selected__comes in

“manager” must primary get into the asset fo valid users key

Disclaimer: Whilst every effort has been made to ensure accuracy in the representation of this product, neither FDI nor its employees, shall be
liable under any circumstances to any party in respect of decisions or actions they may make as a result of using this information. In accordance

with the FDI policy of enhanced development, design and specifications are subject to change without notice.

89

OPMENT FRIENDLY DEVELOPMENT ; FRIENDLY DEVELOPMENT  § INNOVATION | INNOVATION INNOVATION INNOVATION INNOVATION INN(




FDI | & ok,

URMET GROUP Innovation ‘

Single user or a group of people (sport association, social group, ...) or a company can be integrated in
users list able to book this asset if selected in this sefting.

Manage Persons visited :

If you want to manage booking for “groups” or “companies” you must primarily add those selections in
your site’s features.
Limitation in “advanced settings / Limitation periods” (quantity or total time / period) can be applied

on group or company too

Door/zone and Floor access :

A specific access profile including every door/reader, levels to access the asset must be define and set
in this field. Users will receive it during booking time

Pre authorization to the doors :

Adjustable time users can anticipate access before booking time

Time profile !

Asset booking can be limited on a scheduling time define in a time profile

6.7.4 Advanced settings

Following parameters give an accurate definition of access rules of the asset
Time slot :
Minimum time for booking. Booking time is a multiple of this time . from 15 min to a day

Maximum booking time :

Define the maximum booking time in minutes quantity. From 11o 65 000 minutes, O= unlimited

Allow only one booking per time slot :

When ticked this select box, even if “max number of people” isn't reached, no other booking allowed to
privatise the asset for example

When group or company are selected in “manage Persons visited” this box is forced to ON
O
A\

Maximum number of people: Available limit of people in the asset at the same time

Max. number of people per booking : Available limit per booking

Max. number of applicants per time slot : In addition to previous parameter, to prevent “multi-booking
user”, the manager can define a limit on “fotal quantity of people booked by a single user”
Authorized recurring booking :

Opportunity to book an asset for recurring date and time If not, single booking only

Linked assets :

A preset association of assets with “same type and mode” can be selected to automatically generate
booking for linked assets even if each asset can be booked separately:

A “basket hall” and “main changing room” are linked in a gym but “main changing room” can be
booked independently with Dojo for example

Disclaimer: Whilst every effort has been made to ensure accuracy in the representation of this product, neither FDI nor its employees, shall be
liable under any circumstances to any party in respect of decisions or actions they may make as a result of using this information. In accordance

with the FDI policy of enhanced development, design and specifications are subject to change without notice.

90

OPMENT FRIENDLY DEVELOPMENT FRIENDLY DEVELOPMENT & INNOVATION INNOVATION INNOVATION INNOVATION INNOVATION INN(



FDI | & ok,

URMET|GROUP Innovation

6.7.4.2 Limitations period

In order fo automatically manage booking quantity and/or duration on a period, software needs to

define period and its starting point.(for week, month or year)

Period can be defined in weeks, month or year quantity

Week can start on any day of the week, month any day in a month, Year any day in a year fo customized
to users or manager needs.

Limitation by User name b
Ueer name “Limitation by “: This limitation will be applied on the selected
Limitation o . . .
Operator group category available in this asset
Company " Now you set a period, you can adjust user’s “quantity and/or

duration limit” to book this asset in the next selection box
In automatic (or manual) archive task, “purge after archiving / visits and reservation” parameter must
be in accordance with “limitation period” to don't purge information needed in limitation
management

6.7.4.3 Visitor management
“Visitor car spot booking” and “mixed booking” asset type require to define visitor's credential type

available
g Visitor

Type % %o Plate number | | x H Access code +

Auto generation of keypad codes &
@RCodes
Auto-generation option for keypad or QR code can be selected
6.7.4.4 Users
Software can automatically approve and valid booking requests according to asset settings and already
registered booking.
Need to be approved : requires in addition, validation by a designated manager in the following list :
- Software operator with asset booking authorization on this site
- Users authorized to book (manage) this asset

Users offer to open the “authorized list of users” and assign other users (helpful wizard support)
Add extra users to portal offer (or not) possibility o add other users name in booking form to fill

6.7.4.5 Email sending

To inform users about booking status (pending, validated, rejected) and confirm each date and time
which asset is booked, an emailing can be set to every concerned people

Disclaimer: Whilst every effort has been made to ensure accuracy in the representation of this product, neither FDI nor its employees, shall be
liable under any circumstances to any party in respect of decisions or actions they may make as a result of using this information. In accordance
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iXiMail sending

Sending management emails. 2}

Email footer 2 Custom w
SMTP By default v £+
Email footer Paragraph B 7 A " EE=EEEE L2 B

I
~

Proximity car park access

manage by

— Friendly

Development
B o InnAvatinn bt
P

POWERED BY TINYMCE

This standard information can be customized adding an “Email footer” selected in :
- Site settings
- Company settings
- Customized here in the asset settings

SMTP used for this emailing can be the selected one or by default (iPassan sever one)

6.7.5 Actions

lpassan manages automatic actions when booking time start, stop, when users are granted or x minutes
before the beginning or end of the time slot.

Those actions are process which need to be previously created. An example of process could be an
activation of a relay which will turn on/off the lights.

wanActions

Double swipes End of access
[[] Launch a process

Arrival of a planner x & squash heating ON .

Start of the time slot x 8 squash lightning ON .

End of the time slot +

X minutes before the fime min +

X minutes before the end fime 10 min x i7 squash-End Alarm +
X minutes after the end fime 0 min x i squash heating ON | [ x @ squash lightning ON +

Double swipes: when the applicant present his key or code to the asset reader, door opens. Of course,
this user must be authorized at this date and time.

When swiping twice in 3 secs, the controller can stop the current booking validity and/or launch a
process. This process could be the activation of relays fo turn on a heating / air cooling system for
example.

Arrival of a planner: According fo the “asset access behavior” selection, if a planner is programed then
this event can trigger selected process|(es)

Start of the time slot: one or more processes could be launched at the beginning of the booking
period.

Disclaimer: Whilst every effort has been made to ensure accuracy in the representation of this product, neither FDI nor its employees, shall be
liable under any circumstances to any party in respect of decisions or actions they may make as a result of using this information. In accordance
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End of the time slot: One or more processes could be launched at the end of the time slot. The light or
air cooling turns off for example. Ipassan output cards provides dry contacts.

X minutes before the time: one or more processes could be launched. They have to be created first
through Materials and settings / Reflexes. The air cooling can automatically start before the persons
come in.

X minutes before the end time: through processes, it is possible to decrease the level of the light so
inform the users that the booking time is almost finished.

X minutes after the end time: one or more processes may turn off the heating system or air cooling,
lights, etc

6.7.6 Instruction

It is possible to post some instructions the residents will read before their booking request.

wf stuction

Faragrapn B J7Fa B-EE=ZE=ZZ=ET

s e R st Instruction are included into emailing

POVERET T4 THYUTE

As previously described, only the authorized user could book the assets. Those users are added through
“Equipment & Settings / Asset management” or could be added from “User & access profiles”. From an
existing access profile, select the asset tab then click add an asset. Select one or more then click Save to

offer access to every associated user.

iFl.SSﬂﬂ Manager @ ) AL site [T - k&g

ﬁ @ Users & Access Profiles [B, Block A fenants
an E <] #Add @ user || Add.. ~ || +add [N
d I B, Deor Access prafies
Name *  Block A fenanfs
By Bureoux castel
AL - [I, Most e
5] [l loster access Vitor acess profie © O
- [a Profil visiteur
e By, Frofil visteur BE BDooss 8 Holidays/maintenance periods ™ Cenfracter L Users | 3 Assels
B, scte aniou
A% [l Salle Aquitaine: Authorised assets on the resident portal (2 & Tennis court x
- [ﬁ Selle sport
2, (B, Tennis court
B, Vsiteur Production
Q [l Visiteur SAT
= famackmenum:
L Users without access profils Adid on osset

A second option is available in “Users & access profiles”. This time, the users are sorted by asset.
Select Asset booking node then choose one. The list of the authorized users appears on the right part of
the window. Click “Add users” to add some tfo the asset (see second screen capture).

Disclaimer: Whilst every effort has been made to ensure accuracy in the representation of this product, neither FDI nor its employees, shall be
liable under any circumstances to any party in respect of decisions or actions they may make as a result of using this information. In accordance
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ipassan Manager @

ﬁ @\ Users & Access Profiles

@_ Tennis court

AL site

Castel Saumur M <

= B E S| +Add users
;:{E, |ler AesEEEim
Name First name & Type Nb. of ¢
1User§ without occess profile
E gsion TAXI 2 Resident 1
& W Contractors HERRERA 020108 Resident 1
= EMsei beoking
Yokis ciout e 26 0214 260216 Resident 5
: Anjou mesfing room
A . COMPTASILITE CLE SUP ACCEO Resident 2
Aquitaine meeting room
& Fiiness room GRIFFON BERMADETTE ACCEO Resident 1
Foris ageney red office
RETAILLEAU ACCEO Resident 1
[Poris agency vellow office
= bt 2nd floor VALLEE JEAN CHRISTGPHE ACCEO 0201 05 Resident 1
jnERorelceln=stnoroom Becuireton Adeline Resident 1
+ %8 Tennis court
- Alexandre Alexandre Resident 1
E\t.snor car park
& (©Time profis Yokis Production001 Alexandre Resident 1

Users who have acces to booking through the visitor portal

>0 2 user name

+ 1 & Access profiles

Doorfzone access BBlock A tenants x

> 0 = Operator group
6.9 Add a booking request

According fo your organization and asset parameters :
- Admin and designed managers can generate booking from software login
- Users can generate booking from resident portal access
- Both with their own login.

On software managers side from “Monitoring/Asset booking” menu every assets are sorted by display
selection : Week view.

,_Fl_ 8] Demo 6 - Resa

% Facilities / assets booking

B8 All bookings / sdarch

Disabled access car park

= Week view | B Planning view

Disabled access car park
QT Inside car park

TNew booking | @Users | JrAdd users

« W29 W30 W3l W32 W33 » From Monday 2022-08-01 to Sunday 2022-08-07

2h 3h 4h 5h 6h 7h 8h 9h 10h 11h 12h 13h 14h 15h

or Planning view

Disclaimer: Whilst every effort has been made to ensure accuracy in the representation of this product, neither FDI nor its employees, shall be
liable under any circumstances to any party in respect of decisions or actions they may make as a result of using this information. In accordance
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3 Merul commands ﬁFamlhieg/aﬁwﬂmmg

Facilities / assets booking

E Weekview | B3 Planningview B3 All bookings / search

A S kg .
DAY MONTH | YEAR | UNIT ‘ < TODAY >
1 Aug 2022 - 7 Aug 2022
Mon, August 1 Tue, August 2 Wed, August 3 Thu, August 4 Fri, August 5 Sat, August 6 Sun, August 7
14:00
© 14:30 © 14:30- 16:00

B Meeti B Meetingvideo

# curm o BROWN Efton,
©15:00-17:00
1500 Maﬁmg—wdm

16:00
O16:15-16:45 v
# Badmington/Sauash
® Tanant 01 m Snrisl hancing

Begin : 2022-08-03 16:15
End : 2022-08-03 1645
& Badmington/Squash

e P
Those 2 displays offer the same features and possibilities but on a different frame
On resident portal access, display is simplified and reduced to connected user’s information

Grothe company

©17:00 - 18:00
& Badmington/Squash
2 Tenant 01, & User Block 801

17:00

h:4
in:sn - 18:00 i

18:00

E Facilities / assets booking it
ﬂ =1
Disablod sccoss v
sk
Planving view
aQ L]
Badmingion/Squesh

6.9.3 Booking request from software operator interface

From « Monitoring/assets » menu software operator can generate, monitor and valid past and current
bookings.

To register an asset booking request, a booking form must be filled

6.9.3.2 Booking form in “week view”,
1- select an asset “dashboard” to monitor in left column asset list
2- select which week to displayin: « wee wawo W32 | W33 » | rrom Mandey 20220801 o Sundey 20220807

Green slot:  no booking request or validated, fully available

Red slot: asset not available : Fully booked or out of time range

Orange slot:  asset partially available. A booking request is in progress or validated but a new booking
can be done in this time slot.(Example: Max people=20, booking in progress for 10 so

10 more people can book)

Disclaimer: Whilst every effort has been made to ensure accuracy in the representation of this product, neither FDI nor its employees, shall be
liable under any circumstances to any party in respect of decisions or actions they may make as a result of using this information. In accordance

with the FDI policy of enhanced development, design and specifications are subject to change without notice.
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I « W29 W30 W31 W32 w33 % From Monday 2022-08-01 fo Sunday 2022-08-07

Oh 1h 2h 3h 4h 5h  6h 7h  8h  9h  10h

121 Instruetion

1 Week bookings

Th 12h 13k

Begin End Frequency  Asset User
2022-08-03 12:00:00 20220803 14:30:00 - B Disabled access car park 2 Tenant_01
2022-08-03 13:00:00 20220803 14:30:00 2 Tenant_01
k M N “” / N N 7”7
6.9.3.3 Booking form in “Planning view”,
@ Facilities / assets booking
X Weekview B Planning view B8 All bookings / search
Assots '« B Mesingyideo J )
‘ DAY m MONTH | YEAR | UNIT ‘
1 Aug 2022 - 7 Aug 2022
Mon, August 1 Tue, August 2 Wed, August 3 Thu, August 4 Fri, August 5
11:00
12:00
13:00
14:00
©14:30- 15:00 ©14:30 - 16:00
B Meeting-video B Meeting-video
SMITH Inbn & BROWN Eiton,
R
15:00 club members
= Comy Spord
Ry
16:00

1ah  15h _16h 17k

Visitor Status Approved by  Date Actions | &
2 Becker Boris o vxwn /0
2 Callas Maria o v xwn /0
B ~ T s
< TODAY
Sat, August 6 Sun, August 7

Disclaimer: Whilst every effort has been made to ensure accuracy in the representation of this product, neither FDI nor its employees, shall be
liable under any circumstances to any party in respect of decisions or actions they may make as a result of using this information. In accordance

with the FDI policy of enhanced development, design and specifications are subject to change without notice.
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Every asset sorted in “planning view” can be displayed simultaneously in the same view

Calendar definition can be adjusted to day, week, month or year and “today” tag on the right always

centralized back information on “today” (today’s week, ...)

@ share

offer to generate an Url to “display only” scheduling of selection in progress.

Data are regularly updated

No need fo connect on software but use this Url for public address monitoring.

Whatever the selected type of view, to open a new booking form to fill, click on “New booking” or

straight in desired time slot : following tab is open

A

New booking
BDisabiad access car park
iafinside car park
Assets lnked
User
Frequency
Begin
A Visitar
O Add 2 new visitor
@ Tha visitar is bean

Visilor

Timaalol 30 min

Max number of peaple

Max number of applicants per fime shat

@® Single boaking

20220804 15:00:00

Callas Maris

End

Max booking fime  Unlimited

Max number of user per bocking 1

[+ i S
- |

A- On the top, a tab to sum-up asset’s limit in people quantity and time (gentle reminder)

B-

Assets linked - offer to book in one shot the selected list of assets

Only assets configured with the same “type” and “access behavior” can be linked

Users: Whatever the asset type, user(s) as to be set to valid a booking (who is booking for ?)

Nb of users: this counter will display selected people quantity to don't exceed asset’s limit and inform if

other booking is possible on the same time slot

A Except

Allow only one booking per time slot

if is set in advanced settings

Planner : If planner is defined in access behavior, the field to define who is added

Frequency : If “recurring booking” option is set in asset's parameter, then you must specify if it's single

or recurring booking to open the required optional tab bellow:

® Recurring booking

Weekly

[ —

Days [ Monday [] Tuesday [] Wednesday []Thursday [ Friday [] Saturday [ Sunday

Hours

06:15 1o 06:45

Begin 2022-08-05

End

Disclaimer: Whilst every effort has been made to ensure accuracy in the representation of this product, neither FDI nor its employees, shall be

liable under any circumstances to any party in respect of decisions or actions they may make as a result of using this information. In accordance

with the FDI policy of enhanced development, design and specifications are subject to change without notice.
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Recurrency is weekly, so you can select :
‘Weekly Every week -
D | Every sk by 3 sy (] Py (3 Sty 3 S Week frequency, day(s) in a week date
Even wecks and time from the beginning to the end
Hours Odd weeks

N of the week in the month
Begin EULEuOUD

For “single booking”, only date and time
are required to set in Begin/End fields
2, When booking is validated, users and visitors credential receive “asset's access profile” rights
for booking time range define in booking form

C- Asset including “visitor” (Visitor car spot or Mixt) need to specify which visitor(s) is waited and
requested information if emailing is set

Automatically open in “visitor car spot” type, you need to open this visitor's tab for mixt type
Click on to add requested information or select “visitor has been here” to show-up

list of previous assets visitors. If emailing is selected, visitor email address will be used to transfer
information required:

Hello Maria Callas,

User will receive confirmation and validation email, his visitor only
when validation is done

You have been invited

Avisithas been schedulsd at Tenant_01 on 2022.08.04 16:00:00.  EVEry registered information about asset, data/time and credential will

Asset Inside car park

Asset Ineide car park be report in a customizable email

Date 2022-08-04 16:00:00 -> 2022-08-04 17:00:00
Maria Callas

Visitor Access code : 9630

D- Additional information

«#* Additional information

Object Sport season end

Description Meeting for 2022 season sport and finangial resul
Game with your sport shoss and yor smile

o Visit status

Saius  + Approved applicafion

A
[ sme ot g | 5o | cie |
Object and description in the bottom of “booking form” Additional information field are designed for
user’s communication.
Object is displayed in planning available for all but not description
Object and description are in email sent to manager (if emailing selected for the asset)

Visit status display the current validation status and offer to software operator to valid it straight away
before registering

6.9.3.4 Registering and booking request sending: m

Disclaimer: Whilst every effort has been made to ensure accuracy in the representation of this product, neither FDI nor its employees, shall be
liable under any circumstances to any party in respect of decisions or actions they may make as a result of using this information. In accordance

with the FDI policy of enhanced development, design and specifications are subject to change without notice.
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In the bottom, “save” will submit to manager to valid it and trigger emailing and registration (according
to asset settings)

is a way to temporary save a first booking request and keep all selections in order to just
modify requested field to duplicate it another day, another time or for other people ...
When last duplication is done, click on “save” to complete those registration
m trigger booking request registration and validation procedure

If the request is acceptable then software will validate it and return following message

Information

o Booking is registered

No “need to be approved selection”

n Or will register it to submit it to designed managers in

charge to valid or reject it and will show-up:
Information

o Booking is registered but need to be approved by the building manager.

ﬂ Every software operator in charge will receive a
message with editing and validation fools

6.9.3.5 Software operator messages for booking requests

Count: & . . . e "
U:re:d . © every pending booking are stored and listed in “message tab

Unackno. :6

0 0- - . m . ” . " n M
X available from “Monitor/message” menu or via “message” tab pending

B4 Message
»Fibers
& enilvies foursd
Db / Hoar 7 Typa  Sita Mibwnek Tost RBand Acknowladgid Ry wham on Cammant Actions Z
70! B amsl Dasad M X Te é ¢ POPE0806 10 T I o X E D
12 Resa 001 B
2022OBLE @ cmail Dewa b Natwark Disabled access car park @ & Tanant 08 : 20220804 12:00.00 = 20220804 &« FOI Mateloz. 20220808 1 ¥ K OE Q|
12:02:58 Resa a1 20:30:00 Supacrt 10:47:02 chacked m
IOITOBLE B emsl Dasas-  Metwark ark © & Tanant 03 | P0PR0504 1530:00 = J0IFORDE o K v X E Qv
Resa 2001 i 1‘,
@ cmal Dewa Natwark & Tanant 02 : 22POB0S5 04:30:00 = 20220805 K X ¥ X E Q|4 Ccrions
Resa 2001 = f' | d ff
20220803 @ cmail Demod Netwark : &5 Tenant_01 : 20220803 13:00:00 = 20220800 < X% L B v Ie O er
12:01:39 Resa coo1 m |
202208L3 @ cmal Dewads Natwark Lo Tanant 01 : 20220803 1200000 » 2022001 X X ¥ X E Q|4 1‘00 S 1‘0
105734 Resa 001 n I'd

“deletion”, “read” or “acknowledged” several booking requests in one shot

“io valid or * 1o reject.”booking request”

Disclaimer: Whilst every effort has been made to ensure accuracy in the representation of this product, neither FDI nor its employees, shall be
liable under any circumstances to any party in respect of decisions or actions they may make as a result of using this information. In accordance

with the FDI policy of enhanced development, design and specifications are subject to change without notice.
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6.9.4 See all booking requests (past and upcoming)
In “Monitor/asset” menu in “All booking/Search” tab, every booking requests are stored and can be
filtered via “Search tab menu”

@ Facilities / assets booking

X Week view B Planning view B8 All bookings / search | [ICRNTSNEN

[ Al requesis
~Search .. :
Begin 20220805 11:00:00 = End 2022:08-06 00:00:00 =
User + Asset % R Badmington/Squash | | x & Inside car park +
Status 3 Pending Request
Pt e
22 entries found “ - 2
Begin V' End Frequency  Asset User Visitor Planner Status  Count Actions &
2022-08-10 15:30:00 2022-08-10 16:30:00 - #\Badmw’ngmn/squash 2 SMITH John X Tenant_01 s 2 x fﬂ
X Tenant_01
1 M ” M M
Use the “preset filters or customized your own in the 5
selection boxes to display the desired selection of asset
booking requests
6.9.5 Check and confirm booking requests (all assets)
In booking request list :
Status show show-up the current status :
v X Approved, for % Rejected and for pendi
or roved, for =/ Rejected and for pending request.

v % #[] Action tools for manager :
_, o valid and confirm booking request
b4 : fo reject and confirm

# 1o edit booking request to see details and read “Additional information” and/or “Add an

“Administrator information” in booking form
displays all bookings of all assets. A way fo sort booking per asset is explained below.
Booking where the v is displayed are not yet confirmed. Click on this button to confirm the booking or

click on the red cross to refuse it.

6.9.6 Purge old booking and visitors
1- In order to maintain a safe and dynamic database, it is important to just keep in database latest

and current booking and visitors

offer to select the last booking to keep in database.

Purge visits
’ Select “the latest booking to keep”. Example: Older than 30 days will be purged

Keepthe 30 last days

Purge must be set in accordance with “limitation period” (if this setting is used)
Example: Tennis club limit at 10h per month. Purge must keep 30 days for the less

Disclaimer: Whilst every effort has been made to ensure accuracy in the representation of this product, neither FDI nor its employees, shall be
liable under any circumstances to any party in respect of decisions or actions they may make as a result of using this information. In accordance

with the FDI policy of enhanced development, design and specifications are subject to change without notice.
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2- Manually in “Users & Acces profiles/ Visitors” menu you can select and modify one or several
visitors in one shot or delete them
MDelete every visitors  MPurge visitors without visits T g preset deletion

6.9.7 Booking request from user interface : resident portal
m Grothe company i f D

3 Facilities / assets booking it

Week view

With his login and password a user registered on a resident portal can connect on the installation to
monitor previous and generate new booking requests on every assets the manager set.

6.9.7.2 Resident portal Welcome page

Top right, permanent function: Home page, Help and disconnection

Feature available on the top left banner “Facilities/Asset booking” with asset(s) available list sorted by
"“view type”.

Click on the required asset icon to open “asset dash-board” with calendar and booking request list.

ﬂ Disabled access car park

=Now booking

4 -—------------“----__

Instruction

7 Week bookings

Bogin A& End Frequency Asset User Visitor Status Approved by Date Actions &
20220803 12:00-00 20220803 14.30-00 - B Disabled access car park & Tensnt_01 L Becker Boris. v L Support FDI Matelec 20220804 10:51.41 » /ﬂ
20220803 13:00:00 20220803 14:30:00 B Disabled access car park 2 Tenanr 01 & Callas Maria v & Support FDI Matolec 20220804 10:51:56 » In
(Dark slots are past and bright present and future)
Use “new booking” or or click on the required “date and time area” in calendar to open a
booking form to fill.

Only user’s information and selection are available from his resident portal.

Disclaimer: Whilst every effort has been made to ensure accuracy in the representation of this product, neither FDI nor its employees, shall be
liable under any circumstances to any party in respect of decisions or actions they may make as a result of using this information. In accordance

with the FDI policy of enhanced development, design and specifications are subject to change without notice.
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Booking request status is available in “week booking list” (week view) or in calendar (Planning view)

1 Aug 2022 - 7 Aug 2022

Details and attendees list are only available if
user (Tenant_O1)is part of booking

Otherwise, only date and time

IPassan Manager

Booking management e .
g g “Manager/Admin” in charge receive an

email to valid a booking request

Hello, a booking request has been done, please approve it.

Rset Party hall Mesting room Quick description ...
Site Demo 6 - Resa

Date 2022-08-10 17-45:00 -> 2022-08-10 18:45:00

Additional information

User Tenant_01 Tenant_02 Tenant_03

Don’t forget to approve the booking from the site.

Hello Tenant_01, Thereafter “Tenant_01" received a validation email.

If a visitor is included, he receives an email containing :

Your request is approved - his host names
- asset description
Asset Party hal-Maating room - Keypad code (Or QR code to use)

Site  Demo 6 - Resa
Date 2022-08-10 17:45:00 -» 2022-08-10 18:45:00

Scheduled date & time

Instruction: This email can be customized adding an email footer and

comments ...

You are responsable of the furnitures and premise integrity.

Every damage will be invoiced or substracted of your guaranty

7  Resident portal

lpassan managers offers a resident portal. This feature could be seen as a second login page fo the
software. This portal is web responsive which means it is designed to work on 7" screen for example.
The list of the available features are limited to the asset, booking and the visitor management.

The link is the following one when using lpassan.com.

http://residents-portal.ipassan.com/?login

Disclaimer: Whilst every effort has been made to ensure accuracy in the representation of this product, neither FDI nor its employees, shall be
liable under any circumstances to any party in respect of decisions or actions they may make as a result of using this information. In accordance

with the FDI policy of enhanced development, design and specifications are subject to change without notice.
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Resident portal g .o FoI

Not yet registered 2
© Create an account

Do you already have an account €

Your email

[] Remember me

| have lost my password

Language
Manage easily your facility bookings | 5ig English
Book a facility in a few clicks on you dedicated portal
— = 77 4 o ——— |
3 B T — y 1
i
/ |
\.l’umi_\\» — @

7.5 Create a user account

Two possibilities. Create the web account from the Ipassan manager user profile or provide an activation
code to the user so he will create the web account.

In the following screen capture (user), click on “Add a web access” then the second window appears.

2 U402

+Add a credential | Flimport credentials | B1Add o web access | drAdd [l NS

First name: irst name
Type Resident
Doorfzone access Resident rd FBrowse
[ Bookings
Authorized

Bookings ® Upcoming bookings | @ Al bookings

Two choices are offered

- Enter the login, e mail and password of the user
- Provide the activation number to the user

Disclaimer: Whilst every effort has been made to ensure accuracy in the representation of this product, neither FDI nor its employees, shall be
liable under any circumstances to any party in respect of decisions or actions they may make as a result of using this information. In accordance

with the FDI policy of enhanced development, design and specifications are subject to change without notice.
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Add aweb access

Group of operators & Facility booking

© 1 known teh e mail address of the resident.

Email *

Password *

Password confmation * | Password confimafion

[C] Ask to change the password next login.

2 The resident will register later.

Once this dialog box is ok, the resident will have to create a software access with the following actfivation code : BSSIPST

=3

Create a web access to many users in one shot
In the following view, select the user(s) you want to provide a web access then click on the “Add a web
access” push button (red circle)

Eﬂﬂ-

Name V7 First name Type Nb. of credentials Actions &
Auvinet Emmanuel s Resident 1 A £ ¢:|
Beneteau Herve v Resident 1 a7 ..j
Brosset Jean v Resident 1 ol s ..3
Cofonnec Benjomin 4 Resident 1 & ¢:|
Grimaud David g Resident 1 A -»:I
Guinaudeou Mathieu ' Resident 1 & £ ¢:|
Moreau Mathieu v Resident 1 a7 2
Richard Laurence ' Resident 1 o -tj
Roger Gaload 4 Resident 1 & ¢:|
ur401 v Resident 1 TPl @ |
U1402 v Resident 1 Pl |
U1403 v Resident 1 [LIPaR] T
U1404 v Resident 1 ol s ..3
1409 v Resident 1 TPl i |

Select the right type of account then press Ok.

Add aweb access

Group of operators £ Facility booking

B

The software provides an excel sheet with the right activation codes. Those activation codes have to be
provided fo the users so they can create their own account by themselves.

Disclaimer: Whilst every effort has been made to ensure accuracy in the representation of this product, neither FDI nor its employees, shall be
liable under any circumstances to any party in respect of decisions or actions they may make as a result of using this information. In accordance

with the FDI policy of enhanced development, design and specifications are subject to change without notice.
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1

2

3 |U1510 Access profiles 0002 Facility booking B3S1F74
1 |U150% Access profiles 0002 Facility booking B3S1P75
5 |U1508 Access profiles 0002 Facility booking BSS1F74
5 |U1507 Access profiles 0002 Facility booking BSS1P73
7 L1504 Arcass nenfilas 0007 Farnilitv honlkina RRS1R72

When the residents create their account, Ipassan manager is automatically updated (name, e mail, etc).
8  Visitor management

lpassan manager offers a visitor management feature. The building manager and/or the residents
themselves through the resident portal could manage their visitors.

It could be, as an example, a visitor car park in a condominium where residents must book a car spot for
the visitors.

When visitors are authorized in the system, they automatically receive access rights to the right doors
and floors. The credential could be a key, an access code or a car plate number for a vivitor car park.

8.5 Activation of the visitor management

The feature has to be ticked in the site setfting / features. See below.

v& Features

g pﬁq Use site architecture 2 ll Use door switch 2

g E:E Use zones 2 O QS Use integrated door stations (9]

M :";_Ev Use reflexes 2 O @ Lift management 0}

o @ Use multi-companies 2 o “ Remote controls advenced management 9]
d “ Mancgements of the emergency contacts ) ] C,r'l:l Site code / Facility code o

@ Facility booking management 0] | Visitor management D

OB cav @ 2 Resident portal 2

& a2 People group management 2 Il personcl exira access monagement 2
Customn fileds 2 Document management o

U E BLE access 2

A new choice appears in Equipment & Seftings.

B, Equipment & Settings g Visits
& s Visit management
& M Site : Castel Saumur
vaGeneral
. @Compumes
B Networks Activation of the visitor credenfials Manual, managed by the software operators
- [EJControllers
Woees Management of the visited users in the resident portal The resident is the only visited person
- [ Readers
[E3Expanders
+® Enable / disable the credential fypes (prox, fingerprint, etc)
S5 Cutputs
~-Inputs Q) Mitore+ [ §Q, Miore* remote conirol
hi'?e"e"eg Q) Proximity token 1356 O Q Remote control 1356 - 4 butions
Ffasset booking 1 .
@T‘mé — Q Proximity foken 125k ﬁ Remate control 125K - 2/4 buttons
- v @ Remote control 1354 - 2 buttons & Plate number
| Access code @ Other (hexa)
[ S Cther [decimal] S8 ok -code
5t

&b Default fislds

Lost name First name

Email [ Regisiration number
[ Address Post code

City [ Phone

[ Others...

&b Custom fields
[ Hebilitation électrique [ Seciété

[ test [ Permis de conduire automobile

Disclaimer: Whilst every effort has been made to ensure accuracy in the representation of this product, neither FDI nor its employees, shall be
liable under any circumstances to any party in respect of decisions or actions they may make as a result of using this information. In accordance
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Activation of the visitor credentials: The authorization could be automatically managed by the software.
So as soon as the visitor is authorized in the access control system, he received the access rights for the
scheduled period.

If this choice is set to “Manual, managed by the software operator”, then the credentials will be
authorized only when an operator of the software will confirm that the visit starts or is finished. This is the
case, for example, when a concierge or door keeper manages the access right of the visitor.

it could be also the case in a company.

Management of the visited users in the resident portal: Ipassan manager provides a resident portal
where tenants are able to manage their visitors. Two choices are offered, the resident manages visitor for
himself only or resident manages visitor also for neighbors.

Enable / disable the credential types

The software manages many types of credential. A first selection has been done in the site property, a
smaller selection is possible for the visitor.

For example, the residents have access to a car park through a car plate number or a remote control but
the visitor have only the plat number solution. So by filtering the credential type here, the resident or
building manager who will add a visitor would not have the choice of the type of credential.

Of course, to authorize a type of credential for visitor, it has to be ticked in the site property.

Default fields:

Select the fields which will be asked when adding a visitor. Only the name is compulsory.

Custom fields:

The software manages some custom fields. It could be text, numbers, boxes to tick, combo box, etc
Those custom fields must be added in Tools / custom fields. See chapter

Select which custom fields must be required for the visitor management.

All the door and lift access profiles aren’t automatically available for the visitors. Those visitor access
profiles need to be ticked as shown below.
Only those ticked access profiles will be available when adding a visitor in the system.

[B, Lobby
LAddauser | Add.. - | 4Add

Name * Lobby

s ]
Visitor access profile )

W Deoors £ Holidays/maintenance perods * Contractor X Users B Assets

Add reader/door

Mame Time profiles

M Centrale test Ig - Porte 0004 | Permanent AFaE J

Under Monitoring, a new choice Visits appears.

Disclaimer: Whilst every effort has been made to ensure accuracy in the representation of this product, neither FDI nor its employees, shall be
liable under any circumstances to any party in respect of decisions or actions they may make as a result of using this information. In accordance
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RIS Costel soumr

ipassan Manager @ ;

.

& Network siatus [l % Monual commands Eﬁzclﬂlslum'stmhng

E Visits

‘ﬂi P TER “PUNII . ccheciule a vist | Create an instant visit
2 4 entries found
E Begin & End Frequency ‘Access profiles Visit purpose Person visited Visitor Status Actions| &
. 20200323 2020-05-29 we Visiteur SAT Formateur X Audureau Fiere L Geay Freddy © e
o 09:00 18:00
= 20200415 10:00:00 2020-04-15 13:00:00 BBG L CHENE ERIC 2 Daviau Vincent z 1> W,
Q 20200415 10:00:00 2020-0415 11:00:00 Lobby 2 CHAILLOU Jeannine 2 BrunerPaul > LIRS
2020-04-20 08:30:00 20200420 13:00:00 Lobby £ Avinet Emmanuel L Chompion marcel = Lr OB/

The different tabs are:
Dashboard: this filter shows only the visits in progress or upcoming

All visits: No filter, all scheduled (passed, in progress or upcoming) are displayed.

apply your own filter (see below)

But it is possible to

B8 Visits
Z Dashboard &8 Al visits + scheduls a visit + Create an instant visit
~Search ...
Begin = End H
Visitor / visited +
Status Nothing selected

53 entries found

End

OPMENT FRIENDLY DEVELOPMENT FRIENDLY DEVELOPMENT

Begin V. Frequency Access profiles Visit purpose Person visited Visitor Status Actions &
2020-04-20 08:30:00 2020-04-20 13:00:00 Lobby & Auvvinet Emmanuel 2 Champion marcel 5] 2> QW
2020-04-15 10:00:00 2020-04-15 13:00:00 BBQ & CHENEERIC & Daviau Vincent i FRR - W IV O
2020-04-15 10:00:00 2020-04-15 11:00:00 Lobby & CHAILLOU Jeannine & Bruner Paul » [ M- @
2020-04-15 09:30:00 2020-04-15 11:00:00 Profil visiteur BE 1 Charrier Sandrine 1 Cocault Denis v [V RE-Y @
2020-04-14 12:30:00 2020-04-14 18:30:00 Profil visiteur BE & Auvvinet Emmanuel 1 Champion marcel & S WAE-] i

C||ck on Schedule a visit, the following window appears:

Create a visit
Person wisited * & GATINEAU WILFRID +
Access profiles (2 Lobby -
Foor access Block A - Floor 05 s
Frequency @ Single visit
O Recurring visit
Begin 2020-04-15 11:30:00 g End 2020-04-15 12:30:00 =1

In the first part of the form, enter the name of the resident or visited person. You could add more than
one persons.

Select the access profiles for the doors and for the lifts & floors. Remember those access profiles must
be ticked as shown below:

5§ Block A - Floor 05

Aaddauser|| Add... ~ | +add [
Name "  Block A- Floor 05
Visitor access profile 2
#4 Floors B8 Holidays/maintenance periods “ Contractor L Users BE Assets
Add a floor

Disclaimer: Whilst every effort has been made to ensure accuracy in the representation of this product, neither FDI nor its employees, shall be
liable under any circumstances to any party in respect of decisions or actions they may make as a result of using this information. In accordance
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Select the frequency of the visit. It could be once or recurring and if recurring, the visit could be limited

by beginning and end dates. See an example below

Frequency () Single visit

@ Recuring visit
Weekly Even weeks

Days [ Monday [ Tuesday [ Wednesdoy [ Thursday [ Friday [ Saturdey [] Sunday
Hours 07:00 to 17:00

Begin 2020-04-01 B End 2020-06-30 =1

Add a visitor or choose an existing one from the list. Select one or more credential as the visitor may
have access to a car park with a car plate number then access to building with an access code for
example.

It is also possible to add more visitor through the same form.

Enter a purpose for the visit if required and add a description (not compulsory).

Click Save. The visit is added to the list.

2 Visitor
© Add a new visitor
@ The visitoris been here before
Vistor | Goulle Benoit )
+Add o credential
“ Credential ®
Type # Access code
QO Automatically
@ number| 3395
v# Information about the visit
Visit purpose Air cooling maintenance
Descripfion Every other thusaday
o Visit status
Status 2 Scheduled visit
v

8.9 Create an instant visit

An instant visit is a visit which starts now. The software offers a shorter way to create those instant visit.
In Monitoring, Visits, click on create an instant visit then proceed in the same way than a normal visit.
The beginning date is automatically set fo the current time and date so as soon as the operator click

save, the credentials are authorized in the system.

Lr:zﬁ Metwork status {'} Manual commands E Facilities / assets booking
L] . .
B Visits
=+ Create an instant visit

E Dashboard B8 Al visits
8.10 Management of the credential validity
The validity of the credentials could be automatically managed by the software or could be managed by
software operators.

=+ schedule o visit

Disclaimer: Whilst every effort has been made to ensure accuracy in the representation of this product, neither FDI nor its employees, shall be
liable under any circumstances to any party in respect of decisions or actions they may make as a result of using this information. In accordance
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8.10.3 Manual management

This mode could be chosen only when an operator welcomes visitors and is using the software. In

Equipment & Settings, Visit setftings, the choice is set fo “Manual, managed by the software operators”
~@gGeneral

Aclivation of the visitor credenfials Manual, managed by the software operators

In this mode, the credentials aren’t authorized to doors and floors until an operator set the visit to started.
In Monitoring, Visits, Dashboard, select the visitor(s) then click on the Play triangle to activate the

credentials. A message, second capture, informs the credentials are now authorized.
B Visits
6 enfries found
Begin ¥ End Frequency Access profiles Visit purpose Person visited Visitor Status Actions &

IR i |
D»zﬁl
» om0

2020-04-22 07:30:00 2020-04-22 18:00:00 - Lobby 2 BROSSET JEAN 2 Bruner Paul

2020-04-20 08:30:00 2020-04-20 13:00:00 - Lobby 2 Auvinet Emmanuel 2 Champion marcel

u un

2020-04-15 10:00:00 2020-04-15 13:00:00 - B3Q 2 CHENE ERIC 2 Daviau Vincent

Confirmation

Are you confiming the beggining of the visit 2
The visitor credenfial will be authonsed.

m

To remove the access rights of the credential after the visit is finished, use the same dashboard but click
on the square symbol as shown below. A confirmation is asked. See second screen capture.

2020-04-15 10:00:00 2020-04-15 11:00:00 - Lobby L CHAILLOU Jeannine £ Bruner Paul > E ®
Confiration
Are you confimming the end of the visit?
The credential will be suspended.

- T8

8.10.4 Automatic management

In this mode, the credential access rights are automatically managed by the software. The keys and
access codes are authorized for all the scheduled visit periods. In Equipment & Settings, Visit seftings,
the choice is set to “Automatic, on scheduled times and dates”

~@gGeneral

Activation of the visitor credentials Automatic, on scheduled times and dates

9  Advanced programing

The software manages many fields for users and credentials. A user is defined, for example, by a name,
surname, address, etc

In case, it is requested to add extra field as a car park slot number, a choice yes / no or any numerical
or alphanumerical fields, the software manages this with ticked / unticked boxes.

In Tools / Customise, click on Add A custom field.

Disclaimer: Whilst every effort has been made to ensure accuracy in the representation of this product, neither FDI nor its employees, shall be
liable under any circumstances to any party in respect of decisions or actions they may make as a result of using this information. In accordance

with the FDI policy of enhanced development, design and specifications are subject to change without notice.
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ipnssan Manager @ ) AL site [RSERRES

5
) &8 Back-up / Restore data @Auiumuﬂc tasks [l B[ Customise [l 62 Controller detection

o =) Customise

ﬁ{%“ =PCustom fileds

232 Add a custom field

[ —— T [V

The following window appears:
=p

Those data aren’t saved in the controllers ond couldnt be rebuilt

wvhain information

Model * User name

Name * |Mame
Tvpe * | Textsiring
Compulory [
1) Enter a name for this extra field and select the type of custom field. It could be:

Text string: this field is designed to enter a name, phone n° for example and will appear on one line. See
example below

Car brand ‘I

Text field: this field is designed to contain more than a word. It could be a note, comment, etc
The field contains several lines. See example below:

Mote

Checkbox: It is a box which could be ticked / unticked. See example below:
Dmving icense ]

Single selection: It is a list of choice where the operator could select only one. When selecting this type
of field, it is also required to add the choices.
Click on the right + to add one or several choices.

Type * | Single selection

Value kst ™ * ynder4m ) = Between d4mand Sm | [ x  More than 5m +

When the custom field is created, it appears as shown below to the software operators.

Car length D - () under4m () Between 4mand Sm @ More than Sm

Disclaimer: Whilst every effort has been made to ensure accuracy in the representation of this product, neither FDI nor its employees, shall be
liable under any circumstances to any party in respect of decisions or actions they may make as a result of using this information. In accordance
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Dropdown list (or combobox): it is comparable to the single selection but will appears in a different
manner.

It is a list of choice where the operator could select only one. When selecting this type of field, it is also
required fo add the choices.

Click on the right + to add one or several choices.

Type * Dropdown list

Valve kst * * ynder4m ) x Betwesen 4mand Sm ) [ x  More than 5m +

When the custom field is created, it appears as shown below to the software operators.

Carlength 2 * | under 4m -

under 4m

Between 4m and 3m

More than Sm

Multiple list choice: It is the same kind of field (as single selection or dropdown list), but the operator will
be able to select more than one choice. See example below.

Car details x Hectrical ) ( x Less than 4M -

Unlead
More than 5m
access Between 4m and Sm

Hybrid
Date: this field is designed to contain a date. See example below
Expiry date 2020-04-25 =

2) Tick Compulsory if the field must be filled or untick the box if the filed is provided as an extra
information
3) Select the length of the field and the place of the screen where this extra filed will appear.

viize and location

Lenght 2
Display zone Upper zone
Field size Srmall
Order 0 :

Upper zone means, the custom field will appear with the name, surname, access profiles, etc when
opening a user in the software. See below

Disclaimer: Whilst every effort has been made to ensure accuracy in the representation of this product, neither FDI nor its employees, shall be
liable under any circumstances to any party in respect of decisions or actions they may make as a result of using this information. In accordance

with the FDI policy of enhanced development, design and specifications are subject to change without notice.
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L Chaysinh Celine

Last name *
First name
Door/zone access
Foor access

Type

Car park slot number

+Add a credential | #import credentials | BUser events  ®¥Add o web access | dAdd [

Chaysinh

Celine

Bureaux castel

None
Resident

-0

FDI Matelec

085

Lower zone means the custom field will appears under Additional information. See below.

v Additionnal information

will appears. The n°1 will be the first one.

If for example, you want to display a brand, a model and a size for a car, the order will be 1 for the

Regisirafion number
Car park slot number 089
4) Select the field size: small, medium or large
It as the length of the input field
5) Select the order the custom fields
brand, 2 for the model, and so on.
See example below of how to set the zone (upper or lower) and order.

Name Type

Company Text sting
Electrical authorisafion Checkbox
Driving license Checkbox
Carbrand Text sting
Carmodel Text sting
Car details Muliiple choice

Note Text field

6) Enter the extra data.

Model

User name

User name

User name

User name

2w o = o

User name

st User name

o

User name

Disclaimer: Whilst every effort has been made to ensure accuracy in the representation of this product, neither FDI nor its employees, shall be

liable under any circumstances to any party in respect of decisions or actions they may make as a result of using this information. In accordance

with the FDI policy of enhanced development, design and specifications are subject to change without notice.

112

OPMENT FRIENDLY DEVELOPMENT FRIEN

MENT FRIENDLY DEVELOPMENT

INNOVATION INN

)N INNOVATION INNOVATION INNOVATION INNOVATION INN(




- Friendly
Development
URMET|GROUP Innovation

wExira data

Help
Unit Meters
Default text Enter the fofal length in meters
default value 450

Conirol Numerical fisld

3

o [l

Help: If you enter a sentence here, it will appear when the operator will place the mouse on the custom

field

Unit: It is possible to add a unit behind the input field. For example, if the software is waiting for a length

in meter, add “Meter” as show below:

Total length 450

Default text: This word or sentence will appear until the operator enter characters. It will help by

informing of the attended data. Example below:

Total length

Meters

Control: the software could check the data the operator will enter. The field could be:

- Numeric, only digit

- Hexadecimal, only digit + Ato F

- url, www.fdimatelec.com for example
- email

Several fools have been created to simplify the daily using of the software.

You can use these tools for the controller, inputs, outputs, doors to apply 1 modification for several

functions in the same time.

You can change the name of several outputs or change the EOL value in one time.

9.6.3 Modify the IP address of the controllers
Go on the window Network or Controllers, then click on the button Action (1) on the right. Tick the box

of the controllers you want to change the address in the first column (2).

Click on the button Network (3)
& Network 0001

Device number Model

Block A 1st floor 2 wire [ IP controller
Block A last floor 2 wire / IP controller
Block B 2 wire / IP controller
Block C 2 wire [ IP controller

Concierge raom Wiegand / Ip controller

The following window appears:

Option

Last connexion

2 doors [2 wire reader]

2 doors [2 wire reader]

Mone

MNene

Mone

A
Veson @ @ Actions |
v 1 # Ll
v 2 /
v 4 /
v 2 /
v v 0 P i

Choose the type of modification you want to do, then type the information required.

Disclaimer: Whilst every effort has been made to ensure accuracy in the representation of this product, neither FDI nor its employees, shall be

liable under any circumstances to any party in respect of decisions or actions they may make as a result of using this information. In accordance
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In the example below, the st controller of the list will have the IP 192.168.1.51, the next one
192.168.1.52, and so on...

Edit network configuration

Ci ion of the network i ion for all selected controllers -
24C01DE132E07018C

Mode © DHCP @ Siatic P
First IP address 192.168.1.51
Mask 255.255.255.0
Gateway Ip controller gateway

Automatic name server

B

9.6.4 Modify the information of the controllers
By selecting a controller as described in the last chapter and by clicking on the pencil tab the following

window appears. You can modify:
e The names of the controllers with an automatic increment

e Activate, deactivate the LED (readers, door, communication server,...)

e Programan automatic restart

Multiple edition
Creation fitle.

3 Number
33 - number with 2 digits

Name Controller $$$% Controller 0001 First number 1
o Activation of the leds

a Disable communication © )

Reboot the conroller every day at 2 02:00

- T
9.6.5 Modify the inputs
Goes on the inputs window and click on Action (1) and select the inputs you want to modify (2) then

click on the pencil (3).

Disclaimer: Whilst every effort has been made to ensure accuracy in the representation of this product, neither FDI nor its employees, shall be
liable under any circumstances to any party in respect of decisions or actions they may make as a result of using this information. In accordance
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= Carte ES 0003
—
Node Used by Type Location Achons E
T Input 01 - EOL management input 1 £
™ Input 02 - EOL mancgement input ya
& Input 03 - EOL management input 7
2 | Input 04 - EOL management input v
& Input 05 - EOL management input Ve
™ Input 06 2 EOL management input v
& Input 07 - EOL manogement input Ve
) Input 08 - EOL manogement input v 4
) Input 09 - EOL manogement input Y3
7] Input 10 3 EOL management input Vs
7] Input 11 - EOL management input >3

This window appears:

It is possible, for all the selected inputs, to modify the name by an automatic increment and choose the
type of input.

In the following example, we modify the type of inputs with EOL values of 2.2k and 10k.

Muiltiple edition

Creation fitle.

§ - Number
3 : number with 2 digits

Selection
Neme | Input $3| Input 01 Festumber |1
Use this input as EOL management input B
End of line resistor] (2 22k0 B
End of line resistor2 2 10k0 El
Input status Normally open

& Nomaly closed

- [
9.6.6 Modify the outputs

Goes on the outputs window and click on Action (1) and select the inputs you want o modify (2) then
click on the pencil (3).

Disclaimer: Whilst every effort has been made to ensure accuracy in the representation of this product, neither FDI nor its employees, shall be
liable under any circumstances to any party in respect of decisions or actions they may make as a result of using this information. In accordance
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= Carte ES 0001

3

it Used by Door release time (s) Ovutput inverted Location 1 Actions
[@] | Serverroom Output 01 Ascenseur 0001-Bat A Etage 01 15 Vi
= Server room Output 02 Ascenseur 0001-Bat A Etage 02 15 W
@ Server room Output 03 Ascenseur 0001-Bat A Etage 03 15 Va
[@] | Serverroom Output 04 Ascenseur 0001-Bat A Etage 04 15 ¥
[@] | Serverroom Output 05 Ascenseur 0001-Bat A Etage 05 15 ya
[@] | Serverroom Output 06 Ascenseur 0001-Bat A Etage 06 15 7
[@] | Serverroom Output 07 Ascenseur 0001-Bat A Etage 07 15 7
[@] | Serverroom Output 08 Ascenseur 0001-Bat A Etage 08 15 P
[@] | Serverroom Output 09 Ascenseur 0001-8at A Etage 09 15 Ve
[@] | Serverroom Output 10 Ascenseur 0001-Bat A Etage 10 15 Va
[@] | Serverroom Output 11 Ascenseur 0001-Bat A Etage 11 15 Va

This window appears:

It is possible, for all the selected outputs, to change automatically the time profile applied, the type of
inputs, the release time...

In the following example, we change the name of the outputs and modify the release time to 15 seconds.

Multiple edition

Creafion title.

$: Number
3§ - number with 2 digits

Selection
Name Cutput 33 Qutput 01 First number 1
B Time profile & Nens B
B Operafion @ Monostable: pulse
@ Maintained: activation, deactivation
Doorrelecse fime | 5 sec
B Oulputinveded [

. e

A specific tool has been developed to automatically create users and their credentials.
You can create X credentials:
e By access profile (buildings/floors/companies/ service
e Forone or all the profiles
e Name them automatically
e Select the right access profile for each user
o Create floor access profile for each user. For example, the users created for the floor 6 will use
the access profile « Floor 6 » automatically created in the same process
e Choose the number of cards, codes, remotes control per user. The pin code can be automatically
created by the software.

Disclaimer: Whilst every effort has been made to ensure accuracy in the representation of this product, neither FDI nor its employees, shall be

liable under any circumstances to any party in respect of decisions or actions they may make as a result of using this information. In accordance
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Automatic creation of users

Add 20 e s Floor E‘ for Block C E‘
vUser description
Name * | Block € Name %% Block C Name 01 Creafion fifle
Startwithn® = |1 $: floor number
$$ - floor number with 2 characters
#: aportment number
Doorfzone access Block C B 4 ## : opartment number with 2 characters
#82 : apartment number with 3 characters
. R %: peron/fitie number
Floor access Automatic creation B < %% - person/title number with 2 charact
Vakicty Permansnt
v Credential per user
. Q) Proximity token 1356 o @ Remote conirol 1356 - 4 buttons
. i Pin code
Generate Pincode (@  Automatically
Start with n®
Validate ‘ ‘

The reflexes have been developed to manage any feature which are not directly included in the system.
You will find below some examples of the functions you can set with the relations:
e Activate a relay when a door is forced
e Deactivate the relay when a particular card is swiped in front of a specific reader
e Activate a relay to disarm an alarm when a card with a specific profile is swiped in front of a
particular reader
e Display a message in the software when a suspended credential is swiped

A relation is a link between a condition and a process.

A condition is the state of one or several input(s), door(s), event(s)...

A process is an addition of several actions (manage a relay, activate a floor or a door...)
Important:

o Areflex works on the same network. If controllers are connected to one network and some
other controllers to another place / another IP network, both networks aren’t able to
communicate together so any condition on one side couldn’t activate a process on the other
side.

e A condition has up to 5 events and/or state

e Arelation can be activated by 5 conditions (and/or)

e Aprocess can have up to 5 actions

e Arelation can launch up to 5 processes

iPassan offers 2 modes to manage the relation:
e The simplify mode: the user selects in a same view
o Aunique condition, 5 events or states
o A process, so 5 actions
o The software creates automatically the condition, the process and the relation
e The advanced mode: at first, the user has to set at least one condition and one process
Then, he can re-use these conditions and process for others relations.

Disclaimer: Whilst every effort has been made to ensure accuracy in the representation of this product, neither FDI nor its employees, shall be
liable under any circumstances to any party in respect of decisions or actions they may make as a result of using this information. In accordance

with the FDI policy of enhanced development, design and specifications are subject to change without notice.
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Example of easy mode: if the door « Block B main door » is forced, then the output n°22 of the I/O card

n°3 is activated during the time release set.

L= Reflex 0001

+Advanced mode || 4Add

Name * |Block B main door forced
Name of the network * Network 0001 (IP (Master/Slave)) E‘

Status @ Active () Suspended

[ v*27Condition

+ Add an element

Type Element Status/Value Actions

Event B Door v

Forced door Y Block B main door

viniProcess

Time profile None
Type Forcing E‘

v Description of a forcing

Action Forced active El

Element [ Alldoors 2

[ Alloutputs @

#Block C Output 22 VAE

Example of the advance mode:
e Step 1: condition on an authorized access at the « Porte hall » of the profile “Bureau”
e Step 2: creation of a process which activates the relay “Controller 0003 output 016”
e Step 3: creation of the relation which links the condition and the process

The 3 following screen shots show the step of creation.

Step 1: condition

17 Acc granted "All access” bari

Name * |Acc granfed “All access” bami

Network ™ Network 0001 B
Rules between conditions And B
+ Add an element
Type Element Status/Value Actions
Ewent E| Access gronted v All events *" b Barrier A
User El BAlgczess =

Step 2: process

Disclaimer: Whilst every effort has been made to ensure accuracy in the representation of this product, neither FDI nor its employees, shall be
liable under any circumstances to any party in respect of decisions or actions they may make as a result of using this information. In accordance

with the FDI policy of enhanced development, design and specifications are subject to change without notice.
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£ Unlock infruder alarm
+Add JIsEES

Name * |Unlock intruder alarm

Network * MNetweork 0001 E|

Time profile Mone rag 3k

Type Forcing E|

« Description of a forcing

Action Forced inactive E|

Blement [ Alldoors &
[ All outputs 2
#Block C Cutput 21 Ak

Add an element

Step 3 : Reflex

E—;{ Desarm Int alarm if acc granted
7 ¢ s W‘ +Add a condition | 4Add a process | drAdd [IBE

Name * | Desarm Int alarm if acc granted
Name of the network Network 0001 (IP {(Master/Siave)) E’

Status @ Active @ Suspended

Rules between conditions And E|
Conditions = Acc granted “All access” bami Process 7Unlock intruder alarm VAR 3
PR
Add a condition ~ Add a process ~

Virtual relays
A virtual relay could be used to save a status. For example, if the door A and B are closed then a virtual
relay is on.

The status of this virtual relay could be used later as a condition in a reflex.
9.9 Message

This tab of the monitoring window (which is only available when the alert messages have been set with
relation) displays the alerts, the time and date of the event, and the user which checks fit.

10 Tools

Disclaimer: Whilst every effort has been made to ensure accuracy in the representation of this product, neither FDI nor its employees, shall be
liable under any circumstances to any party in respect of decisions or actions they may make as a result of using this information. In accordance
with the FDI policy of enhanced development, design and specifications are subject to change without notice.

119

OPMENT FRIENDLY DEVELOPMENT FRIENDLY DEVELOPMENT FRIENDLY DEVELOPMENT INNOVATION INNOVATION INNOVATION INNOVATION INNOVATION INNOVATION INN(




o
— Friendly
Development

URMETIGROUP & Innovation

ipassan Manager &2 .

)
ﬁ @ =

The software gives you the possibility to use tool which can:

e Upgrade the firmware (controller, I/O expanders)
e Import / export sites (add 1 site from one computer to another for instance)

e Reporting
e Automatic tasks: force a controller upgrade, take the events, activate the sending of a report by
email

e Detect the controllers of a network and set the parameters

10.5 Export site(s) to Files (back up)

When you want to move a site from one computer to another one (from ipassan.com to the client's
computer or from the computer of the installer to the laptop of the client), the software gives you the
opportunity to create backup files which will be directly integrated to the other server.

A backup can save several sites. When you will import the site, a dialog box will open and you will
select the sites to import.

In the Import / export tab, click on the Add a site fo export then use the touch Ctrl to select several sites.
Click, on the right, on export to create the file.

Depending on the web browser a window directly opens to save the file on the computer.

Note that when you export a site it will not be deleted in the data base.

&= Site import/export

2 Export one or several sites

Add a site fo export

10.6 Import site(s) from file (restore)
This tool is designed to restore a backup from another computer (or web).
Click on the Tools button then on Import / export.

‘ Mise a jour firmmarare Import/Export @ Taches planifiées éa' Détection centrale

In the part « import one or several sites », click on Browse and select the file to save. Click on import,

the following window appears:

a Import one or several sites
File Parcourir... | 11 CENTRALES LG.db

By default, all the sites saved are selected. It is possible to select them by clicking on the button “Add a
site fo import “.

Click on import to launch it.

A last message will appear « Import successful »

Disclaimer: Whilst every effort has been made to ensure accuracy in the representation of this product, neither FDI nor its employees, shall be
liable under any circumstances to any party in respect of decisions or actions they may make as a result of using this information. In accordance

with the FDI policy of enhanced development, design and specifications are subject to change without notice.
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10.7 Configuration backup

It is possible in one lIpassan site fo create time profiles or reader behaviors which have to be duplicate in
other sites. For example, a list of holiday days or time profiles are used in many sites.

From the original site, select Tools / Partial export of the site data. Select the time profiles, holiday
periods or reader profiles you want to back up then click on Backup.

v & Partial export of the site data (time schedules, holidays, etc.)
Elements ‘ @Office hours
‘ ©6h30 20h ol days

| 88Iue

X X x %

| BNo buzzer
[

Add an element to export ¥

Select all
> Partially restore data in the curen e ys, etc.)
Time profiles
®salle de sport
© M-S 8h 20h
O© Horaire bureau
O Horaire bureau
© 17h 22h30 en semaine
©08h 20h L-V
Reader profiles
8 Red

10.8 Configuration restoration

On the destination site, select Tools / Restore data. Click Browse the select the backup file and click
Open. By default, all data are selected, but you could choose which one you want fo restore.

Click Restore.

Select elements to be imported

©6h30 20h all days
G Office hours

8 No buzzer

X X X X%

B Blue

Add an element to import.

o [

10.9 Automatic tasks

You can create automatic tasks in iPassan Manager. These actions will be automatically displayed by the
server at the time and date set.

An automatic task can be an action on a controller, a backup of a data base or send a report by email.

e

ﬂ@ Automatic tasks

Create a task.
Hour

Name Processing Frequency of executfion Start date Lastrun Time zone Actions| &

Example of an automatic task:

Disclaimer: Whilst every effort has been made to ensure accuracy in the representation of this product, neither FDI nor its employees, shall be
liable under any circumstances to any party in respect of decisions or actions they may make as a result of using this information. In accordance

with the FDI policy of enhanced development, design and specifications are subject to change without notice.
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In the example below, the task will be launched every 1% of month and will automatically delete logs older
than 6 months from the database.
Task 0001

Name  Delete logs

Execution frequency Every month B
fom  2017-05-01 00:00:00 =
[ Execute uniil the
Processing to do Purge the log B
Erase older logs than é months B

> O Watch task

@
Note this report cannot be sent if it is empty by ticking the option at the bottom of the window.
You can check if the task is working well. So another person will receive a report which say that the task
is in operation but will not receive the task.
10.10 Hardware upgrade
All the devices of the Ipassan system could be upgraded. This is useful when correction or

improvements are delivered by the manufacturer FDI Matelec.
In the tool window click on « Firmware upgrade ».

v @ Select equipment type

O B Wiegond /Ip controller o @ Mushroom reader O H Pin & prox reader
O BB Exwander () 25 mulion reader @) F 2-smort RF receiver 2 wire) 433MHz/868MHz
(¢] f FDI 2Voice door siation e} ﬂ 25 anfi vandol reader O E Wiegand RF receiver 433MHz/868MHz

@] - 25 P60 reader

@) OEM/Sinthesi/Elekia reader
O &P 'ow 2voice reoder

O @ 25mort readeri)

o I 2Smart reader

Next

10.10.3 Upgrade the firmware of the controller
Select the model of the controller then click on next.

:i): Firmware upgrade

« il Select equipment type

@ Wiegand [ lp controller

Select the controller to upgrade then next.

Disclaimer: Whilst every effort has been made to ensure accuracy in the representation of this product, neither FDI nor its employees, shall be
liable under any circumstances to any party in respect of decisions or actions they may make as a result of using this information. In accordance

with the FDI policy of enhanced development, design and specifications are subject to change without notice.
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« il Select the device(s) to update
E| B L Site : Panneou LG
O
= £ FDI

.. [EDLeft controller (V1010 10/05/2017)
.. [EIRight controller (V1010 10/05/2017)

Select the firmware version then click on the button upgrade the firmware

« il Select the firmware to upload

() Test firmware version A ()

@ Test firmware version B 2

© f11010-Wiegand &

© V1010 - 10.05.2017 - wiegand &
© 100111 @

® f0011-15.12.2016 2

Update the controller firmware

In case the firmware is unknown from the server, you can add it.

At the bottom of the page, under the firmware list, click on Add a firmware then type a name for this new
firmware, then search on the computer the file by clicking on browse

When the file is loaded, the page will refresh and it is possible to send it to the controller.

« il Add a firmware

Name lame of the firmware (usually FROOCE0LK N

Frmware file Parcourir... | Aucun fichier sélectionné.

Add

10.10.4 Upgrade the firmware of the RS485 |/O expanders
The firmware of the I/O expanders can be upgrade via the controllers. In the following view, we select
Carte ES.

Disclaimer: Whilst every effort has been made to ensure accuracy in the representation of this product, neither FDI nor its employees, shall be
liable under any circumstances to any party in respect of decisions or actions they may make as a result of using this information. In accordance

with the FDI policy of enhanced development, design and specifications are subject to change without notice.
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Site import/export @ Avtomatic tasks % Controller detection

: Firmware upgrade

« il Select equipment type

7 Wiegand / Ip confroller

g 10 card

MNexdt

Select the 1/0 expanders which have to be upgraded. This upgrade step is splitting in 2. The upgrade
file is sent from the server to the controllers which have on the auxiliary RS485 bus one or several
expanders, then each controller upgrade the expanders.
On the preview in the right hand side, the time of the transfer is displayed: x/3 if 3 controllers have
expanders whatever the number of expanders is.
10.10.5Update the reader firmware
The 2Smart controllers are able to upgrade the firmware of the 2Smart reader range. Select the type of
reader you want fo upgrade then select the controller(s) and click Next.
Select the firmware and click Update.

v i Select the device(s) to update

El O &3[1‘6 : Costel Saumur

B O 2%, Réseau 0001 mdp 49740

E| | @Cen’rmle test Ig (oW 1061 04/04/2020)

Mext

Note, all readers connected to the same controller are updated automatically in one shot. This operation
takes 30 secondes per reader.

10.11 Controller detection

This tool is designed to defect all the hardware on the network. It could also be used to set Ip settings of
the controller or update the firmware.

Compare to the Monitoring / Network status, this tool uses UDP protocol which means the controller
may be on a different IP range than the computer.

For example, on a network where there isnt dhcp server, all new controllers will use the following Ip
address 182.168.1.250 so using the multicast commands, it is possible to set a different Ip address to

Disclaimer: Whilst every effort has been made to ensure accuracy in the representation of this product, neither FDI nor its employees, shall be
liable under any circumstances to any party in respect of decisions or actions they may make as a result of using this information. In accordance

with the FDI policy of enhanced development, design and specifications are subject to change without notice.
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those controllers.

69 Controller detection

Defection setting

Searchbylp & Port 1830 8
Search by device number © ﬂ
3! Search in progress for IP/USE controlers
Se Confroller name Device number Version Address Port dhcp Option Actions
24C11DEI32302F57 24C11DEIIZI02F579 V1010 10/05/2017 172.180.125 1850 Yes Qesass Qeenpheros KTIRS
Cenirale 10 24C11DE13236488C1 181011 19/05/2017 172180112 1880 Yes QRs485 QPerphers LIRS
24C11DE132389880 24C11DE132389830C V1010 10/05/2017 172180121 1880 Yes QRs485 QPeripherols EEE]

The software is able to send emails with the automatic task or with process. You will then have to set the
email account on the server.
From the home page, at the top of the page on the right, a parameters button gives you an access to it.

a Parameters “ Home @ Help @ Quit

An email account has to be created and iPassan Manager needs to have an access to this server.
Werite the information in the right fields then test the sending by clicking on “test”.

Parameters of the application.

[ Email sending

w3MTP server
Address smitp.gmail.com Port 587
Email encryphfion TLS {port by default - 587) E|
Authenfication
User yourmail@gmail.com
Password
Sender email address yourmail@gmail.com

Sender name IPassan Manager

e
Valdate m

11 Access software
You can give an access to a third person and then select the functionalities or the site he will be able to
use.

Disclaimer: Whilst every effort has been made to ensure accuracy in the representation of this product, neither FDI nor its employees, shall be
liable under any circumstances to any party in respect of decisions or actions they may make as a result of using this information. In accordance

with the FDI policy of enhanced development, design and specifications are subject to change without notice.
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An administrator has all the rights on the sites of his base and can create others users.
An operator who has the profile « installer » can do everything on the authorized site.

mSoftware access an Groups and Users
- S| #Addagroue +Adda user
B 224 Groups and Users
Actions &
v
& s2n Administrotor Name Type Nb.of users
W s Installer Acminisator 0 1 ,
B~ 4l Cuorchon Guardion o 0 ,
W s Security agent
Installer 0 2 e
Security agent 0 o e

The others profile, except « administrator », can be modified. You can also create an unlimited number
of profile and there is no limit in the number of operators.

11.5 Add or modify an operator profile

When the profiles do not correspond to your need, you can create another profile.

In the screen shot below the profile « Security agent » can see the time profile and the access profile,
create and modify a user and see the events.

mSoftware access st Security agent
e < +Add 0 user | HAdd

£ 222 Groups ond Users
Name * |Security agent
(- 22¢ Administrator

@ st Instaler
- s8¢ Guardion Rights of the group
- 28 Security ogent Vissls e o Delela
Function/Sub-function
g General

Software access
2% Equipment & Seftings
Site
Network
Coniroller
Architecture e - =
Zone @ v
Refiex
Lt
2D Access profiles B - = 5

Time profile

11.6 Add, modify an operator
Definition of an operator
e Surname, name, email, password
e Operator profiles (group)
e Optional data (address...)
o Alist of authorized site. The rights are the same for each site.

Disclaimer: Whilst every effort has been made to ensure accuracy in the representation of this product, neither FDI nor its employees, shall be
liable under any circumstances to any party in respect of decisions or actions they may make as a result of using this information. In accordance

with the FDI policy of enhanced development, design and specifications are subject to change without notice.
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FDi

URMET/GROUP

2 New

@ . @ Password modification

Group of users

Name

First name

Password

Password confrmation
Email

Registration number

Sites

11.7 Logs

Security agent

Laffite

Raymond

raymond@yopmail.com

d:Les Lilas

£Panneau LG

Add un site

It will show you the operator’s action. You can set the filters per user (dates, sites...).

[ _Tep——

Log

>Filters

1411 entries found

Log details

Date / Hour User
2017-05-23 08:47:05 ‘Gaudry Laurent
2017-05-23 08:46:55 ‘Gaudry Laurent
2017-05-23 08:46:48 ‘Gaoudry Laurent

2017-05-22 21:00:55

2017-05-22 17:14:11 Gaudry Laursnt
2017-05-22 17:12:52 Gaudry Laurent
2017-05-2217:12:01 ‘Gaudry Laurent

2017-05-22 15:20:47
2017-05-22 12:00:55
2017-05-22 10:17:39 Gaudry Laurent
2017-05-21 21:00:40

2017-05-21 15:20:3%

12 Integration

Site impert/export l@ vtomatic tasks [ll 6 Controlier detection

Action

User connection
User disconnection
User connection
Run

User connection
User disconnection
User connection
Run

Run

User connection
Run

Run

Type.

Software occess
Software access
Software occess
Task.

Software access
Software occess
Software cccess
Task

Task

Software access
Task

Task

« - 23 4 5 44 45 46
EBxport. ®Purge

Comment
Login fo application

Déconnexion ds lgaudry@fdimatels
Connexion de Igaudry@fdimatelec.
Envoyer rapport qui est enirée |
Login to application

Déconnexion de lgaudny@idimatele
Connexion de lgaudry@fdimatelec.
Tache test ime

Envoyer le rapport qui est entré
Connexion de lgaudry@fdimatelec.
Envoyer rapport qui st enfrée |

Tache test ime.

lpassan manager offers two ways to be integrated by other system. The first one is the availability for a

third party system to read or read/write in the Ipassan database.

This mode requires knowledge in Sql language and Ipassan database structure.

Disclaimer: Whilst every effort has been made to ensure accuracy in the representation of this product, neither FDI nor its employees, shall be
liable under any circumstances to any party in respect of decisions or actions they may make as a result of using this information. In accordance

with the FDI policy of enhanced development, design and specifications are subject to change without notice.
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The second mode is based on Onvif API. The third party system add or remove some keys through this
API, it is also able download the events or open doors, outputs, etc

12.5 Special users

lpassan manager gives access to the Mysq| database through special users. Two mode are availables:
- Read only : read but you can not modify the data
this option is secure as those special users could only read data. Insertion or modification aren’t
possible.
- Read/ write : you can modify all data. Be careful, in this mode, you can damage the database and
the access control system will no longer work.

With these modes, you can view all events, all persons, all doors ...

12.5.3 Add a special user
In the software operators, select Special operators then click Add.
Enter a login + password and select the mode (read only or read/write)

e Software operator 2 New
e s

- 32y Operators and Operator groups

o, )
B #21 Special users Login Dupond

G)T\me profiles

Password * ‘ ----‘

Type ™ 5QL (read only) e

Note, the read / write needs an extra security. Ask FDI Matelec for the activation password.

Type * SQL (Read / write) v

Be carmreful, using this login is dangerous. No support will be provided in case of faully operation in the database !
This fype of user will be deleted when the full APl will be available.

Activation password *

12.5.4 Access to the database

On local installation, if you have created default database, the Mysq| port is 3380. (default Mysql port on
standard installation is 3306).

If you are infegrator, you have to use the driver parameter fo access the database.

To test you query and to view the database, you can use the embedded tool “phpminiadmin”:
- https://127.0.0.1:8443//ipassan/phpminiadmin.php
- Click on “advance setting”

Disclaimer: Whilst every effort has been made to ensure accuracy in the representation of this product, neither FDI nor its employees, shall be
liable under any circumstances to any party in respect of decisions or actions they may make as a result of using this information. In accordance

with the FDI policy of enhanced development, design and specifications are subject to change without notice.
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DB Connection Settings

OB user name: |sqluser

Passwaord: E

DB name:
MySCQL host: 127.0.0.1 port: |3380
Charset: utfg A

¥ Remember in cookies for 30 days or until Logoff

| Apply I Cancel

When you are connected, you can select the database IPU_BASE_XXXX
phpMiniAdmin 1.9.170730 | Databases: BT el it

Ml | Settings | Logoff | phpinfo

SQL-query {or multiple queries separated by ™"}
SHOW DATABASES

Go | | Clear
Records: 2 in 0.0013 sec
MySQL Server: -

Show Configuration Variables - Show Statistics - Show Processlist - Create new database: type db name

information_schema scd status
ipu_base_0010 scd status

mg

Disclaimer: Whilst every effort has been made to ensure accuracy in the representation of this product, neither FDI nor its employees, shall be
liable under any circumstances to any party in respect of decisions or actions they may make as a result of using this information. In accordance
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12.5.5 Event view

A view has been created to facilitate access to events. You can see all events with this sqgl query :

select * from “view_event’

You see the list of events:

phpMiniAdmin 1.9.170730 | Da show 1ab

S0Lquery (or mullple quesies separated by "} [ < | >
3l

select © from “wis

Go Clear Select Insen Update Delete.

Records: 50 in 0.0063 sec

‘compact view
|—W\M\MNIE:‘“J 201.250 | More
[EvTo] o) [EvT_Fammy ] [EVT_wom| [EVT_LEVEL [EVY_TABLE | [EVY_TABLE 10 | EVY_BACKGROUND COLOR || EVT_TEXT_coLen | [EVIL1o! [Per 1o Dev i | evi pare: ] [Evi woex [ ew._praomiry || Evimeor | [EW. oz [EVLINFoSP || EV MPoRTTYPE |
6391 22- L] 2 5 40 n HETEIET #000000 157 NULL 23 2019-06-06 084151 0 5 0000000000000000 00000000  NULL ]
891 (] 2 5 2 5 #ETETE #000000 158 WAL B3 20190606 163317 0 2 0000000000000000 00000000 MULL 1]
B415 2 1 1 5 o0 2 #DC2127 FFFFFFF 158 NL 23 20190606 163631 0 2 0000000000090000  DOODOOD UL ]
L= TI ] 1 2 5 420 n HEEIE1 #0000 160 WL B 2019-06-06 163644 0 2 0000000000000000 00000000 AL ]
8406 22 o 9 L 40 B HEIEIEL #00000 161 NuLL 23 2019-06-06 163650 0 n 0000000000000000  D00OBOOD  NULL 0
6415 2 (] k<] 5 " 5 #DC2127 #FFFFFF B2 Nl B 20190606 163651 0 2 0000000000000000 00000000 WL 0
LS TR ) 2 E 4 B #ETEIE] #000000 183 N B 20190606 16:37:15 0 2 0000000000000000  DDO0UO00  NLALL ]
606 22 1 19 5 4 n FEIETE #0000 B Nl B 20190606 163721 0 21 000000D00D0O0000  0OOODOTD ML ]
e n 10 (1] 6 20 n #51B749 #FFFFFF 165 WL B 2019-06-06 163723 0 z 0000000000000001 00000000 NLLL ]
421 12 10 o L 40 n #E1BT749 WEFFFFF 166 NULL 23 2019.06-06 163723 2 n 0000000000000001  DDOODOOD  NULL [
6427 2 n (] 6 0 3 #51B749 #FFFFFF 17 NAL B 20190606 165530 0 2 0000000000090001  00BO00  NLALL ]
M R 10 (] 3 20 b2 #51B749 #FFFFFF 168 ML B 2019-06-06 165530 2 2 0000000000000001 00000000 MULL ]
6415 1 (1 Edl 5 0 7 #DC2127 FFFFFFF 188 NL 3 20190606 172237 0 2 0000000000090000  DDOODOOD  NUALL ]
69 n 1] 2 5 40 B HEETE #000000 1 ow B 20190606 172749 0 2 0000000000000000 00000000 NULL ]
6406 22 o 9 5 40 B #EIEIET #000000 m NULL 23 2019-06-06 172725 0 n 000DO0D0ODDO0000  DOOODOAD  MULL o
6427 2 n (] 6 i z #51B749 #FFFFFF LT TR TR} 20190606 173041 0 2 000000D0ODOOCODF  00OODOTD  NULL ]
L) 10 1 3 4@ n #DC2127 #FFFFFF T N B 20190606 17:31:23 0 z 00000000000D000F  0DO0DO00  NLLL ]
61 B 10 [ 6 4 7 #51B749 FFFFEFF (LTSN TR 1 20190606 173208 0 2 000000D0ODOO0ODF  0OO0DOTD  MULL 0
T8 2% o 2 5 40 an #EIEIEN #000000 175 LT TR 2019-06-07 104234 0 5 0000000000000000 00000000  NULL 0
8 % ] 2 5 40 7 H#ETETE #100000 LLCIT TR 1} 20190607 104344 0 5 000000000D000000 00000000 MULL 0
Tme 2% [ 2 5 0 a7 FETEIET #000000 Lo BT TRRN 1§ 20190607 104445 0 5 000000D000DI0000  DOOOBOOD UL ]
e B 1 2 5 42 z #EEIE #0000 OO T TR 2019-06-07 104556 0 5 0000000000000000  0OODD0D0 WL ]
T8 25 o 2 5 0 2 HETEIE #000000 (LT TR 1} 20190607 104706 0 5 0000000000000000  00OODOOD  NLALL ]
e 98 a 2 a an E HEAEAE ey w0 w1 MIGNAAT 10 2A16 0 & ANARAARNARDARDGA  AAAABAAN A ¢ n

Important field:
- EVL_DATE : date of event
- SIT_ID : if you have several site on you database, each site have UID. To know this UID, use the
ctrl+alt+D shortcut.

e = "
jpassan Manager 1

‘ &, Equipment & Settings A& Site 1820 (Site- 35)

& < - x +Add a company 4Add anetwork BB
d% - AL Site - Site 1820
; Name * | Site 1B20
® MComponies
dg’ = Networks
2 T Ble  56B94481897A
& [E3 Controllers
2 & [l Doors Address Ad
- ®- m Door groups -
] 24CO1DE1318200EA2 - Porte 0001 Post code v
24CO1DE131B200EA2 - Porte 0002
Cou france
e #- B Reacers iy, il &
- Q Doorstations
B @ E3emanders g g i
& " Outputs
Phone Ma umbe
Q # Refiexes
@ @F"C""Y bookings: >@® Transfer mode
® @Tlme profiles
2= >@ Features
= >I® Time zone
= B

>® Enable / disable the credential types (prox, fingerprint, etc)
> **:FCIT_BLE_LABEL

g Companies

> F

Name Address Acfions &

- EVT_FAMILY : family of event (you can see it with ctrl+alt+D command — after v1.7.2 ):
Disclaimer: Whilst every effort has been made to ensure accuracy in th
liable under any circumstances to any party in respect of decisions or a

with the FDI policy of enhanced development, design and specification
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: System
: PSU
: Access granted
: Access denied
: Neutral access
: door
: Input
: Output
: Status
: Reflexes
: Communication
:zone
: counter
: process
: condition
: reader
: peripherals
: lift hli
: intercom

O oo NOYULL D WNNER O

O 0O O 0O OO0 OO0 O o o o OO o o o o o o
N R R R R R R R
O VW o0 Ul A WN O

N
=

- EVT_NUM : event number in the family (you can see it with ctrl+alt+D command — after v1.7.2 ):

. M < ]
— — = mE Site 1820
jpassan Manager ch "
'!-?!. MNetwork status 6 Manual commands ERepods
[E) Events
@®Visualisation ®Download %Global settings Ietings @Event reflex

(gogvers
B |

- [E3 System (EVI_FAM:0)
@ [EJPSU (EVT_FAM:1)
ﬁl - [E2 Commurication [EVT_FAM:10)
B [ Access granted (EVT_FAM:2)
[, Access by single credential (EVI_NUM:0}
E Authorsed access {double credentials) [EWT_NUM:T)
EACCESS granted [push button) [EVT_NUM:2]
E Access granted [maintenance mode) [EVT_NUM:3)
E Access granted [door phone) [EVT_NUM:4)
E Access granted by push button (maintenance mode) (EVT_NUM:S)
E Access granted [liff] [EVT_NUNM:S}
R Access granted [double igenfification J iff} (EVI_NUM:7)
E Access granted on simple authentication (High Level Lift Interface] ([EVT_NUM:E]
E Access granted on double authentication [High Level Lift Interface) [EVT_NUM:?)
& [ Access denied (EVT_FAN3)
B 2 Neutral access (EVI_FAM:4)
m- [l Door (EVT_FAM:S)

Disclaimer: Whilst every effort has been made to ensure accuracy in the representation of this product, neither FDI nor its employees, shall be
liable under any circumstances to any party in respect of decisions or actions they may make as a result of using this information. In accordance
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- EVT_TABLE : type of element :

o SITE= 10

o NETWORK = 20

o DEVICE = 30

o UNIT = 40

o DOOR = 60

o RELAY = 70

o READER = 80

o RELAY/READER = 90
o PERSON =110

o KEY =120

o ZONE =130

o IOCARD =140

o INPUT =150

o OUTPUT =160

o LIFT =170

o REFLEX =180

o PROCESSUS =260
o TASK =270

o COUNTER =350
o VIRTUAL_RELAY =360
o INTERCOM =500

- EVT_TABLE_ID : Id of the element in the table. You can display the element id with ctr+alt+D
shortcut.
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Example, if you want all event on one door, you have to filter on EVT_TABLE = 60 AND
EVT_TABLE_ID = 133

select EVL_DATE, EVT_FAMILY, EVT_NUM, EVT_TABLE, EVT_TABLE_ID, EVL_INFO1, EVL_INFO2
from “view_event™ WHERE EVT_TABLE = 60 AND EVT_TABLE_ID = 133 ORDER BY EVL_DATE DESC

phpMiniAdmin 1.9.170730 | Databases: [\ VEECRU {4 M - show tables - export - import | Settings | Logoff | phpinfo

SQL-query (or multiple queries separated by )| < | >
select EVL DATE, EVT FAMILY, EVT MUM, EVT TABLE, EVT TABLE_ID, EVL INFO1, EVL INFO2 from “view event™ WHERE EVT TABLE = 6@ AND EVT TABLE_ID = 133 ORDER BY EVL DATE DESC

Go Clear Select Insert Update Delete
Records: 9 in 0.0035 sec compact view
EVL_DATE EVT FAMILY EVT_NUM EVT_TABLE EVT TABLE ID EVL_INFO1 EVL_INFO2
2019-06-27 16:51:17 5] 1 60 133 0000000000000000 00000001
2019-06-27 16:51:13 2 0 60 133 220000001BC4EEFB 00000001
2019-06-27 16:51:13 5] 0 60 133 0000000000000000 00000001
2019-06-27 16:51:13 5 1 60 133 0000000000000000 00000001
2019-06-27 16:51:08 5] 0 60 133 0000000000000000 00000001
2019-06-27 16:51:08 2 0 60 133 2200000039F3FA32 00000001
2019-06-27 16:51:07 5] 1 60 133 0000000000000000 00000001
2019-06-27 16:51:02 2 0 60 133 22000000E78F0D84 00000001
2019-06-27 16:51:02 5] 0 60 133 0000000000000000 00000001

- EVL_INFO1/EVL_INFO2 : informations about event. For accesses events, EVL_INFO1 is the
serialnum of key

12.5.6 SQL insertion or modification
Ask FDI Matelec for more details.

12.6.3 What is Onvif?
Official website : https://www.onvif.org/

ONVIF (Open Network Video Interface Forum) is a structure whose mission is to provide and promote
standardized interfaces for effective interoperability of IP-based physical security products such as IP
cameras, video management platform (VMS, NVR) and access control system.

The ONVIF specifications are based on web services and use universal and open protocol like XML,
SOAP et WSDL to define the communication between two systems on an IP network.

ONVIF profiles make it easy to recognize how ONVIF conformant devices and clients are compatible
with one another. An ONVIF profile has a fixed set of features that must be supported by a conformant
device and client. It ensures that a client that conforms to Profile A, for example, will work with a device
that also conforms to Profile A. There are also conditional features, which are features that shall be
implemented by an ONVIF device or ONVIF client if it supports that feature in any way, including any
proprietary way.

The profile use for iPassan Onvif API are Profile C (basic options) and A (access control options).
12.6.4 Network discovery / WS_Discovery

lpassan must provide an Onvif service and must be visible on the network. This possibility is offered by
using the WS_Discovery protocol.

When it is used, it's possible to test the function by using the Onvif Device Manager.

https: //sourceforge.net/projects/onvifdm/

Disclaimer: Whilst every effort has been made to ensure accuracy in the representation of this product, neither FDI nor its employees, shall be

liable under any circumstances to any party in respect of decisions or actions they may make as a result of using this information. In accordance

with the FDI policy of enhanced development, design and specifications are subject to change without notice.
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12.6.5 Authentication

The iPassan’s Onvif server will not be a free service. You must set an authentication with login and
password.

In the “’software access’” section of ipassan, we added the creation of a special user which could be an
API. Only these users will have the possibility to communicate with the web service.

This user will be linked to only one site (drop down list added). The Onvif functions don’t give the
possibility to select the site. This link will be used fo filter the required site when the Onvif commands are

used.
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Some functionalities don’t require an access with login and password:
- device.GetWsdIUrl
- device.GetServices
- device.GetServiceCapabilities
- device.GetCapabilities
- device.GetHosthame
- device.GetEndpointReference
- device.GetDevicelnformation
- device.GetSystemDateAndTime
- device.GetSystemDateAndTimeRequest
- credential.GetServiceCapabilities
- accessrules.GetServiceCapabilities
- doorcontrol.GetServiceCapabilities
- search.GetServiceCapabilities

12.6.6 Add functions
The specification requires to implement a big amount of functions and commands. It could be mandatory
(M), optional (O) ou conditional (C):

Disclaimer: Whilst every effort has been made to ensure accuracy in the representation of this product, neither FDI nor its employees, shall be
liable under any circumstances to any party in respect of decisions or actions they may make as a result of using this information. In accordance
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- M = Mandatory: features that must be supported in order to be conformant to the Profile
(implemented by the Onvif peripheral)

- O = Optionnal: function that may be implemented by an ONVIF Device or ONVIF Client

- C = Conditional: Function that shall be implemented by an ONVIF Device or ONVIF Client if it
supports that functionality.

If an Onvif peripheral is compliant with a service, it must be compliant with all the
commands of the WSDL service corresponding. If the specific command is not required for a
service and the peripheral is not compliant, the error answer must be the following code:
env:Receiver,
ter:ActionNotSupported.
The official documentations of the services are useful to understand the implementation of the features.
For example for the service “credential’:
https: //www.onvif.org/specs/srv/access/ONVIF-Credential-Service-Spec-v1706.pdf

12.6.6.2List of the mandatory features for the Profile A
See the features list in the file OnvifProfilesOperations, section: Profile A.

There are more optional features. See the Profile A specifications.

12.6.6.3List of the mandatory features for the Profile C
See the features list in the file OnvifProfilesOperations, section: Profile C.

There are more optional features. See the Profile C specifications.

12.6.6.4Definition of the types of credentials
In the service “credential”, there is a command getSupportedFormafTypes. This command is related to

all kind of format for a credential.

The credential types are defined in the specification file: ONVIF-Credential-Service-Spec-v1706.pdf:
e pt:Card Supports Card identifier type
e pt:PIN Supports PIN identifier type

e pt:Fingerprint Supports Fingerprint biometric identifier type

e pt:Face Supports Face biometric identifier type
e ptlris Supports Iris biometric identifier type
e pt:Vein Supports Vein biometric identifier type

It means for each credential (Functionnality::SaTypeTl), define a " FormatType”.
The “FormafType” list is described in the ISO-16484-5 specifications.

The command “getSupportedFormatTypes’” means that we should have, first, defined an authorized list in
our Web Service. For that reason, a link is added in the special user section — API.

Disclaimer: Whilst every effort has been made to ensure accuracy in the representation of this product, neither FDI nor its employees, shall be
liable under any circumstances to any party in respect of decisions or actions they may make as a result of using this information. In accordance
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In this section, the list of the authorized credentials for each site is added. It is then possible for each
credential to define a “FormatType”. The type of credential is fixed: pt:Card or pt:PIN.

Type in ipassan Type : Name FormatType possible
TI_BDG125K pt :Card FormatType Wiegand
TI_BDG1356 pt :Card FormatType Wiegand
TI_BDGMIFAREPLUS pt :Card FormatType Wiegand
TI_TLC13564 pt :Card FormatType Wiegand
TI_TLC125K4 pt :Card FormatType Wiegand
TI_TLC13564_PLUS pt :Card FormatType Wiegand
TI_TLC13562 pt :Card FormaiType Wiegand
TI_KEYPAD pt :PIN All humeric
TI_IMMAT pt :PIN All numeric
TI_OTHER

FormatType numéric:
SIMPLE_NUMBER16
SIMPLE_NUMBER32

FormatType Wiegand :
WIEGAND26

WIEGAND37
FASC_N_BCD

12.6.7 Testing tools

Onvif is based on soap technology. A free tool gives the possibility o test the protocol:

https: //www.soapui.org/downloads/soapui.html (version: open source)
When installed, you should select the file: wsdl.

Disclaimer: Whilst every effort has been made to ensure accuracy in the representation of this product, neither FDI nor its employees, shall be
liable under any circumstances to any party in respect of decisions or actions they may make as a result of using this information. In accordance

with the FDI policy of enhanced development, design and specifications are subject to change without notice.

136

OPMENT FRIENDLY DEVELOPMENT FRIENDLY DEVELOPMENT & INNOVATION INNOVATION INNOVATION INNOVATION INNOVATION INN(


https://www.soapui.org/downloads/soapui.html

o
— Friendly
Development

URMET/GROUP | & Innovation

Disclaimer: Whilst every effort has been made to ensure accuracy in the representation of this product, neither FDI nor its employees, shall be
liable under any circumstances to any party in respect of decisions or actions they may make as a result of using this information. In accordance

with the FDI policy of enhanced development, design and specifications are subject to change without notice.

137

OPMENT FRIENDLY DEVELOPMENT FRIEN DEVELOPMENT FRIENDLY DEVELOPMENT

INNOVATION INNOVATION INNOVATION INNOVATION INNOVATION INNOVATION INN(




